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Mpepncnosune

MNnaTtexHasa cpepa - BakHenwasa 06,1acTb SIKOHOMUKU U XKN3HU COLMyMa B LLesIoM. A
MOCKOJIbKY COBPEMEHHAsA CoLMasbHasa XNU3Hb BO BCEX ee NPOosBAEHUAX - U BusHec, n
JINYHBIN NJaH, U MeANNHOE NMPOCTPAHCTBO - BCe bosiee Ba3snpyeTcH Ha
MHPOPMALIMOHHbBIX TEXHOJIOTUAX, BMOJIHE 0XKUAAEMO B CTOPOHY T MyTupoBaam n
Ccrnocobbl MOLLEHHNYECTBA U €ro MHCTPYMEHTbI. DBOJIIOLLMOHUPOBAO U CaMo
npecTtynHoe coobulecTBo, Co34aBLUee HAaCTOSALLYIO MOLWEHHNYECKY0 UHOYCTPUIO,
COBCTBEHHbLIN PbIHOK, HA KOTOPOM MOXXHO KYMNTb HE TOJIbKO CNeLnasbHbIn
WHCTPYMEHTapuin, HO 1 3aKasaTb B3J10M 060N CUMCTEMbI UM MAaCCUPOBAHHYIO aTaky
Ha TOT UM MHOW MH(OPMALMOHHbLIN pecypc. Mo3ToMy MHGpOpPMaLNOHHAA
be30nacHOCTb, 3alWmMTa NMHpopMaLnm CTaHOBUTCS BCe Bonee ocTpon npobremon,
Tpebyouwen ocoboro BHUMaHMA CO CTOPOHbI 340PO0BbIX 0OLLLECTBEHHbIX CUJI.
Pa3nnyHbIM acnekTamM obecnevyeHunsa nHhpopmaunoHHon 6esonacHoOCTU, MeTo4aM
NPOTNBOAENCTBUSA NMPECTYNIEHNAM B NaTeXHON chepe u nocesieHa busHec-
3HUMKNoneansa «MoLEeHHNYECTBO B NaaTeXXHOW chepe».

npe,}J,CTaBJ'IFIeM aBTOpCKI/IVI KONNEKTUB KHUTU C YKa3aHNneM HaMMeHOBaHUIN pa3nesnos,
HamnmnMcCaHHbIX Ka>XOblM N3 aBTOPOB.

* leoHnp JIAMUH (Ha4YanbHUK OTAENa SNEKTPOHHbLIX BAHKOBCKUX TEXHOMOM NN
AenaptamMeHTa 6baHKoOBCKOro Hagsopa baHka Poccumn) - «Mcnonb3oBaHne
COBPEMEHHbIX (hOpPM MNiaTexXXen ansa neraamsaumm NpecTynHbIX 4OX040B U
opraHm3aumsa NpoTUBOOENCTBUSA»;

* Hnkonanm NatumnsbaHues (Ha4asbHUK OTAesa NO YNPaBJAeHUIO MHUNAEHTaMMN
AenapTaMeHTa 3aWwnTbl MHOopMauum MNasnpombaHka) - «Yroso0BHO-NpPaBoBbIe
acnekTbl 60pbObl C NPOTUBOMPABHLIMN AeAHUAMKU B chepe BaHKOBCKUX KapT»,
«[paKgaHCKo-NpaBoOBble BOMPOCHI B C/ly4ae HEeCaHKLMOHNPOBAaHHOIO NCMOJIb30BaHUA
naaTeXHbIX KapT», «be3onacHocTb 6aHKOMATOB»;



* AHTOH lyxoB (anpekTop No pa3suTuto LleHTpa nccnenoBaHuUm niaaTeXHbIX CUCTEM U
pacyeToB) - «[lpouenypbl MUHUMN3ALMN PUCKOB NMpu paboTe C NaaTeXHbIMK
KapTamMun»;

* MNaBen PeBeHKOB (A4.3.H., Npodeccop Kadeapbl 3KOHOMUYECKOr0 aHan3a n
byxrantepckoro y4eTa OAVHLOBCKOIrO N'yMaHUTApHOroO YHUBEpPCUMTETA) -
«3NIeKTPOHHbIE MJIAaTEXW: PUCK BO3MOXXHOIO MUCMOJIb30BaHUA OJ1S Neraamsaumnm
NPECTYNHbIX J0X0A0B»;

* Unba CaykoBs (reHepanbHbIn gupektTop Group-IB), Banepuin baynmH (pykosoanTenb
nabopaTtopum KOMMbIOTEPHON KPUMUHANNCTUKN N NCCNIeA0BaHNS BPEAOHOCHOIo Koaa
Group-IB), OMuTpun Bonkos (pykoBoanTesb oTAeN1a paccaienoBaHnUsa NHUWAEHTOB
MHpopmMaumoHHon 6esonacHocTn Group-IB) - «[MpakTukKa MOLIEHHMYECTBa B CMCTEMaX
AB0», «PacnpocTpaHeHHble BUAbl MOLLIEHHUYEeCTBa B cpepe 3IeKTPOHHbIX AeHer» (B
COaBTOpCTBE);

* MakcuMm Ky3uH (rnaBHbi apxuTekTop npoaykta blL) - «MeToabl U MUHCTPYMEHTbI
OLLeHKWN PNCKOB Ha Ba3e MOHUTOPUHIa KapTO4YHbIX TPaH3aKLUNA»;

* NpuHa JlobaHoBa (pykoBoauTenb genapTaMeHTa ucciegosaHnim 6aHKOBCKOIO
cekTopa HaumoHanbHOro areHTCcTBa PMHAHCOBbLIX NCCieaoBaHnn) - «ccnenoBaHme
onblTa U OCBEAOMJIEHHOCTN HaCeNeHNSa No MOLLIEHHUYECTBY B chepe naaTeXHbIX
KapT».

C yBaxkeHuew,
Anekceinn BopoHUH,

pyKOBOAUTENb MPOEKTA, pefakTop-coctasmTens (LNMCKP)

naBa 1l

MOLWEeHHNYECTBO B CUCTEMAX ONCTAaHUMOHHOIro 6aHkoBckoro obcnyxumBaHusa (460) un
3/IeKTPOHHLIX OAeHer



1.1. MNpakTnka moweHHn4yecTBa B cuctemax A0

POCT KONIMYeCcTBa 1 CyMM B6e3HaIMYHbIX onepaLuii eCTeCTBEHHO NPUBJIEK BHUMaHMe
CHa4vana KOMMNbIOTEPHOM, @ MOTOM Y>Ke OPraHNU30BaHHOM NPECTYMNHOCTU K 3TOMY
PbIHKY.

MNMepBble MacWwTabHble XMWeHMa Havanncb B Poccum B 2007 r. Korga cyMMbl XULLLEHWIA
CTann focTuraTb MUJIJIMOHOB A0/11apOB, YH4AaCTHUKWU MPECTYNHbIX FPpynmn, KoTopble
3aHUMaNnUCb 0bHaNMYMBaEM AEHEXHbIX CPeACTB, MPUBJIEKIN BHUMaHNE
OpPraHM30BaHHON NPECTYMHOCTN, TaK KakK Ha «0BbHaN» yxoanam o4eHb KPYMnHble€ CyMMbl
M MPOLEHT 3a BbIBOL AEHEXHbIX cpencTs Mor gocturaTtb 50 %.

AHanun3 paboTbl 60NbLLIMX NPECTYMNHbLIX FPYMM, 3agep>XaHHbix B 2011-2013 rr.,
rMnoKa3blBaeT, 4TO 3To 6onbLUME, XOPOLO OpraHn3oBaHHbIE GOPMUPOBAHNS, KOTOPbIM
CJIOXXKHO NPOTUBOCTOATb aXKe IPUANYECKN-YTONI0BHbIM NyTeM. Takue hakTopbl, Kak
OFPOMHbIe 00XO4bl, HECOBEPLLIEHCTBO 3aKOHOAATEIbCTBA M BO3MOXXHOCTH
obHanMumMBaHNA OeHe)XXHbIX CpeacTB NpuBenun K pocty Ha 100-200 % B roa 3Toro
Tnna NpecTtynaeHnn. AHaan3 TEXHNYECKMUX N OPraHnU3auUNOHHbIX METOA0B AaHHbIX
npecTynjieHnn aBNseTcsa NnepBoCcTeneHHoON HeobxoAMMOCTbIo Ans 6opbbbl C 3TUM
ABJIEHNEM.

B maHHOIM rnaBe npeacTaB/iieHa HeobxoamMMasa nMHopMaLmns, NO3BONSOLLAS
cneuvanuctam B obnactm 6e3onacHOCTN PUHAHCOBLIX ONepaLmnn Noay4YnTb OCHOBHOM
Habop 3HaHU gNs NPOTUBOLAENCTBUA NOAOOHBIM TUNaM MHUMAOEHTOB. (NaBa
HanucaHa BedyLmMMmn sKcnepTaMmm-kpuMmnHannctamm Group-IB, kotopble NpuHMManu
y4acTuma B 60/1bLUMHCTBE pe30HaHCHbIX paccnenosaHunin B PO n CHI .

B uMBnMAM30BaHHOM MUpe pPerynaTopoM npas 1 0b6s3aHHOCTEN, OrpaHUYEHUN U Mep
MPUHYXXOEHNS ABNsgeTCa 3akoH. OQHaKO NosBJ/ieHNe N aKTUBHOE pa3BuUTUe
MHPOPMALMOHHO-KOMMYHUKALUMOHHbLIX TEXHOJI0OMMA U Chepbl KOMMNbIOTEPHOW
NHopMaLMM aokasanam obLecTBy, HaCKobKo pabodynm MmoxeT 6bITb NpuHUMN ubi jus
incertum, ibi nullum («ecnun 3aKoH He onpefesieH - 3aKOHa HeT»).

ITOT MPUHLUUMN MOXHO NPUMEHNTb K CUTyaLun C pa3fenom 3akoHogaTeNbCTBa,
perynupyrowmm cpepy KoMnboTepHon nHpopmauum B PO: npobensl B 4eNCTBYIOLLNX
3aKOHaX, OTCYTCTBME NOHATMMNHOIO annapaTa uin ero HeKoppekTHoe obo3HavyeHne



NPensTCTBYOT A0JIKHOMY MPUMEHEHUIO 3aKOHA WUIN HE OOMYCKaloT ero BOBCE.

Ncnonb3ys npobenbl B 3aKoHO4aTeNbCTBE, OWNOKKM B peanm3aunm NnporpamMmMHoOro
obecneyvyeHmnsa n NnpumMeHssa npocTtenwme cnocobbl COLMaNbLHON NHXEHEPUHN,
MOLLUEHHWKAM YOasioCb YKpPaAcCTb B chepe nHTtepHeT-baHknHra $ 446 maH (pe3ynbTaThbl
MOJIyYeHbl N3 eXXerogHoro otyeta komnaHum Group-IB 3a 2013 r.). ObLiee KONMYeCcTBO
MOXWULLEHHbIX OeHeXHbIX cpencTs 3a 2013 r. npeacTtaB/ieHO Ha pUCyHKe 1.1.

Puc. 1.1. OueHka 06beMOB pblHKa KnbepnpecTynHoCcTn B PO, KaTeropus «MHTEpHeT-
MOLLUEHHNYeCTBO»

MoLLUeHHNYeCTBO B cUCTEMaxX AUCTAHLNOHHOIo 6aHKOBCKOIro ob6cyxnBaHMa 0OCHOBaHO
Ha NMoJly4YeHUN HEeCaHKLMOHNPOBAHHOIO AOCTYMNa K NOJIb30BaTes/IbCKON NHMoOpMaLunn,
HeobxoamMmown ansa paboTbl N aBTOpPU3aALUN.

MpUHLUMNVaNbHO METOAbI COBEPLUEHUSA XULLEHUSA OeHeXHbIX CPeACTB pa3myaloTcs
cnocoboM nonyyeHnsa AOCTyMna K KJYaM 31eKTPOHHO-Uungposon nognucu (3UM) ans
aBTopu3auum B cucteme ABO: nHCang nnu 3/0HaMepeHHble OeNCTBUA TPEeTbUX KL,
(BHeLuHero 3710yMblLLIEHHUKA).

OcTaHoBuMcs 6onee nogpobHO Ha Hanbonee pacrnpoCTpaHeHHbIX MeTodax
coBepLUeHUs NpecTynJaeHnn, cBA3aHHbIX ¢ cuctemamm OBO.

NHcanp. B cny4ae croBopa COTPYOHUKOB, UMEKLWKX A0CTyn K cucteme AOB0O, nnv no
MHUUMATUBE O4HOM0 COTPYAHMKA, MPOBOAATCA onepaumnm, Kak npasuio nNaaTexun c
NCMNOJIb30BaHMEM JIETMTUMHbIX KJIIOYEN U ayTEHTUPUNKAUNOHHBIX OaHHbIX. TakXxe
MHCangep MoXeT 3aBnafeTb Katdamm DUMM n normHomMm/naponemM Kak qnsnyeckn,
HanpuMep B Csly4ae HecobngeHUsa COTPYAHUKAMU KOMMNAHMUKW MpaBu NOJUTUKN
MapoJIbHOM 3alWWTbl, TaK U C NMOMOLLbLIO NPUMEHEHNS CMeunann3npoBaHHOMo
nporpamMmmHoro obecnevyeHns ans CAeXKn 3a 4ENCTBUSMUN NOJIb30BaTeseEN
(kemnorrep) Ha aBTOMaTU3MpPoOBaHHOM paboyem mecTe.

JlInua, nMmerouwme 0ocTyn K gaHHbIM ayTeHTUpukaymum B cncteme b0, 3710 vawe
BCero: byxranTtep, reHepasbHbIN AUPEKTOP, CUCTEMHbLIN aAMUHUCTPATOP, a TakXe



nobon CoTpyaHuK, nmetrowmnin goctyn K MK, ¢ KoToporo npomnssoanTcs paboTa C
cuctemon ABO.

BHELWHWA 310yMbILLUNEHHNK OENCTBYET C NMOMOLLbIO Creumaan3mpoBaHHbIX
BPELOHOCHbIX MPOrpamMM, KOTOpblE€ 3a4acCTy0 HEAOCTYMHbI LUMPOKOW Macce Naen.
Bbibop BpeaoOHOCHOW NMPOrpamMmmbl 3/10YMbILLUJIEHHUKOM 3aBUCUT OT TOro, Kak bynert
npoucxoanTb NogTBeEpP>XAeHME nnaTexa (C nomowbio SMS-coobLeHnsa nnu
3/IEKTPOHHOIr0 HOCUTENS C 3apaHee 3anNncaHHbIM cepTUPUKaToM), B KakoMm baHke
HaXoOUTCA KINEHT N KaKNMU BO3MOXKHOCTAMU A0J1>KHa obnagaTb BpeooHOCHas
nporpamMmma.

BHelwHNe 310yMbILLUNEHHUKW A8 COBEPLUEHUS XULLEHNN OEHEXHbIX CPeaCcTB
NCMONb3YIOT CrieayoLne nonynsapHble cNocobbl PacnpoCTPaHEHUS BPEOOHOCHbIX
NporpaMm: 3NeKTPOHHYIO MNOYTY, MOKYMNKY 3arpy30K 1 3KCrslyaTauuto ya3BUMOCTEN Ha
TeMaTu4ecknx cantax. PaccMoTpum 0CoOBEHHOCTM Kakaoro n3 crnocobos.

DNeKTPOoHHasa noyTa. [JaHHbIN MeToA akTyaseH Ans NpoBeaeHUs LieneBbIiX
«3apaXKeHU», KOraa y 3/10yMblLUJIEHHNKA UMETCA afpeca 3IEKTPOHHbIX MOYT JINLL,
paboTaloWmMxX C CUCTEMOWN MHTepHeT-6aHKMHIra. CxeMa pacnpocTpaHeHus creaytoLlas:

* 3J/I0YMbIWNEHHNK FOTOBUT 3JIEKTPOHHOE NMUCbLMO C BNIOXKEHNEM. B TekcTe nnucbmMa
YKa3bIBAlOTCA NPUYMHbBI A9 OTKPbITUA (hanna, npunaraeMoro K nncbMy. Hanpumep, ¢
npocbbon NpoBepPKN AOKYMEHTOB (PUHAHCOBOW OTYETHOCTMU (B YaCTHOCTU, aKTOB
CBEPKMN);

* NocJsie OTKPbITUA hansia N3 BJOXKEHNA BpeLOoHOCHasa NporpamMma ycTaHaB/IMBaeTCs B
cucTemy 1 coobulaeT Ha yaaneHHbIN cepBep 3/I0yMbILLUIEHHMKA CBOW CcTaTyC 06
yCMNEeLWHOW YCTAaHOBKE («OTCTYKMBAETCA»);

* 3/10yMbILLJIEHHUK NPOBEPSET Ha CepBepe NOSBJIEHMNE HOBbIX COObITUN OT
pPacnpoCcTpPaHseMbIX UM MPOrpaMm.

Mokynka 3arpy3ok. [JaHHbIN MeToa ABNSIeTCA OAHUM U3 CaMbIX MPOCTbIX, HO HAMMEHee
3 eKTUBHbBIX, MOCKOJIbKY YCTaHOBJIEHHbIE TAaKUM CrocoboM BpeaoHOCHbIe
nporpaMmbl ObICTPO yAaNATCA U 3a4acTylo NpoaasLbl He MOryT obecneynTb
TpebyeMyto uenesyto ayantoputo. Cxema pacnpocTpaHeHUs cnenyioLuas:



* 3JIOYMbIWEHHUK ULWLET JINL, Y KOTOPbIX Y)XKe NMeeTCsA CeTb 3apa>KeHHbIX
KOMMNbIOTEPOB C 3arpy>XeHHOW U YCTAaHOBJIEHHOWN BPeaAOHOCHOM nporpaMmmoint (6oT-
CeTb);

* BJlafesiel 3apaXkeHHon 60T-ceTn AaeT HEO6X0AMMOMY KOJSIMYECTBY KOMMbIOTEPOB
KOMaHAy Ha 3arpy3Ky BpeAoHOCHOro NporpaMMHoro obecrneyeHuns, KOTopoe OH
MONYYUN OT 3/10YMbILLNIEHHUKA;

* BPEOHOCHAs NporpaMMa 3arpy>kaeTcs 1 3anyckaeTcs, a 3aTeM coobllaeT Ha
yAaneHHbIN cepBep 3/10yMbILLJIEHHUKA CBOM CTATyC 06 yCNeLwHon YCTAaHOBKE;

* 3JIOYMbILLJIEHHUK NPOBEPSET Ha CepBepe NosiBSieHNe HOBbIX COObITUI OT
pPacnpoCTpPaHsieMbIX UM MPOrpaMM.

IKcnnyaTauns ya3BUMMOCTEN Ha TEMAaTUYECKUX canTax. [laHHbIN MeToa ABNsSeTCA
Hanbonee 3hHEeKTUBHbLIM, MOCKOJIbKY Aa€T BO3MOXXHOCTb OCYLLECTBASATbL MacCoBoOe
pacnpocTpaHeHne BpeaoHOCHOro NporpaMMHoOro obecrnedyeHmns, a Takxxe BbibnpaTb
LeneByto ayaAnTopuo oasa pacnpocTpaHeHus. CxeMa pacnpocTpaHeHus cnenytowas:

* OCYLLECTB/IAETCA KOMMpoOMeTauunsa TeMmaTnyeckoro canta (Hanpumep, buhgalter.ru);

* B CAT BCTpanBaeTCsa BPeAOHOCHbIN Kof (iframe), KoTopbi BMEecTe C CoAepXUMbIM
CalnTa 3arpy>xaeT BPeAOHOCHbIE KOMMOHEHTHI;

* MPM NOCELLEHNM NONIb30BaTENIAMM TaKOro CanTa OCYLLEeCTBAAETCS aHaIn3
YCTaHOBJIEHHbIX KOMMOHEHTOB (bpay3epa 1 ero NJarnHOB) N X BEPCUA B cucteme. B
cny4ae obHapy>XeHUs OCyLLeCcTBAETCA 3arpyska 1 3anyck 3agaHHOW BpeaoOHOCHON
MpPOrpamMmbi;

* Noc/ie 3anycka Bpe4oHOCHOW NporpamMMbl Ha yAa/leHHbIN cepBep 3/10yMbILIJIEHHMKA
coobulaeTcsa cTaTyc 06 ycnewHom yCcTaHOBKE;

* 3/10yMbILLJIEHHUK NPOBEPSET Ha CepBepPEe NOSBJIEHMNE HOBbIX COObITUN OT
pPacnpoCcTPaHseMbIX UM MPOrpaMm.



N306parkeHne naHenn ynpasaeHns CBA3KKM 3KCnaonTos Black Hole nokasaHo Ha
pucyHke 1.2. OCHOBHbIM NapaMeTpOM, XapaKTepun3yrLwmm CBA3KY 3KCMIONTOB,
ABNSETCHA KO3 PUUNEHT «NpoburBa» - 3TO OTHOLIEHME KOJIMYeCTBa 3arpy3okK
BPEOOHOCHOW NMporpaMmMbl K KOJIMYECTBY NOJIb30BaTesIen/XoCTOB, MOCETUBLLNX
BPEeLOHOCHYIO CCbIJIKY. Ha nsobpaxeHun koappunumeHT «npobusa» paseH 15,1 % 3a
BeCb Nepuos ero ucrnoJsib30BaHuA.

Puc. 1.2. MaHenn ynpaBneHnsa CBA3KM 3KCnaonToB Black Hole

Hanbonee npnopnTeTHbIMN NPOrPaMMHbLIMU KOMNOHEHTaMK (NaarnHamm) ons
3KCrJlyaTaumm ysa3snumocTen aBndaoTca: Java, Flash, Internet Explorer u Adobe Acrobat
Reader.

KomnaHunen Group-I1B npueseneHa o630pHas CTaTUCTUKA YA3BUMOCTEN BeD-
MPUIOXKEHNIW, NOJIyYEeHHas B XO4e OKa3aHusa ycayr no ayanTty MHPOPMaLUNOHHON
6e30MacHOCTM 1 NpoBeAEeHNS TECTOB Ha NPOHUKHOBeHMe B 2012 r. n B | KBapTane
2013 r. CTONT OTMEeTUTb, 4TO B X04€e NPOBOAUMbIX NCC/Ief0BaHNIN OLEeHMBaslacCb
3aLUMNLLEHHOCTb HE TOJIbKO LLesIeBOro NpuIoXKeHus, HO 1 BCen MHMPPaACTPYKTYypbl, B
paMKaX KOTOpoW BbIsI0 pa3BepHYTO LeneBoe npuioxeHme. Taknum obpasom,
MOBEPXHOCTb aTakKW BKJItOYasia B cebs BCE cTopoHHee 0, a TakXe KOMMNOHEHTHI,
Ncnosib3dyemMble BeO-NPUI0KEHNEM N Pa3MeLLLEHHbIE Ha OQHOW C MPUIOXKEHNEM
niaowanke.

Yawe Bcero cneyunannctamm Group-IB BbIaBAANNCE YA3BUMOCTU, CBA3AHHbIE CO
canegyowmMm HeaoCTaTKaMu:

* HeJoCTaTO4YHasa npoeepkKa BXOAHbIX AaHHbIX;

* PaCKpbITME YYBCTBUTENbHOW MHOPMaLNN;

* UCNOJIb30BaHMeE naposien HegoCTaTO4YHOM CJIOXKHOCTMW.



Mo pe3ynbTaTam oTyeTa KomMnaHum Group-IB 3a 2013 r. (http://report2013.group-
ib.ru/), camble pacnpocTpaHeHHbIE YSA3BUMOCTN B KOMIMOHEHTaX, UCMOJIb3yeMble
3/10yMbILLJIEHHUKAMW, NMpeacTaB/ieHbl HA pUCcyHke 1.3.

B pe3ynbTaTe yCrnewHoro ncrnosib30BaHns BPeAoHOCHbIX MPorpamMM BCe AajibHenmne
AEeNCTBUS 3/10YMbILLUNEHHNKOB By AyT HanpaBieHbl Ha 3aKpernJieHne B CUCTEME,
NanbHeNllee X1LLeHNe KIYEeBON MHOPMALIMK, @ TAaKXXe NoJlyYeHne yaasieHHOro
yNpaBJ/IEHNS KOMMNbIOTEPOM.

CywecTBYIOT ABe OCHOBHbIE CXeMbl, C MOMOLLbIO KOTOPbIX OCYLLECTBIAeTCA Kpaxka
AEeHEeXXHbIX CpeACTB: cneynaan3npoBaHHoe BpeLoHOCHOe nporpaMMHoe obecneyeHue,
rnoxuuiatowiee naposaun, ceptTudunkaTbl, kKaoym UMM, n puwinHr.

B HacTosLLee BpeMsi MOXXHO BblAE/INTb HECKOJIbKO OCHOBHbIX CrocoboB coBepLUueHus
xuuieHnn B cnctemax ABO npu noMoLm BpeAOHOCHbIX MPOrpamMM, pacCMOTPUM MX
nanee.

Puc. 1.3. CTaTuUCTMKa yAa3BUMOCTEN NPUIIOXKEHNSA, UCMOJSIb3YyEMBbIX
3/10yMbILWLJIEHHUKaMM

TposiHCKasi NporpamMMa Ha KoMnbloTepe xepTBbl. CaMblli pacnpoCTPaHeHHbINn cnocob.
BO3MOXHO xuLLeHne u3 nioboro 6aHkKa, Kak y KPUONYECKUX, TaK U Yy PU3NYECKUX UL,
a Tak>xe NpoBefeHne njaTexa B aBToOMaTU4YeCKoM pexxume (aBTo3anms). bnok-cxema,
NnoLlaroBo ONUCbIBatoLLAs NPOLLECC COBEPLLUEHMNS XULLEHNI, NpeACcTaB/ieHa Ha PUCYHKe
1.4.

TposiHCKaa NnporpaMma Ha KOMMbloTepe XXepTBbl AJ19 NepeHanpass/ieHNs Ha
PpUWNHroBbIN CanT. B faHHOM cily4ae TPOsSIHCKas NporpaMma UCroJsib3yeTcs TOJIbKO
ONa nepeHanpasJsieHns noJjib3oBaTenen Ha PUWMNHIOBbIN canT. MNMpumeHaeTcs ansg
XULWEHNA OEHEXHbIX CPeACTB TONbKO Y PU3nyeckmnx nuy,. JaHHbIA cnocob 3a4acTyto
TpebyeT oCyLLeCTBUTb 3BOHOK MOJIb30BaTe 0 3apa’keHHOoN MalnHbl. bnok-cxema,
noLlaroBo OMNMCbIBaloLLaa NpoLecc CoBepLUeHUs XULWeHuin, npeacTaBsieHa Ha PUCYHKe
1.5.



TposiHCKaa NporpaMmMa Ha KOMMbloTepe XXepTBbl - NepeBbinyck SIM-kapTbl. Cnocob
aHanornyeH osym npenbiaywimm. OTan4meM aBaseTCs JINWb TO, YTO 3/I0YMbILLUJIEHHUK
ocyuwiecTsnfeT nepesbinycK SIM-kKapThbl, UCMONb3YA PasiblUNBble LOKYMEHTbI U
AOBepeHHOCTb. biok-cxema, nowaroBo ONMMChbIBatoLLLas MpoLecc coBepLueHuns
XULWEHWN, npeacTaBsieHa Ha pUcyHke 1.6.

TposiHCKasa nporpamMmma Ha KoMmnbloTepe N MOBUILHOM YCTPONCTBE XXepTBbl. HanmeHee
nonynsipHbIA crnocob. B OCHOBHOM OH nMpefHa3HavYeH i XULWEHNA OEHEXHbIX
cpencTB y hmusnyeckmx nuu. bnok-cxema, nowaroBo onucbiBaroLWwas npouecc
COBepLUEHNSA XULLEHNI, NpeacTaB/leHa Ha pUcyHke 1.7.

Puc. 1.4.bn0oK-CxeMa XULEHNA OeHEXHbIX CPeACTB C MOMOLLbIO TPOSHCKON
nporpamMmeol

Puc. 1.5.b10K-CXeMa XNLLEHNS OEHEXHbIX CPenCcTB C MOMOLLbIO TPOAHCKON
nporpamMmmsbl (PULWLNHIOBbLINA CaNT)

Puc. 1.6.b10K-CXxeMa XULEHNA OeHEXHbIX CPeACTB C NMOMOLLbIO TPOSAHCKON
nporpamMmmel, nepesbinyck SIM-kKapThl

Puc. 1.7.b10K-CXeMa XNLLEHNS OEHEXHbIX CPeaCTB C NOMOLLbIO TPOSAHCKON
nporpamMmbl Ha KOMMNbOTEPE U MOBUJIBHOM YCTPONCTBE

TposiHCKaa nporpamMma Ha MObunbHOM TeneoHe XXepPTBbI.



B 0OCHOBHOM OaHHbIN cnocob HanpaB/iieH Ha XULLEHNE OEeHEXHbIX CPeAcTB Y
dusnyecknx nuy nmbo y 6aHKoB, nogaep>xmBatomx nepesos geHer rno SMS. Pasmep
XULEHNN orpaHnyeH nuMmmtamm 6aHka Ha NpoBeaeHne Takmx onepaunin. bnok-cxema,
NoLIaroBo oNucCbIBatoLlas MpoLecc CoOBepPLUEHUS XULLEHW, NpeACcTaB/leHa Ha PUCYHKE
1.8.

TposiHCKaa nporpamMmma Ha MobuIbHOM TenedoHe XXepTBbl - PULLNHIOBbLIV CaWnT.
Ncnonb3yeTcsa AN XMWeHUn AeHEeXHbIX CPeacTB y pmanydeckmnx nuuy noboro baHka.
OTnunyaeTcsa oT nNpeabiaywiero cnocoba Tem, 4TO HET TaKUX XXECTKUX JIMMUTOB, KakK
ans SMS-baHkunHra. bsiok-cxema, nowaroso onMcbiBatoLWas NPoLEeCcC COBEPLLUEHUNS
XULWEHNI, NpeacTaBsieHa Ha pucyHke 1.9.

KomnpomeTaynsa cuctemMmsl baHka. aHHbIN crnocob Hanbonee CNOXXHbIM 1 peaKo
BCTpeYaeTCs Ha NpakTuke. XnweHne BO3MOXXHO KaK CO cHeToB caMoro baHka, Tak n
CO CYETOB KNIMEHTOB 3Toro 6baHka. bnok-cxema, Nowaroso onucbiBatoLWas npouecc
CoBepLlleHnsa XnweHnin, npeacrtassieHa Ha pucyHke 1.10.

Mpouecc obHaNNYMBaHNA NOXNLLEHHbIX OEHEXHbIX CPeACTB ABMSETCSH 3aBepLiatoLLen
cTaguen xuweHns. OH, Kak NpaBuo, BbIMOJIHAETCA NPECTYNHOW rpynron, He
BXOSLWEN B COCTaB TOW, KOTOpas NOXUTWUIA AeHeXHble cpeacTBa ¢ 0aHKOBCKOro
cyeTa. Ecnm npouecc obHann4mBaHMS yCnewHo 3aBepLUeH, TO rpynne, KoTopas
MnoXnuTuna AeHexXHble cpeacTBa ¢ 6aHKOBCKOro cyeTa, Bo3BpawaeTtcsa oT 40 oo 60 %
oT obHanNYeHHON CyMMbl. [TPOLEHT 3aBUCUT OT YC/I0BUI paboThbl N OroBapuBaeTcs B
Ha4Yane B3auMoLencTBuUS.

Ha pucyHke 1.11 npeancrtaB/ieHO HECKOJIbKO OCHOBHbIX BApPVMAHTOB ABUXEHUS
OEHEeXXHbIX CPeacTB B 3aBUCUMOCTM OT NoxuniaeMmon cyMmbl. OQHaAKO CXeMa MOXET
ObITb NpeAcTaBsieHa 3HAYNTESIbHO C/I0XKHEEe, ecnn nNpoueccomMm obHannymBaHms
3aHNUMAIOTCA HECKOJIbKO pa3HbIX FPynn v eGUHOBPEMEHHbLIN 06bEeM XULLEHNI, KaK
npasuno, 6onee 5 maH pybnen.

1.2. POCCMNCKNIN PbIHOK 3N1IEKTPOHHbLIX OeHer

YT00bl NONY4YUTHL NpeaAcTaBsieHne 0 MeXaHN3MaxX MOLLIEHHUYECKUX CXeM U MeToZax
60opbbbl C HUMN B CErMeHTe 3/IeKTPOHHbIX AeHer, HeobXxoAMMO paccMOTpeTb



rloupo6Hee 3TOT PbIHOK, a TaKXXe noBeageHmne n «noprtpetT» rnosib3oBaTenen
3JIEKTPOHHbIX KOLUEJIbKOB.

Puc. 1.8.bN10K-CxeMa XULEHNA OeHEXHbIX CPeaACTB C MOMOLLbIO TPOSHCKOMN
nporpamMmmbl Ha MOBNILHOM YCTPOUCTBE

Puc. 1.9. bnok-cxemMa XuweHnsa geHeXHbIX CPeaCcTB C MOMOLLbIO TPOSHCKOW
nporpamMmbl Ha MOBUILHOM YCTPOUCTBE ((PULLMHIOBbLIN CalnT)

Puc. 1.10.bnok-cxeMa xuLeHna AeHeXXHbIX CpeacTB Yepes KoMNnpoMeTaunto CUCTEMbI
baHKa

POCCUNCKUI PbIHOK 3NE€KTPOHHbLIX AeHer 4eMOHCTPpUpyeT YCTOMYMBLIA POCT: MO
AaHHbIM J’'son & Partners Consulting, B nepsom nonyrogumn 2014 r. o6bem nnatexen,
NPOXoAsALNX Yepes3 POCCUNCKNE IIEKTPOHHbIE MJlaTeXHble CEPBUCHI, BbIPOC Ha 38 %
Mo CPaBHEHUIO C TEM >XKe NepMmoaoM NPOoLLUIOro roga. dKCNepTbl NPOrHO3UpPYOT
hanbHenwee yBesinyeHne 4mucia nosib3oBatesnen oHNanH-KOWesIbKOB, pOCT
KoJIn4ecTBa N pa3Mepa TpaH3aKumn. 3To 06yCcnoBAEHO LeSbIM PAAOM NPUYUH.

Puc. 1.11.Mpouecc obHann4ymBaHnUsa NOXULLEHHbIX AEHEXHbIX CPencTB

Bo-nepBbiX, POCT 40N KPYMHbIX NJaTe)Xen Yepe3 3/IeKTPOHHbIE KOLLENbKN, TaKUX Kak
noraweHvne KpeonTos, eHe)XHble nepeBoabl, naaTexu 3a XXKY 1 np. TexHonormm



OHJIaMH-NNaTeXeN CTaHOBATCA MPUBbLIYHLIMY AJ15 NOJIb30BaTeNeN 1 AoBepue K HUM
pacTeT.

Bo-BTOpbIX, aKTUBHO pa3BMBaETCS OHJIANH-TOProBs: POCCUNCKUN PbIHOK MHTEPHEeT-
KOMMepUWN - 0ONH N3 caMblX ObICTpopacTyLmX B Mupe. MNpuyem Tekyuias
3KOHOMMYECcKasa cuTyaumsa B POCCUM MOXKET ABUTBCA U CTUMYNUPYIOLLUM (paKTOPOM
Ons ero ganbHenwero pa3sutusa. C o4HOM CTOPOHbLI, MHOrMe KOMMNaHnm
ChoKyCMpyYyOTCA Ha OHMTAaNH-peann3aunm, HTobbl CHU3UTb U3AEPXKKU: Y)Ke cenyac
MHOIMe KOMMaHun, 4ba NPOAYKUNSA TPaAULNOHHO NpoAaBaiacb B 0ObI4HbIX TOProBbIX
CeTsax, akTUBHO nNpoaBuratoT cobcTBeHHble OHNanH-NAowanku. C ogpyrom, nokynatenm
bynyT 6osiee B3BELWEHHO NOAXOANTL K BbIOOPY HY>XHbIX TOBApOB. IHTEepHeT-MarasuHbl
N ayKUMOHbI MPeaoCTaBAAT LWWMPOKME BO3MOXXHOCTU OS89 Noncka Hanbonee
3KOHOMUYHbIX BAPMAHTOB, K KOTOPbIM MOXXHO TakK>Xe OTHEeCTU noJly4eHne CKUAOoK U
ydyacTue B akumax. Tak, 24 % OoHNanH-NoKynaTesien nosb3ylTCa CKUOOYHbIMUN
KynoHaMmun. OHNaNH-LLWONUHI OTKPbIBAE€T U BO3MOXXHOCTU MOKYNOK 3a pybexxom: 40 %
WHTEepHeT-NoKynaTesien aenanun 3akasbl B 3apybexxHbiX Mara3mHax.

BmecTe ¢ TeM pacTeT (puHaHCOBasA rpaMOTHOCTb HacesieHUs. Y>xe cenyac
3/IeKTPOHHbBIMN AeHbramMm Npu onsate NHTEPHET-MOKYMNOK MOoJIb3yeTCHA MOYTU KaXKabli
YyeTBepPTbIA NMOKyNaTeb U3 Hallen CTPaHbl.

Kpome Toro, cywecTBeHHOE BANAHME Ha POCT 06bEMOB NHTEPHET-KOMMEPLIUK
OKa3blBaeT pa3BUTUE HOBbIX TexHoNornmn. Okoso 85 % nonb3oBaTtenen NHTepHeTa B
Poccun nonb3yroTcsa MobunnbHbIMMN TenedoHaMu gns eoixona B CeTb, 38 %
NnPOCMaTPUBAlOT CalTbl UHTEPHET-Mara3nHoOB C Liesiblo NOKYMNKWN ToBapa, UCNOo/b3y4
MoBuNbHbIE yCTpONCTBa (AaHHbLIe Synovate Comcon, OnLife, Hoa6pb 2014 r1.).

Poccunckme nnaTexxHble CepBUCHI MpeasiaratoT MPUIoXKeHNa O18 BCeX TUMNOB
MOBUIbHBLIX YCTPOWNCTB, Yepe3 KOTOpble MOXHO BbICTPO 1 yA0OHO OoNAaTUTb NOKYMKWN.
MonynapHOCTbL CMapT(HOHOB, NO3BOJIAIOWMNX UCMOJIb30BaTb BO3MOXHOCTU MiaTeXHbIX
npunoxxeHunn, 6bicTpo pacTteT. Mo aaHHbIM Synovate Comcon, 40 % xutenen
ropoAoB-MUIJIMOHHUKOB ABASAIOTCSH BAaAesibLuaMy 3TUX rag)XeTos, B ropogax C
HaceneHmem ot 100 000 4YenoBek aHa/IOrMYHbIN NoKa3aTesb gocturaeTt 32 %.

Mpn 3TOM XNTENN HEKPYMHbIX FOPOAOB aKTUBHEE 3aMellatoT cBon TenedoHbl bonee
COBpeMEeHHbIMN KOMMYHUKaTopamu: B 2014 r. yucso BragesbLes CMapTHOHOB
BbIpOCs10 Ha 60 % no cpaBHeHuto ¢ 2013 r., B Meranonmncax— Ha 40 % (paHHble
Synovate Comcon, PociHOekc, 2014 r.).



HakoHel, pacTeT ypoBeHb MPOHNKHOBEHUSA NIHTepHeTa, akTUBHO pa3BMBaKOTCH
MOBUIbHbIE MHTEpPHEeT-TexHonornn. B 2014 r. gonsa nonb3oBaTenen, KOTopble
BbIXoOAT B CeTb C MOMOLLLIO COTOBbLIX TeNlehOHOB, BbIPOC/a NOYTN BOBOE MO
CpaBHeHuio ¢ 2013 r.

Bce 3T hakTOpbl MO3BONSAIOT MPOrHO3MPOBaTb AasibHellwee cTabunibHOe pa3BuTue
PbIHKA 3/1IeKTPOHHbIX AeHer. KpoMe Toro, MoXXHO C yBEPEHHOCTbIO NPeAnonoXunTb,
4yTO B 6anKanwem byayLiemM OHMANH-TOPrOBASA U NIEKTPOHHbIE MJaTeXN BCE Yalle
6yayT NpoM3BOANTLCS C UCMOJIb30BaHMEM MOBUIIbHBLIX YCTPONCTB. CnenyeT oXnaaTb
3HAYNTENIbHOIr0 PacLUMPEHMS aCCOPTUMEHTA TEXHOIOMMA U MOBUBHbBIX MPUIOXKEHWA,
CBSI3aHHbIX C AUCTAHLUMOHHbLIMUK NpoAaXkaMun 1 NaaTeXxamu, a Takxe
COBEPLLUEHCTBOBAHMS Y>XK€ NMEILLINXCS.

1.3. NopTpeT nonb3oBaTeNs 3NEKTPOHHbLIX AeHer, NoTpebnTenbLckoe noBeneHmne

CornacHo pesynbTaTaM nccnegosaHmsa Synovate Comcon, No COCTOAHMIO Ha KOHel,
2014 r. 6onee 14 % Bcero HaceneHnsa Poccun (oT 16 0o 54 neT) Kak MUHUMYM OAUNH
pa3 B TPM Mecsua NoJsib3yeTCs 3/IEKTPOHHbIMU KowlesbKamu. Mpun 3ToM cpeaun
AaKTUBHbIX MHTEpPHEeT-NoJIb30BaTeNEeN, PErYJAPHO COBEPLUAOLWNX NHTEPHET-MOKYMKMN,
yCnyramm 371eKTPOHHbIX MAaTEXHbIX CUCTEM NoSb3ytoTcsa 58 %.

BONbLWKMHCTBO NOJIb30BaTEsNIEN INNIEKTPOHHbIX KowenbkoB (47 %) XWUBYT B ropoaax-
MUJIJIMOHHUNKAX.

CaMon MHOoro4YymncaneHHom Yyactm nonb3oBatenen (30 %) 25-34 ropa. Y 55 %
B/lafle/IbLIEB 3NIEKTPOHHbIX KOLLEIbKOB BbICLLEE NN HEOKOHYEHHOE BbiCLLee
obpa3oBaHue.

YTo >Ke onfla4ymBatloT NMosib30BaTeN N /IEKTPOHHBbIMU AeHbraMn? 3HavynTeslbHaga YacTb
BJlafesibLLEeB 3JIEKTPOHHbIX KOLLESIbKOB pPeryasapHo naaTtuT C UX NMOMOLLbIO 3a
TeNEeKOMMYHUKALMOHHbIE yCnyrn: 53 % onpoLleHHbIX coobLnan, 4To NONONHAIOT
6anaHc mobunbHoro TenedoHa, 28 % onnavymBatoT goMalwHUM NHTepHeT, 13 % -
KoMMep4eckoe TenesugeHne. 36 % UCnosb3yT 3JIEKTPOHHbIE AeHbIWM 414 ornJaThbl
MOKYMNOK B MHTEpPHEeT-MarasmHax n ToBapos Nno kaTtanoram, 20 % onnavymeatoT
3/IEKTPOHHbIMU A€HbraMy OHJIANH-UTPBbI.



CyLiecTBEeHHOE KOJIMYeCTBO MoJib30BaTesien CoBepLUaeT Yepes 3/1eKTPOHHbIe
KOLeNbKK KpyrnHble BbITOBbIE M1aTeXN, TakKne Kak onsiata XKY v noraweHne
KpeonTos (No 14 % onpoweHHbIX). [leHe)XHble nepeBoAbl U Nepesos CPenCcTB Ha
DaHKOBCKME cHeTa coBepLuatoT no 21 % BnanesibLes 3/IEKTPOHHbBIX KOLENbKOB.

OThenbHO CTOUT BblAENINTb CEPBUC NepeBoja AeHer MexXAy KowesibKkaMu - ero
NCcnonb3yoT 23 % ONPOLUEHHbIX. 9Ta BO3MOXXHOCTb aKTUBHO HabupaeT nonynspHoOCTb
KaK Nlerknim n 6uicTpbin cnocob nepepaTthb AeHbrv B 1t060N yA0O6HbBIN MOMEHT.

Ha poccMnCKoM pbiHKe NpeacTaB/I€eHO HECKOJIbKO 3NIEKTPOHHbIX MAaTEXHbIX
cepBucoB. CornacHo gaHHbIM OMpoca noJsib3oBaTesien, Npu Bbibope onpeneneHHoro
3/IEKTPOHHOI 0 KoLlesibKa raBHYO posib UrpaeT gosepue. 3To Hanbonee BaXKHbIN
aTpMbyT nMnarkKa nobon Mapkn 3N1eKTPOHHLIX CocoboB onnaThbl, CUIbHEE BCEro
B/INAOWNA Ha ee obLyto oLeHKY. B To xe BpeMs noBepue - 3To cobmnpartenbHoe
MOHATUE, COCTOSLLEE B MEPBYIO 04epenb U3 TaKMX XapaKTEPUCTUK MapKn, Kak
COOTBETCTBME CBOMM MOJIb30BaTENAM («ANA TaKUX OOEN, KaK 51»), HAMepeHune
pekoMeHOoBaTb («a 6yay peKkoMeHAoBaTb 3TY MapKy APY3bsM»), COOTHOLUEHME LiEHbI
N Ka4vecTBa yCnyr («npegnaraeTt onTMMasibHOE COOTHOLWLEHMNE LLEeHbl N KaYyeCcTBa
yCcnyr»), HageXXHoOCTb U CTabunbHOCTL cepBuca, be30nacHOCTb NaTexxewn
(«obecneymBaeT MaKCMMasibHYO 6€30MacHOCTb U 3alWULLEHHOCTb MOUX NJATEXEN»).

Ecnuv cnpocnTb Nosib30BaTeNen HanpsaMyo, Kakon 13 nepedvyncieHHblX atpnbyToB ans
HUX Ba)xeH npu Bbibope anekTpoHHOro cnocoba onnatkl (Mo 10-bannbHOM WKane),

73 % nonb3oBaTeNien pas3/INYHbIX NEKTPOHHbIX MAATEXHbIX CUCTEM YTBEPXKAAT, 4TO
0e30MacHOCTb M 3aLlMLLEHHOCTb NaaTexxen - 3To Hanbonee Ba>KHbIN NMPU3HaK (OLLEHKN
9 1 10 BbICKa3blBaHUIO «obecne4ynBaeT MakCMMaibHYIO 6e30nacHOCTb U
3alLMLWEHHOCTb MOUX NNaTe)xen»). be3onacHOCTb - 3TO OAUNH U3 KJII0YEBbIX
napamMeTpoB, BANAIOLWNX Ha 0bLLyt0 oueHKY (BxoauT B Ton-10 aTpnbyToB NO BANAHUIO
Ha obLLY0 OLUEHKY).

OTcroga MOXXHO cAenaTb BbIBOA O TOM, YTO B KaTEropun 3/1eKTPOHHbIX KOLLEIbKOB
6e30MacHOCTb NaTeXXen AoJKHa ObiTb NpeBbiLlle BCero. Mpu 3TOM Ba>XHO He TOJIbKO
rapaHTUPOBaTb 3aLMNLLEHHOCTb M 6€30MacHOCTb NaTeXen Npu NoMoLLm
3N1IeKTPOHHOr 0 KolleibKa, HO U peasibHO ee obecneymBaTb, Npecekas MOLLIEHHNYECTBO
N NCMOJIb30BaHNE 3JIEKTPOHHbIX KOLLEIbKOB HE3aKOHHO.



1.4. CxeMbl MOLIEHHMYeCcTBa, CNocobbl NHPOPMNPOBAHNSA NOJIb30BaTesNIen U MeTOLbI
NPoUNaKTNKN

MoLweHHnYecKne cxeMbl B cpepe 3JIEKTPOHHbIX AeHer YC/I0BHO MO)XHO pa3aesinTb Ha
TeXHn4eckmne n «counasibHblie» - paCCHUTaHHbIE Ha AJOBEPYUNBOCTb rnoJib3oBaTeneun.

MnaTeXxHble CepBMCbl COBMECTHO C BEAYLNUMN OTEYECTBEHHbIMU U MeXAYHapPOAHbIMU
KoMMaHnAMK pa3pabaTbiBalOT U BHEAPSIOT a/IFOPUTMbI NPenoTBpaLleHns
MOLLUEHHNYECKUX onepaLnii ¢ NCNoJib30BaHNEM 3JIEKTPOHHbIX MAATEXHbIX CPeaCcTB.
MOMUMO 3TOro, OHN NOCTOSIHHO COBEPLUEHCTBYIOT BHYTPEHHME MHOIOyPOBHEBbLIE
cuctemMbl 6€30MacHOCTU, NO3BOAAOLWME aHaIM3MPOBaTbL BCE Onepaunm B CUCTEME,
BbISIBNIATb NOA03PUTESNIbHbIE AENCTBUS U ONepaTUBHO NMPUHMMaTb COOTBETCTBYOLWLME
Mepbl. B YacTHOCTU, KpUTEpPUAMN onpeaesieHnsa NoAo3pUTEsNbHbIX ornepaLuin MoryT
ObITb HETUMNYHbIE NMPU3HAKM MOBEAEHMNS SJIEKTPOHHOIr0 cyeTa: aApyrue IP-agpeca,
CMeHa (hn3nYecKoro yCTponcTBa, C KOTOPOro NMPoONCXoAnUT aBTopm3auuns,
HexapaKTepHble TPaH3aKLuMn A5 3TOro cyeTa u np.

KoMnnekc TexHn4ecKnx mep, BHe,D,pFIEMbII‘/'I nnaTe>XXHbIMN CeEpBUCaMIN ON14
obecnevyeHunsa 6esonacHOCTU 3N1EKTPOHHbIX KOLLUEeJZIbKOB, MNHNMWU3NPYET BEPOATHOCTb
XnueHma cpeancTts C UCMNoJib30BaHNEM yFI3BI/IMOCTeVI cepBucCa.

YCTponCTBa BlafesbLEB 3JIEKTPOHHbIX KOLLEIbKOB B 3TOM MNJiaHe ropasno bonee
YA3BMMbI, N NNATEXHbIE CEPBUCHI PEFYNSAPHO MH(MOPMUPYIOT KJINEHTOB O psiae
npaBuWJ, KOTopble HY>KHO cobntofgaTb s obecrnevyeHns 6e3o0nacHOCTM CPencTs.

1.4.1. BpenoHocHoe 0O

Psifi BP€OOHOCHbIX MPOrpaMMm, HaLlefleHHbIX Ha MoXULLeHNe NMapoiel Nosib3oBaTenen u
NOSTy4YEHUS [OCTYNa K 3/1IeKTPOHHbIM KoLlebKaM, MPOHUKAeT Ha NoJib30BaTesIbCKME
KOMMblOTEPbl 1 MOBUJIbHBLIE YCTPONCTBA.

BupycHble nporpaMmbl A9 CMapTAOHOB MOryT nepexeaTbiBaTb SMS-coobuieHuns, Tak
4YTO MOA4 Yrpo3y nonagatoT BCe MJaTeXHble NPUIoXKeHUs, roe peaamsoBaHa PyHKUNS
nnaTeXXem ¢ nomMoLwbo SMS-KomMaHA,.



EQVHCTBEHHbIE CNOCOObI 3aLLNTbI OT BPEeAOHOCHbBIX MPOrpamMM - YCTaHOBUTb U
perynsapHo o6HOBNSATb aHTUBUPYCHOe MO, He CKayMBaTb MPOrpaMmbl 13
HenpoBepeHHbIX NCTOYHNKOB, HE 3aNyCKaTb HE3HAKOMbIE MPUJIOXKEHWS, 3arpy>KeHHbIe
n3 NHTepHeTa. O TPOSIHCKMX NMporpamMmmax 1 npasunaax 6€3o0nacHOCTN 0CBeAOMIEHO
60/1bLLUNHCTBO NOJIb30BaTENEN 3IEKTPOHHbIX KOLLESIbKOB, HO 3Ta MOLUEeHHMYeCKas
CXeMa [0 CMX Mop NMpoaosHKaeT paboTaThb.

1.4.2. ®DnwvHr

He meHee pacnpocTpaHeHHas MOLUEHHNYeCcKasa CXeMa - 3TO XulleHne rnepcoHabHbIX
AAaHHbIX C MOMOLLBIO (PULLVMHIOBbLIX CAaWTOB: KJIMEHT NMepexoanT Mo CCblIJIKe Ha
noafesibHbIA CanuT MNJaTeXXHOoro cepsuca, raoe emy npenjlaraeTcs BBeCTu CBOU
OaHHble. YKa3aB Ha TakKOM CalTe NIOrMH, Naposb 1 Nobdyo apyryro
KOH(pUAeHUMNaIbHY0 NH(OPMaLMIo, NoNIb30BaTeIb PaKTUYEeCKU NpeaocTaBadeT
3/10yMblILLJIEHHUKAM LOCTYN K CBOUM CpeACTBaM.

Y106bl OTAMYNTL MOAOENbHbLIN OT OpUrnMHaibHOr o canTa, 4OCTAaTOYHO BHMMATENbHO
noCcMOTpPEeTb €ro Ha3saHMNE B aupeCHon CTpoOKe.

OHO 00bIYHO HaNMCaHO HenpaBwWJbHO, C NOAMEHOW O4HOI0 UJIN HECKOJIbKMX 3HAKOB.
Bce canTbl nam nx pasgenbl, Ha KOTOPbIX YKa3blBaeTCs KOH(pUAEHUMabHas
MHopMaLmMsa, NCNonb3yloT 6e3onacHbIM MPOTOKOJ Nepefaydun gaHHbIX https,
3alUMLWEHHbIN OT MOLEHHUKOB. [pn 3TOM B afpecHOn CTpoke Bpay3epa npucyTCcTByeT
CUMBON «3aMOK». Ecnu Bpay3ep BblgaeT npefynpexaeHne, 4To cepTuukaTy
6e30nacHOCTM canTa HeNb3sA A0BEPAThb, NOJIb30BaTes1l0 He0OX0AMMO HeMeJIeEHHO
MOKNHYTb 3TOT CanT.

Ins obecneyeHns 6e30MNacHOCTU 3NEKTPOHHbIX KOLLEJIbKOB MJIaTeXHble CePBUCHI
BHEOPWUIN P ONUWIA, TaKUX Kak SMS-NoaTBEP )X AEHUA NaTeXeN n Apyrnx
3HAYUMbIX OENCTBUI C 3/IEKTPOHHbBIM KOLLEJSIbKOM, @ Tak>Xe MPUBA3Ka 3JIeEKTPOHHOIo
Kollenbka K e-mail. icnonb3ys 3T cepBUCHI, KTMEHTbI NOJly4atoT BO3MOXKHOCTb B
c/ly4ae KOMMpoMeTaunmy NNYHbIX AaHHbIX ONepaTMBHO BbISIBNSTb NPU3HAKKW NOMbITOK
[OCTYMNa K 3/IEKTPOHHBIM CPeACTBAM U MPUHMMATb Mepbl: CMeHYy naposs, obpalleHne
B cNy>xby 6@30MacHOCTUN NiaTeXHOro cepBuca. Maponn ons 3N1eKTPOHHbIX KOLLIENbKOB
NOJIKHbI 6bITb YHUKANIbHBIMU (TO €CTb HE MOBTOPSATLCSA Ha APYrMX pecypcax) u
[OCTAaTOYHO CNIOXKHbIMU.



1.4.3. MeToAbl, pacCiNTaHHble Ha JoBepue Nosib3oBaTenen

Mo paHHbIM Synovate Comcon, ansa 70 % aKTUBHbIX MHTEPHET-NOJIb30BaTeNnen
onpenensownm Kputepmem Boibopa oHMaMH-MarasnHa ABAsSeTCSA BbiIrogHasA
CTOMMOCTb TOBApPOB. [10/1Ib3yACH CTPEMSIEHNEM MoKyrnaTesie COKOHOMUTD,
3/I0YMbILUJIEHHNKN CO34a0T nogaesibHble CanTbl AW FPYNMbl B COLMANbHbIX CETSAX,
npeanaras ToBapbl N0 HU3KON LLeHEe M YKa3blBas B Ka4ecTBe cpencTBa onsiaThl
3/IEKTPOHHbIEe AeHbrn. Odopmnsaa npenonaaTy Ha NoAobHbIX pecypcax, NoKynaTenm
PUCKYIOT KaK MUHUMYM MNOJIY4UTb HEKAYECTBEHHbLIN TOBap, @ TO U oCcTaTbCA 1 6e3
noKynku, n 6e3 cpeacTs.

He pexxe nponcxonaTt caydaun, Koraa asblumBble «NpoAaBLbl» B TeNeOHHOM
pa3roBope npepasiaratoT NoKynaTesto Co34aTh U NMOMOJIHUTb 3/IEKTPOHHbLIN KOLLIENEK.
Hanee, NonNb3ysacb HEOMbLITHOCTLIO MNOKYyMaTens, NPOBOLMPYIOT €ro coobLWnTL Naposib
N Taknm obpasom NonyyatoT A0CTYN K CpencTBaM Mnosib3oBaTens.

CywecTBYIOT U TaK Ha3blBaeMble METOAbl COLMANIbHON UHXXEHEPUN, Koraa
3/10yMbILLIJIEHHUK CBA3bIBAETCSA C BflaAe/IbLIEM IEKTPOHHOI0 KolleibKa noa BUaoMm
COTPpYOHUKa KakKon-nnbo opraHnsaunum - Hanpmmep, TEXHUYECKOro crneymnanncTa
COTOBOro onepaTtopa. o4 pas3nnyHbIMK NpegsioramMmm (MpoBepKa KOPPEKTHOCTH
paboTbl cepBuca, NOATBEP)XAEHMNE NTNYHOCTW BNagenbla ANs MPoOBeAeHns
TpaH3aKLUMM N MP.) OH MOXXET CNPOBOLMNPOBaTbL MOJIb30BaTeNs HAa KOMMNpPoOMeTaumto
rnaposien - B Tesie)OHHOM pa3rosope, No SMS nnm e-mail.

B npaBunax 6e3onacHOCTM NaaTeXXHbIX CEPBUCOB COOEPXKUTCS NpeaynpexaeHne o
TOM, YTO MOJIb30BaTe/lb HUKOMY He A0J/KEeH coobuwaTbk Napoan n ogHOPa30Bble KoAbl.
To »xe camoe HanoMnHaHWe, Kak NpaBuio, MPUXOANT B CEPBUCHBIX SMS-coobLieHnax
OT CUCTEMbI.

OTHOCUTEsNIbHO HOBbIN CNOCOO MOLWEHHMYECTBa NOABUCA C pa3BUTMEM CepBUCaA
BbICTaBJIEHUSA CHETOB MeXXAY MNOJIb30BaTENAMN NMHTEPHET-KOLLEJIbKOB.
3710yMbILWIEHHNK MO>XXET BbICTaBUTb CYET Ha CPAaBHUTENbHO HEBONbLUYIO CyMMY,
COMpPOBOANB €ro KOMMEHTAPMEM O TOM, 4TO 3TO OMJilaTa KOMUCCUN NN CEPBUCHBLIN
cbop 3a Kakme-nnbo ycnyru. Takme nogaesibHble cHeTa JIErko onpeneanTb no
PEKBU3MTAM OTMPaBUTENS - KaK NPaBWJIo, 3TO HE3HAKOMOE YaCTHOE NnLO.



HakoHel, 0aBHO M3BECTHbIE, HO Npoao/KatoLwme paboTaTb NOAAENbHbIE PO3bITPbILIN
LLEHHbIX MPU30B OT MMEHU U3BECTHbLIX KOMMaHUiA. MOLLIEHHVKN NpeanaratoT onnaTuUTb
C NMOMOLLIbIO 3/IEKTPOHHbIX AEHEr «HaJIor Ha BbIMIPbILL» UIN CTOMMOCTb MePechIsIKK
npu3a. Monb3oBaTensaiMm HeobxoaANMO NPOBEPSATbL MHHOPMALINIO O NOA0OHBIX
BbIMIpbILLIaXxX, obpallasicb 3a NOATBEP)XXAEHNEM K NpearojslaraeMoMy opraHu3aTopy.

KpoMe Toro, He crefyeT [OBEepSATb pa3/iIMyHbIM loTepesm 1 PMHAHCOBLIM NUpamMnaam,
OpraHmM3oBaHHbIM B IHTepHeTe.

1.5. PacnpocTpaHeHHble BUObl MOLLEHHNYECTBA B chpepe 3/IeKTPOHHbIX AeHer

Kak M3BeCTHO, 3/IEKTPOHHbIE AEHLIN KaK MjaTe)XHoe cpeacTBO, NCMOJIb3yemMoe Npu
onsiate TOBAPOB (YCNYr) U UMEIOLLEE TAKYI0 e LLIEHHOCTb, KakK WU HAaCcToALllne AeHbru,
NOSIBUJIOCb CPAaBHUTENBLHO HEelaBHO. TeM He MeHee 3JIEKTPOHHbIE AEHbIN Cpa3y xe
obpaTnnm Ha cebs NnpucTanbHOE BHUMaHMNE MOLUEHHUKOB, MOCKOJIbKY UMEIT
HECKOJIbKO SIBHbIX MPEeNMYLLLECTB rnepen KJ1acCUu4eCKUM MOLLEHHNYECTBOM C
HacTosAWWMN AeHbramun. Bo-nepBbiX, 3aBflafeHNe 3NeKTPOHHbIMN OeHbramMm
NpPouCXoanT yaaneHHo. MOLIEHHMK U ero XXepTBa MOryT HaXoANTbCS Ha PACCTOSHUN
COTEH U ThICAY KUJIOMETPOB ApYr OT ApYyra. Bo-BTopbIX, CUCTEMA 3NEKTPOHHbIX AeHer
cerogHsa naeT NpenMyLlecTBEHHO 60MbLUY0 aHOHMMHOCTbL MoJlyYyaTento aeHer. U, B-
TpeTbUx, 3STUMN CUCTEMAMMU MOJIb3YIOTCH OFPOMHOE KOJINYECTBO TEXHUYECKN
6e3rpaMoOTHbIX N0Oen.

Hanbonee nonynsapHbiMM cxemMmamMnm MOoLLeHHN4YeCTBa C NCMNOJIb30BaHEM 3N1EKTPOHHbIX
OeHer ABNA0TCA:

e QGanbLlKMBbIE MUCbMa N PULLMHIOBbIE CanTbl. OCHOBHAas Leb PULLNHIOBbLIX MUCEM -
3aCTaBUTb NoslydyaTensa nepenTn no CCbiJIKe Ha nogaesbHbIn (PUWNHIroBLIN) CauT, rae
OyayT yKpaAeHbl y4eTHble AaHHble ero 3JIEKTPOHHOro KowesibKa. Taknue nucbMa
TWaTesbHO MacKMpyT noa opuumanbHOEe MMCbMO TOW NAaTEXHOW CUCTEMBI,
KOTOpOW NoJsib3yeTcs nosayyaTtesns. [1pn nepexone no cCblsike B NMUCbMe NponcxoauT
rnonagaHue Ha NOAAENIbHYIO CTPaHULY, CXOOHYIO CO CTPaHULUEN NAAaTEXHOW CUCTEMBI.
Ho y>xe npun BBOAE YHETHbIX AaHHbIX MPOodunNs oCyLLecTBAAETCS nepenaya JormHa n
naposas MoWeHHUKaM, KOTopble B AajibHenweM nojayyaT 4OCTYN K CAMOMY KOLUEJbKY.



* «BonwebHble Kowenbku» n gpyrne nupammabl. Ha 04HOM M3 MHOMOYMNCIEHHbIX
dopyMoB nomewlaeTcsa coobuieHne, B KOTOPOM NMPUBOANUTCA CAMUCOK 3/IEKTPOHHbIX
KoLwenbKoB (00bIYHO TPU-CEMb LUTYK) U HAaCTOATENIbHO peKoMeHayeTCs oTnpasnTb $ 1
Ha KaXXAabl N3 HUX. 3aTeM npegnaraeTca npoaybnnposaTb 3TO coobuieHne n
pa3MecTuTb ero Ha bosnee 4yem 200 popymax. Mpn 3TOM B CMNCKE HOMEPOB KOLLUEIbKOB
BMeCTO nocsenHero Heobxoanmmo NocTaBUTb CBOM HOMep. [lanee NnpuBOOUTCS
NnoApobHbLIN pacyeT, Kak B Te4eHne OBYX-MNATU MeCSALEB Ha 3NIEKTPOHHbLIN KOLLesieK
rnonaget MHOMOKPATHO YMHOXEHHasa CyMmma. OTa MOLUEHHMYeCcKas cXxeMa npecsenyert
OOHY Uenb - 3abpaTb AeHbrM BCEX YHAaCTHUKOB Cpa3y. B 3Ty KaTeroputo Takxxe
BXOAAT MUCbMa CO CNeayLwWmM cogepxaHnem: «4 paboTtan B cucteme (ykasbiBaeTcCs
naaTexxHas cucTtemMa) 1 C/lydamHo y3Has, YTO CYLWeCTBYIOT CreumaibHble KOLEeNbKN.
Ecnn Ha HUX NocnaTb HEKOTOPYIO CYMMY OeHer, TO OHW BO3BpalLaloT OeHbIMN
OTNpPaBUTENIO B TPEXKPATHOM pa3Mmepe. MeHa HecnpaBenMBO YBOJIUAMN, N HTOObI
OTOMCTUTb UM, A AAl0 HOMEpP O4HOro U3 KoLweNbKOoB». [JTaBHasa X ueslb U UTor -
HEe3aKOHHbIV YBOA A€Her.

* [eHepaToOpbl. MOLLIEHHWKN NMpefnaratoT NporpaMmMHoe obecneyeHme, KOTOPoe, Mo UX
yTBEPXXOEHWIO, MO3BOJINT YBE/INYNTL CYMMY Ha KollesibKe B N pa3 1 6e3 ynnaTsl
B3HOCOB. [locne yCTaHOBKM TaKoW NporpamMMbl MPOUCXOANT NOTeps BCEX AEHer,
HaxXOOMBLUNXCA Ha KoLlesbKe.

* KoMNblOTepHbIN WaHTaX. [JlaHHbIA TUM MOLUEHHMYeCTBa 3a4acTyo NMpoucxoanT B
pe3ysibTaTe noceLweHns canTa, KOTOpbIA 3apakeH BPe4OHOCHbLIM NPOrpaMMHbIM
obecneyvyeHmneM. MNMonb3oBaTesb BKJKOYAET CBOM KOMMNbOTEP N BUOUT CoObLLEHME-0OKHO
CO cnleaylmMm cogep>XaHnem: «He nbitantecb ybpaTb NporpaMmmy C Ballero
KOMMblOTEpa, TakK Kak MoXeTe ero noepeanTb. YTobbl B0O306HOBUTL ero paboTy,
oTnpaBbTe SMS **** co cnefyoLleM coaep)XXaHnuem ¥¥Fx¥&x¥xx nga pasa, N Mbl BblLLEM
BaM Ko OoCTyna ans pa3bnokmposkn cuctembl». O4eBNOHO, 4TO Npu oTnpaBke SMS ¢
MOBUIbHOrO cHeTa aboHeHTa Npon3oNaeT TOJIbKO CNMcaHne CyLeCTBEHHON CYyMMbl.
BcTpedatoTcsa caiy4an, Korga BpeaoHOCHOe nporpamMmHoe obecnevyeHumne, NpoHMKas B
CUCTEMY, oCyLlecTBASET WnudpoBaHme hanaos onpeneneHHoro pacwmpeHuns (doc,
docx, pdf, harnbl aneKTpoHHOM NoYThI, pannbl 6a3bl 1C, MySQL, MSSQL v ap.).
HanbHenwas uesb - BbIMaHUTb y MOCTPafaBLUEro AeHexXHble cpencTea B 0bMeH Ha
KJ1I0Y OoNns gewndposaHmns pannos.

* MMopaensbHble 0OMeHHble NYHKTbI. [poaaBubl YTBEPXKAAIOT, 4TO C NX MOMOLLbIO
MO>XXHO 0bMeHATb WMZ Ha WMR (nnn HaobopoT) No BbIrOAHOMY Kypcy 1 6e3 ynnaThbl
Kaknx-nmbo npoueHToB. HNKakoro obmMeHa He NPOUCXOOUT: 3a4aCTYH0 MOLUEHHUNKMN
YKa3bIBalOT, YTO Ha CalTe NPOBOAATCA TexHu4eckmne paboTbl n TpebyeTcsa Bpems Ha



ocywiecTBiieHne obmeHa. Ho B utore Hn4ero He MPONCXOoAUNT N XKepTBa OCTaeTCA HUN C
4yeM.

(naBa 2

DNEKTPOHHbIE MAATEXN: PUCK BO3MOXKHOI0 UCMOIb30BaHMS A1 Neraamsauunm
NPeCcTYNHbIX 40X0A0B

Mpexae 4eM NPUCTYNUTb K pacCMOTPEHMNIO NpobieMaTUKK, HANOMHUM O ee
aKTYyaJIbHOCTU B Undpax - CornacHo AaHHbIM YnpassieHns OOH no HapKoTuKaM r
NpecTynHoCcTn, 06beM HE3aKOHHOW AEeATENbHOCTU, BKJKOYAA YACTO SKOHOMUYECKME
NnPecTynJjeHns, exxerogHo coctasnaeT nopsaaka $2,1 TpaH. 3To npumMmepHo 3,6 %
MupoBoro BBI1, n3 KOTopbIX eXXerogHo «oTMbIBaeTCcAa» NpuMmepHo $1,6 TpsH[1 - Cm.
noapobHee: YnxaHymH KO.A. MexxayHapogHoe CoTpyaHMN4YecTBO B chepe 6opbbbl C
neranusaumen 4oxonoBs, NOJIyYEHHbIX NPECTYMNHbIM NMyTeM, U PUHAHCMPOBAHUEM
TeppopusMa Kak hakTop ykpenaeHus rnobanbHom n pernoHansHom 6esonacHocTn //
dunHaHcoBas 6e3onacHocTb. Ne 1. MoHb 2013 r.]. Mo oueHkam baHka Poccun, B 2012 r.
obbem BbiBOOa KanmnTana 3a pybe)x no COMHUTEsSIbHbIM OCHOBaAHUAM COCTaBWII

$39 mnpa, 3a neBsATb MmecsueB 2013 r. - okono $22 mnpal2 - N3 BeiCcTyneHns
MNpencepnatensa baHka Poccum 3.C. HabuynnmHom Ha KOHpepeHUNN «AKTyallbHble
BOMPOCHI peanm3aumm rocygapCcTBEHHON MNOUTUKK B chepe NPOoTUBOAENCTBUA
neranusaumm (0OTMbIBaHUIO) 4OX000B, MOJIYYEHHbIX NPeCTYMNHbIM NyTeM, n
brHaHCMpoBaHUO TeppopusMa» 18 aekabpsa 2013 r. (http://cbr.ru/pw.aspx?file =
/press/press_centre/Nabiullina_18122013. htm).].

2.1. Obwan moaoenb OTMbIBaHUA OeHer

Mpouenypa neranmsaumm NPecTynHbIX 40X040B (APYrMMm Ca1oBaMu - OTMbIBaHME
OeHer) nMmeeT pellatolee 3Ha4YeHne aasa 4eaTesNlbHOCTU NMpakTnYeckn Bcex qhopm
TpaHCHaUWOHa/IbHOW U OpraHn30BaHHOW NPEeCTYNHOCTU. DTO PYHKLUNA NpuUcyLla
MPaKTNYeCKN BCEM OAENCTBUSAM MO CO3A4aHMI0 NpUbbLIAM NPeCcTynHbIMN
coobuiectBamun[3 - YronosHbin kogekc CLLUA copgepxut bonbuwe 100 cTaTen,
HapyLweHne KOTOPbIX OTHOCUTCA K KaTeropmm NpecTynjaeHnin, CBA3aHHbIX C



OTMbIBaHMEM feHer. 3TN NPecTyrnJIeHNs 0XBaTbIBaloT 0671acTy AesTeNbHOCTY OT
TOProB/IN HAPKOTUKAMM U (PUHAHCOBOIr0 MOLUEHHUYECTBA A0 NOXULLEHUS U
LUNMOHaXa. B YronosHomMm koaekce Poccuinckon degepaumm nogobHbIX cTaTen
3HaYNTeNIbHO MeHbLle.]. OHa crnocobCcTByeT Koppynuumn, AedopMupyeT npoLecc
NPUHATUA SKOHOMUYECKMX peLleHnin, ycyrybnsieT counanbHblie npobiemsbl 1
noApbiBaeT PUHAHCOBbIE UHCTUTYThl. BAaHKOBCKas cucTtemMa cnocobHa 6bICTPO U B
nobom obbeMe nepemellaTb PUHAHCOBLIE CPEACTBa NPAKTUYECKN B JOOYI0 TOYKY
MMpa 1 NO3TOMY CTasla BeCbMa NpuBJieKaTelbHa OJ1 KPUMUHANbHBIX CTPYKTYP U, KakK
cneacTteune, ocobeHHo ys3BUMa.

OOHUMN U3 OCHOBHbIX DAKTOPOB, CNOCOBCTBYOLLNX BecnpensaTCTBEHHOMY
OCYLLLECTB/IEHMIO JIerann3aumm NpecTyrnHbIX JOX0N0B, ABNAIOTCS:

- HECOBEPLIEHCTBO MEXaHN3MOB KOHTPOJIS U MOHUTOPUHIa 3a AeATeNbHOCTbIO
(PMHAHCOBbIX MHCTUTYTOB, HecobtoaeHNne MeXxayHapoAHbIX CTaHAAPTOB
peryanpoBaHnsa pnMHaHCOBON AeATEeNbHOCTU, pa3paboTaHHbIX Cneymnann3mpoBaHHbIMA
MeXXAYHapoAHbIMU OpraHM3aunsamMm;

- pacrnpocTpaHeHNE Koppynunnm cpean rocyaapCrBeHHbIX UCMOJIHUTEJIbHbIX,
NMPaBOOXPaHNTEJIbHbIX N Cy,EI,GGHbIX OopraHoB BJ1aCTWH,

- HEBO3MOXXHOCTb UJIN OrpaHNYeHMe BO3MOXKHOCTM obMeHa hHaHCOBOW
NHdopMaLmen C UHOCTPAHHLIMN NPAaBOOXPAHNTESIbHLIMY OpraHaMu.

Pa3nnyHble Mepbl SKOHOMUYECKOr0o XapakTepa, NpM3BaHHbIE NCKJIIOYNTb NN
OrpPaHNYNTb BO3MOXKHOCTb UCMOJ/Ib30BaHUS NPeCcTynHUKaMn NnpnobpeTeHHbIX
He3aKOHHbIMU NYTAMW A0XO0O0B, MPEACTaBAAIT COO0N Ba)KHENLINA KOMMOHEHT
nporpamm no 6opbbe Cc NpecTynHOCTbLIO.

OAHa 13 CaMbIX pacnpoCTpaHEeHHbIX (BCTPeYaloLLasacsa Kak B OTe4eCTBEHHbIX, Tak 1 B
3apybeXXHbIX NCTOYHUKAX) CXeMa OTMbIBaHNA AeHer BKJYaeT Tpu CTaaunu:
pa3MelleHmne (placement), paccnoeHune (layering) n nHterpaumns (integration).
YKa3aHHble CTagun MOryT OCYyLWeCTBAATbCSA OAHOBPEMEHHO UM YaCTUYHO
Hak/a4blBaTbCA APYr Ha Apyra - 3TO 3aBUCUT OT pa3paboTaHHOro MexaHn3ma
neranmsauunm n ot TpeboBaHM, NpeabABsSeMbIX NPeCcTYNHOW opraHmn3aunen.



Ha ctaguu pasmeweHuns (placement) Heob6xoamMMo N3MeHNTb hOPMY AEHEXHbIX
CpencTB C LeNblo COKPbITUSA UX HenerasbHOro NponcxoXxgeHusa. Hanpumep,
MOCTYMNJIEHNA OT HE3aKOHHOW TOProBJ/IN HAPKOTUKAMM Yalle BCero npeacTasnsoT
cobon Mmenkue Kynopbl. KoHBepTUpOBaHUe nx B 6osiee KpyrnHble KyMnopbl, YeKN Un
WHble PUHAHCOBbIE JOKYMEHTbl YaCTO NPOM3BOAUTCS C MOMOLLBLIO MPeaAnpPUATUN,
nMerwmnx gesno ¢ 6onbWMMM CyMMaMM HaJIMYHbIX OeHer (pecTopaHbl, FOCTUHULbI,
Ka3MHO, MOMKWN MaLUWH), NCMOJIb3YEMbIX B Ka4eCcTBe NpuKpbITna. OTBETCTBEHHbIM
COTPYAHUKAM (PMHAHCOBbIX YYPEXAEHUN, B YbN 00S93aHHOCTM BXOAUT OCyLLEeCTBJIeHne
Mep, HarnpasJieHHbIX Ha NMPOTUBOAENCTBME Neraans3aynm (0OTMbIBaHMIO) OOXOL0B,
MOJTIy4YEHHbIX MPEeCTYMNHbIM NyTeM, N PUHaAHCUPOBaHUIO Teppopusma (MO L/PT),
Heobx0AMMO XOPOLLO NMPEeACTaBASATb, YTO JIer4ye BCEro BbiABASATb NPOTUBO3aKOHHbIE
onepauumn Ha cTagun pasMelleHns. B cBA3M C 3TUM B KPeAUTHbIX OpraHu3aumnsax Ha
BOOPY>XEHUN PUCK-NogpasaeneHnn, ciyxb BHyTPEHHEro KOHTPOS U noapa3aeneHunn
(oToenbHbIX COTPYAHNKOB), 3aHUMatowmxcsa NOA/PT, ooNKHbl ObITb HeobXoaAnMbIE
MeTOAVKMN O BbIABJIEHNA UCTOYHUKOB PUCKOB, CBSAI3aHHbIX C OTMbIBaHUEM LeHer.

Ha cTtagumn paccnoeHus (layering) nuua, oTMbIBaloLWMe AeHbIN, CTapatoTCcs eLle
6osblle 3aMecTu cnefbl, Mo KOTOPbIM NX MOTYT 0BHapPyXUTb. [18 3TOro ogHM
CNOXXHble (PHaAHCOBbIE CAENIKM HAaCNaMBalOTCS Ha Apyrue. Hanpumep, Aas OTMbIBAHUS
60/1bLLUNX OEHEXHbIX CYMM CO30al0TCA (PUKTUBHbLIE KOMMAHUKM B CTPaHaXx,
OT/INYAIOLLNXCSA CTPOrMMKN 3aKOHaMN 0 BaHKOBCKOWM TaHe nnu cnabbimun
MexaHu3MaMu obecneyeHus cobnoaeHns 3aKkoHoAaTeNbHbIX MOJIOXKEHUN,
KacaloLWmMXCcsl OTMbIBAHUSA feHer. 3aTeM «IrpPs3Hble» AeHblrM NepeBoasaTcs U3 oJHOMN
(PUKTUBHON KOMMAaHUM B APYrylo A0 Tex rnop, noka He npmobpeTyT BUANMOCTb
3aKOHHO MOJly4YeHHbIX CPeaCTB.

BbilweynoMsAHYTble onepaunm A0JKHbI ObITb 3aMacKnpoBaHbl Tak, 4TOObI B KOHEYHOM
cyeTe pacTBOPUTBLCA B COBEpLUaEMbIX KaXKAbI AeHb 3aKOHHbIX CAeNIKaXx.
ObLLenpUHATBIMU TEXHUYECKNMWN NPpUeMaMmn 30ecCb CyXaT pa3/inyHble BapuaHThbl
BblAa4n «obpaTHbIX ccyn»[4 - Mpn ncnonb3oBaHnm obpaTHOM cCynbl NMPECTYNHUK
BKJ1a4blBaeT OeHbrM B opLIOpHOe npeanpuatTme, Haxoasauweecs nog ero TanHbIM
KOHTPOJIEM, @ 3aTEM «CCy>aeT» caM cebe CyMMy BJIOXKEHHbIX UM CPeacTB. ITOT
TexXHuU4yeckuin npmem cpabaTbiBaeT, MOCKOJIbKY B HEKOTOPbIX CTpaHax TPyLHO
onpenesnTb, KTO Ha CaMOM [iesie KOHTPOJMpyeT cyeTa.] U «ABOMNHOI 0 BbICTaBJIeHUS
cyeT-pakTyp»[5 - [1BOMHOE BbICTaBNEHUN CHET-PaKTypbl. DTO MOLLUEHHNYECKasa yJ10BKa
BBO3a (111 BbIBO3a) CPeiCcTB B TY WIN UHYIO CTPaHy, rae o4HO N3 oPLUIOPHbIX
npeonpuaTuin BegeT ABONHYIO Byxranteputo. YTobbl BBE3TU «4UCTble» OEHbIN B
Apyroe rocyapcTBO, HEKOE NpeanpuaTme B CTpaHe Ha3HavaeT 3aBbllUEeHHYI0 LleHy Ha
onpenesieHHbIN ToBap uau ycnyry. [1ns BeiBo3a cpeAcTB (Hanpumep, 4Tobbl nsbexaTb
ynnaTbl HAJI0roB) NPennNpPUATUIO BbICTaBAAETCS 3aBbllUeHHasa cyeT-hakTypa.].



Opyrune TexHn4yeckme npmemMbl HaCI0EHNSA CBA3aHbl C MOKYMNKOW A0POroCTOALLMNX
npenmeToB (LeHHbIX Bymar, NerkoBbiX aBToMobunen, CamoneToB N 9XT), KOTOPbIE
4aCTO 3aNMCbIBAOTCA Ha UMS APYroro YyesoBeka (C uenbto ewe 6onblie oTAaNUTb
npecTynHUKa OT HeslerasbHO MoJly4eHHbIX CpeacTs). B nocnenHee BpemMsa Ha faHHON
cTaguun cTaan akKTUBHO UCMOJIb30BaTbCA TexHosnornm b0 n cnctemsl,
oCyLlecTBASAOWME INEKTPOHHbIE NM1aTexun (puc. 2.1). OTamyme 3aka4daeTcsa B TOM,
yTo nNpu ABO kKnneHToB TpebyeTcsA OTKpbITUE BAHKOBCKOIro cYeTa, a 3/IEKTPOHHbIE
naaTeXXun MoryT coBepliaTbCs 6e3 oTKpbITUA 6aHKOBCKOro c4eTa (Hanpumep, CUCTEMbI
MOBM/IbHBLIX MAaTeXXen NMo3BOIAT NPON3BOANTL MNJIATEXN CO cHeTa MOBUMIBHOIO
TenedoHa).

Puc. 2.1. ObobLieHHasa cxeMa OTMbIBaHUSA OeHer ¢ UCnoJib3oBaHmem texHonorum 460
N CUCTEM, OCYLLECTBIAIWMNX NIeKTPOHHbIE MJaTexXun

Ha cTtaguu nHTerpaumm (integration) NnpecTynHUKM NbITalOTCA TPAaHCHOPMMPOBaATh
AeHeXHble 0X0A4bl, NONlyYeHHble OT NMPOTUBO3aKOHHOW AesATesIbHOCTWU, B CPeacCTBa,
nMeroLme BHeLLHe NerasibHoe rnponcxoXxaeHue (4eHorv obbl4HO BK1aAblBalOTCA B
Bn3Hec, HeABMXXUMOCTb, MOKYNKY AparoueHHOCTeN 1 ap.).

MOCKOJIbKY NMPOLLECC OTMbIBAHUS AEHEr B onpenesieHHON CTerneHu rnosiaraeTcs Ha
cyuwecTBylowme pruHaHCOBbIE CUCTEMbI U onepaunmn, To BbIOOp NpecTynHUKaMun
KOHKPETHbIX MEXaHM3MOB OrpaHNYMBaETCS SNLWb UX N306peTaTeNlbHOCTbIO. [leHbrn
OTMbIBAIOTCS 4Yepes BaJIlOTHbIE N POHO0BbIE BUPXKKN, TOProOBLIEB 30J10TOM, Ka3nHO,
KOMMaHuKM No npoaaxe aBTomobunen, CTpaxoBble 1 TOProBble KOMMNaHMN. YaCTHbIE U
odwopHblie 6aHKK, NoACTaBHbIE KOpropauumn, 30Hbl CBOBOAHON TOProBan,
3/IEKTPOHHbIE CUCTEMbI 1 TOPrOBO-PUHAHCOBbLIE YYPEXAEHNSA - BCE 3TU CTPYKTYPbI
MOryT CKPbIBaTb HE3AKOHHYIO AEeATEeNbHOCTb.

Onepauunmn, CBsA3aHHbIE C OTMbIBAHWEM [leHer, CocobHbl 3HAYNTESIbHO YBEINYUTL
PUCK NoTepu penyTaunmn ans GUHAHCOBbLIX YYPEXXOEHUIA, HEraTUBHO BAUSATL Ha KYpPCbl
BaJIIOT W MNPOLIEHTHbIE CTAaBKN. B KOHEYHOM cYeTe 3TU AeHbr M NOCTYNaoT B
rno6asibHble PUHAHCOBbLIE CUCTEMBI, FAe MOryT NOAPbIBaTb SKOHOMUKY U BaJOTYy
OTAENbHbIX CTPaH, CO3aBas Cepbe3Hylo Yrpo3y O/ HaLMOHaIbHOW n
MeXIyHapoaHon 6e30nacHOCTU. B pe3ynbTaTe NPOoUCXoanT NMoapbiB LLe/IOCTHOCTY



(hbMHAHCOBbIX PbIHKOB, MNPV KOTOPOM (PMHAHCOBbIE NHCTUTYTbI, NONaratowmnecs Ha
A0X04bl OT NPECTYMHbIX AEAHNIN, CTAJIKNBAOTCA C AOMOJIHNTENbHBIMU TPYAHOCTAMMN,
CTPEMSACb afeKBATHO YNpPaBasTb CBOMMWU aKTMBaMMn, obs3aTeNnbCTBaMM N onepaunsamu.
Hanpumep, KpynHble CYMMbl OTMbITbIX AEeHer MOryT nocTynuTb B (hpHaHCOBOE
yypexxaeHue, HoO 3aTeM BHe3anHo 6eccnenHo NcHesHyTb Yepes 3/IEKTPOHHbIE
rnepeBobl B OTBET Ha TakKMe HepPbIHOYHbIE DAKTOPbI, KakK onepaumnn
MpPaBOOXPaHUTENbHbIX OPraHOB. DTO MOXET NPUBECTU K NpobaemMmam C IMKBNOHOCTbIO
n neperpy3skam B 6aHKax.

B HekoTopbIX CTpaHax C OpPMUPYOLLENCA PbIHOYHON SKOHOMUKOW HE3aKOHHbIE
[0X0Abl MOFYT HAMHOIO NPEBOCXOANTb FrOCYyAapCTBEHHbIe Bl04XKeTbl, YTO MPUBOAMUT K
yTpaTe NpaBUTENbCTBEHHOIO KOHTPOS HAa4 SKOHOMUYECKOW NMONNTUKON. B psae
cnyyaeB orpoMHasi 6a3sa akTUBOB, HAaKOMJIEHHAs 3a CYET OTMbIBAHUSA AEHEr, MOXKET
NCMONb30BaTbCA A1 CNEKYNATUBHON CKYMKW PbIHKOB UIN Aa)Ke LeNlo SKOHOMUKM
HebOoNbLLOW CTPaHbI.

Onepauunun, CBs3aHHbIE C Nerajn3aumnen He3akKoHHO NOJTIyYEeHHbIX A0X0A0B, MOTyT
Tak>XXe OTPULATEeNbHO BJINATL Ha BaslloThbl M NPOLEHTHbIE CTaBKW, MOCKOJIbKY JNLLA,
OTMbIBaloOLLME CBOM A0XO0Obl, PENHBECTUPYIOT CPeAcTBa B Te 061acTu, rae meHee
BEPOSATHO PACKPbITUE UX CXEM, a He B Te, rAe Bbllle HOpMa OTAauu.

Onepauunn, HanpassieHHble Ha OTMbIBaHMNE AEHEr, CHUXXAlOT HaJI0roBble A0XO0A4bI
NpPaBUTENbLCTBA (TEM CaMblM HAHOCAT KOCBEHHbIN yLLepb 4YeCTHbIM
HasoronaaTenslmkam). Kak npaBuio, aHHasa noTepsa 4OX0o40B Oo3HavaeT 6onee
BbICOKME CTaBKN Hasnoroobs0>XeHns nNo CpaBHEHUIO C HOPMaJibHON CUTYyaumen, Npu
KOTOPOM NpecTynHble goxoabl 6bin 6bl 3aKOHHbIMKU KU 06s1aranncb Hanoramu.
CnenyeT OTMETUTb, YTO OTMbIBaHMNE AEHEr MOXXEeT NPoXoanTb B hopme
npuBaTm3aumnn. NMpecTynHUKK pacnonaratoT PUHAHCOBbIMU CpeacTBaMu,
MO3BOIAOLWMMN AaBaTb 3@ NPEANnPUATUSA, MPEXAe HaXoaMBLUNECS B
rocypapcTtBeHHon cobcTBeHHOCTH, Bonee BbICOKME LieHbl, YeM NerajibHble
nokynaTtenu. NpuBaTM3aUNOHHbIE MHNLUMNATUBbLI YaCTO BbIBAlOT 3KOHOMUYECKMN
BbIFrOAHBbIMWU, OHU MOTYT TaKXe C/IY)KUTb ME@XaHN3MOM OTMbIBaHUSA OEHer.

Ona cTpaH, y4aCTBYOLWMX B OTMbIBaHUWN OEHEr, BO3HMKAEeT PUCK MoTepun penyTaunn.
Ero 3Ha4YnMmMoCTb BO3pacTaeT B YC/IOBUSAX COBPEMEHHOWN rnob6asibHOM SKOHOMUKMN.
Pa3nn4yHble prUHaHCOBbLIE NPECTYNJeHNs (MOLEHHNYECTBO B KPYMHbIX pa3Mepax,
XULEHNS NOCpencTBOM onepaynin ¢ LeHHbIMN ByMaraMmm Ha OCHOBE BHYTPEHHeN
MHOpMaLMK O AeATENbHOCTU KOMMaHUN-IMUTEHTa N AP.) NOAPbLIBAOT AOBEpPUE K
pbiHKaM, a NpubbiNb NepecTaeT ObiTb MOKa3aTesleM SKOHOMNYECKNX BO3MOXKHOCTEN.



Co3patoLlascs BC/ieACTBME 3TOr0 HeraTUBHas penyTauna NpenaTCcTBYeT YCTONYMBOMY
POCTY 9KOHOMUKWN N OQHOBPEMEHHO NPUBNEKAET MEXAYHapPOAHble MPecTynHble
opraHmM3aumm C COMHUTENIbHOM penyTaunen, npecnenyrLline KpaTKoCpoyHble Lenu.
Ins BoCcCTaHOB/IEHMS PUHAHCOBOW pernyTauun CTpaHbl HEOOXOANMO BJIOXKEHME
3HAYUTENIbHbIX TOCYAapCTBEHHbIX PECYPCOB, YTO MOXKHO 6bI10 Bbl OCYLLECTBUTL NYyTEM
HaAJsieXallero KOHTPOJIS Ha, OTMbIBAaHNEM [eHer.

PoCcT Konm4yecTBa onepauunin, HanpaBJeHHbIX HAa OTMbIBaHNE eHer, BeJeT K
YBEJINYEHMNIO FrOCYyAapCTBEHHbIX PacxXo40B Ha NMPaBOOXPaHUTESIbHbIE OPraHbl
(cozpgaHue cneunanm3npoBaHHbIX NoApasfeseHnn) n 3gpaBooxpaHeHne (Hanpumep,
fle4eHne HapKOTUYECKOW 3aBMCUMOCTU) ONs NPeoosIeEHNA BO3HUKAOLWNX CEPbE3HbIX
nocneancTBUn.

BONbWMHCTBY (PHAHCOBBLIX TPaH3aKLUWUA CBONCTBEHEH HEKOTOPbIA cfel, 04HO3HAYHO
NPUBSA3bIBAOWMNN CYMMY K KOHKPETHOM rnepcoHe. MNpecTynHukn niberatoT
NCMNOoJIb30BaTb TPAAULNOHHbLIE MNaTeXXHble CUCTEMbI TUMA YEKOB, KPeAUTHbIX
KapTo4YeK U T. 4. UMEHHO B CUJY Hann4usa 3Toro cnena. OHu npeanoynTatoT
NCNOJIb30BaTb HAJIMYHOCTb (TakK Kak 3TO aHOHUMHO). Pu3nyeckasa HaJIM4YHOCTb UMeeT
BeCbMa CyLlecTBeHHble HeynobcTBa, CBA3aHHbIe € 6bonbwnM 06 beMoM N Maccoun[6 -
Hanpumep, 44 pyHTa (NnpumepHOo 20 Kr) KOKanHa CTOAT 0KOJ10 $1 MJIH. Bec
Ha/IM4YHOCTM CyMMOon $1 MNH paBeH 256 pyHTaM (NnpumepHO 116 Kr). HannyHoCTb
MoYTU B LLIECTb pa3 NpeBbillaeT BeC HAPKOTMKOB.], N03TOMY nnua,
crneuvannsvpyronecs Ha OTMbIBaHUN AeHer, CTapalTCsa NCMOJIb30BaTb pPa3/inyHble
crnocobbl NepemMeLlLeHNs OeHEXHbIX CPeacTB, rae MOXXHO n3bexxaTb XXeCTKUX
TpeboBaHUN K naeHTUMPUKaLnn. N cnctemMol 3/1IeKTPOHHbIX NaTexen cTanu Anasa HUX B
KaKON-TO CTeNeHn npoCcTo HaXo4KOoMN.

2.2. DNeKTPOHHbIE NNaTexu

3a nocsiegHVe HeCKOJIbKO JIeT CUCTEeMbl 3JIEKTPOHHbIX nJiaTtexxeun (B TOM 4yucne
npoBOAVMbIE C MOMOLLbIO MJaHWeTOoB U cMapTGOHOB[7 - 1o AaHHbIM POCCUNCKOro
oTneneHus KOC, Bo Il kBapTane Tekyuwero roga 6e1s10 noctasneHo okosio 1 960 000
njaHWweToB, 4TO, No oueHkam KOC, 6onee 4yem BABOE NMPEBOCXOANT aHaNOr NYHbIN
MPOLLIOroAHNI NoKa3aTenb (cM. nogpobHee: KonecoB A. POCCUNCKUA KOMMbIOTEPHbIN
PbIHOK KakK OTpa>xeHue 3koHoMmumnyeckom cntyaummn/PC Week/RE. Ne 20. 20 aBrycTa
2013 r.).]) nony4ymnnu lWnpokKoe pacnpocTpaHeHne B Pa3BUTbIX €BPONENCKUX 1



aMepuKaHCKMxX cTpaHax. B HacToswee BpeMs faHHasa TEXHOJIOMNS pacyeToB CcTana
AKTUBHO MCNosib3oBaTbCs B Appunke n Asnn. B cBoenn 0CHOBE 3JIeKTPOHHbIE MaTeXWN
6a3npyloTCa Ha NIaTEeXHbIX CUCTEMaX, NOAAEPXKUBAIOLWMNX SNIEKTPOHHYIO Nepenavy
HaNN4YHbIX cpencTB. [epenaya HANMYHOCTUN B CUCTEMAX 3TOM0 KJlacca MOXKeT
OCYLLLeCTBAATLCA C NCMOJIb30BaHMeM rnobasbHon cetn UHTepHeT nam € NoMoLLbIO
Pn3M4eCKOro nepemeLLeHnsa BbICOKOHOMNUHaIbHbIX CMapT-KapT C 3annCaHHbIM
3Ha4YeHNEeM HaJIMYHOWN CyMMbl geHer. HoBble TeXHO0ru onaaTbl NpeaHa3Ha4YeHbl B
OCHOBHOM [J19 3aMeHbl HaJINYHbIX OeHer B PO3HNYHOW TOProBJie, a TakXXe B caesikax
ypoOBHA noTpebutens.

B cuny 3chhpeKTUBHOCTM 1 MPOCTOThI, C KOTOPOW OHM 3aMEHSIOT HaJIMYHOCTb, CUCTEMBI
3/IEKTPOHHbIX NIaTexen HecyT B cebe 1 HoBble PUCKN, CBA3AHHbIE C MPABOBbIM
obecrnevyeHnem coenok. B pesynbTaTe BO3HMKAOT NpobaeMbl, KOTOpblE [OJIKHbI ObIThb
pa3peLleHbl B NpoLecce pasBUTUA CUCTEM 3TOMO0 KJlacca, NO3BONAOLLNX
rapaHTupoBaTb obHapy>XeHne n NnpefoTBpalleHne NPoBeAEHNS onepaLun,
HamnpaB/IeHHbIX Ha JIeraan3aumnio NPecTynHbIX 4OXO0L40B.

PUCKN BO3MOXXHOIMO UCMNOJIb30BaHNSA CUCTEM INEKTPOHHbIX MaaTexxen ansg
nerannsaumm NpecTynHbIX 40X040B - TeMa He HoBas. Ewe B ceHTAbpe 1995 r.
FINCEN[8 - YnpasneHune no 6opbbe ¢ pmnHaHcoBbIMU npecTynneHnamMu (Financial
Crimes Enforcement Network - FInCEN) 6bi1510 co3gaHo B 1990 r. OcHOBHas 3anava -
coaencTeme npaBooxpaHuTesnbHbiM opraHam CUTA B 6opbbe C neranmsaumven 4oxonos
OT KPMMUHANIbHON OEeATEsIbHOCTU KakK Ha HauMOHaJIbHOM, TakK N Ha MeXAyHapO4HOM
YPOBHE.] NpoBesio ceMmnHap no gaHHom npobneme B KOpnan4eckomMm MHCTUTYTE ropoaa
Hbto-Mopk. Oanee B mae 1996 r. coTpyaHmku FINCEN coBMecTHO ¢ HauMOHaAbHbIM
yHMBEpCUTETOM 060pOHbI MPoBENMN MaclwiTabHble y4yeHMsa No oTpaboTke AencTeun,
CBSI3aHHbIX C BbISIBJIEHNEM HE3aKOHHbIX onepaunn no oTMbIBaHUIO AeHer,
NMPOBOANMBIX C NCMOJIb30BAHUEM CUCTEM 3NIeKTPOHHbLIX MaTtexen. B xoge 3Tnx
y4yeHuinn otpabaTbiBancs psan BOSMOXKHbIX CLLeHapueB UCNOJ1Ib30BaHNA CUCTEM
3J/IEKTPOHHbIX NJaTe)xXen 0151 COBEPLUEHNS HE3AKOHHbIX onepauunmn.

OcobeHHOCTAM 3/IeEKTPOHHOW onaThl Takxe 6bl10 yaesieHo NpucTajbHOe BHUMaHue
CO CTOPOHbI pynnbl pa3paboTkn prHaHCOBbIX Mep Bopbbbl C OTMbIBaHMEM AeHer
(PATD[9 - MexxayHapoaHas opraHmsaumns Financial Action Task Force (FATF),
co3naHHan B 1989 r. ctpaHamMun «bonbwon cemepku». Cenvac B PATD sxoant 6onee
30 rocypapcTs. Poccunckasa ®epepaumnsa asnaetcsa 4ieHoM GATD ¢ nwoHa 2003 r. 30
noHa 2013 r. Hopeerusa nepenana Poccnm npencenaTtenibCTBO B 3TOW OpraHmM3auunm.
YTBEpXAEeHMNEe pocCUnckon 3aaBkM Ha 2013-2014 rr. o3Havano, 41o Poccus
HaxoOunacb Ha XOPOLLEM CHETY N UMeNa BbICOKUN PENTUHI CBOEN aHTUOTMbIBOYHOW



cucTeMsbl. Hepes roa B nNpasa npegcenatens BCTynuna ABCTpanuns.]), koTopas
ABNAETCA MeXNpaBUTes/IbCTBEHHbLIM opraHoM. MaHgaT PATO npegycMaTpuBaeT
yCTaHOBJIEHNEe CTaHOapToB U cogencTene 3pPeKTUBHOMY NPUMEHEHNIO NPAaBOBbIX,
perynmpyowmnx n onepaTmeHbix mep no 6opbbe ¢ oTMbIBaHNEM aeHer,
(hMHaHCMpPOBaHNEM Teppopm3Ma N PUHAHCUPOBAHMEM PacNpPOCTPaAHEHUS OPYXKUSA
MaCCOBOI0 YHUYTOXEHUSA U UHbIMW CBA3AHHbIMN YrpoO3aMun LLeSIOCTHOCTU
MeXXAYHapoaHON (DMHAHCOBON CUCTEMbI. B coTpyaoHM4ecTBe C gpyrumum
3aUHTEepPeCcoBaHHbIMN MeXAYHAPOOHbIMM y4acTHUKamMn GATD Takxe paboTaeT Hag
onpegpesnieHneM ya3BMMbIX MeCT Ha HaLMOHaJ/IbHOM YPOBHE C Lesbio 3aLlnThbl
MeXOYyHapoAHOW (PMHAHCOBOW CUCTEMBI OT 3n10ynoTpebneHui.

PekomeHpaunnm OATO ycTaHaBANBAOT KOMIMJIEKCHYIO 1 NMOCNef0oBaTe/IbHYIO
CTPYKTYpbl Mep, KOTOpble CTpaHaM crieayeT NMPUMeHATb 415 MPOTUBOAENCTBUSA
OTMbIBaHUIO AeHer N (PHaHCUPOBaHUIO Teppopu3Ma, a Takxe (PpUHaHCUPOBaAHMUIO
pacrnpoCcTpaHeHUsa OPY>KNA MacCOBOIro YHUYTOXXeHUA. CTpaHbl UMEIOT passindHble
npaBoOBble, aAMUHUCTPATMBHbIE N OMepaTUBHbIE CTPYKTYPbI U pa3nyHble
(PpHaHCOBbIE CUCTEMBI, B CBA3UN C YEM OHU HE MOryT NPUHNUMATb NOEHTUYHbIE Mepbl MO
NPOTMBOLENCTBUIO 3TUM yrpo3amM. CTpaHaM chefyeT afanTupoBaTb K CBOUM
KOHKPETHbIM yCcnoBnaM PekomeHpaunm OATO, (npepcrasnsowme cobonm
MeXAYHapoOHble CTaHA4ApPTbl) U Ha UX OCHOBe pa3paboTaTb Mepbl 4S9 TOro, 4Tobbl:

- onpepnendTtb puUckmn, CBa3aHHblIe C HeJOCTaTKaMn B OpraHn3aunm Mmep no
I'IpOTI/IBO,EI,eVICTBI/HO neraansauinnm npecTtynHbiX 4oXoa0Bs, pa3pa6aTb|BaTb eaNHYIo
NMNOJINTUKY MO BbIMNOJIHEHNIO MPUHATbLIX MeP N OCYLLECTBNATb KOOPANHaUWUIO BHYTPU
CTpPaHbl MeXOY pa3/N4HbIMUN OpPraHn3aunamMmun,

- NpecnenoBaTb OTMbIBaHME AeHer, (hMHAaHCMPOBaHMe TeppopusMa u
(pMHaHCMpoBaHME pacnpoOCTPaHEHNS OPYXKNA MAaCCOBOr0 YHNUYTOXEHMS;

- NMPUMEHATb NPEeBEHTUBHbIE Mepbl 419 PUHAHCOBOIrO CEKTOpa U APYyrunx
YCTaHOBJ/IEHHbLIX CEKTOPOB,

- YCTaHaB/IMBaTb MOJIHOMOYUSA N OTBETCTBEHHOCTb KOMMETEHTHbIX OPraHoB
(Hanpumep, cNeacTBEHHbIX, MPAaBOOXPaHUTENbHbIX U HAaA30PHbIX OPraHOB) U UHbIE
WHCTUTYUMOHAJbHbIE MEPbI;

- YKPEensiTb NPo3payvyHOCTb U AOCTYMNHOCTb UH(opMaLmnn o beHedurunapHON
Cco6CTBEHHOCTU LOPUANYECKUX NNL, 1 06pa3oBaHU;



- obecneynBaTb MeXAYyHapoaHOe COTPYAHNYECTBO.

MNepsbie 40 pekoMmeHaaunn GATO® 6biam pa3paboTaHbl B 1990 r. Kak MHMUMATMBa NO
3awmTe PUHAHCOBLIX CUCTEM OT UL, OTMbIBAOWKNX OEHEe)XHble CpeaCcTBa,
BblpYYE€HHbIE OT NMPOAaXXN HAPKOTUKOB. 3aTE€M OHU N3MEHSAIUCb, LOMNOJIHANINCL N B
HacTosLllee BpeMs cogep>xaT MNoJIoXKeHUs, nMmerLime npsaMmoe oOTHOLEeHe K HOBbIM
TEXHOJIOMNAM N 3N1IEKTPOHHLIM niaTexam (PekomeHgauunm 15, 16). Tak, B HaCTHOCTH, B
PekomeHpaunm 15 ynoMmnHaeTcd, 4TO CTpaHaM N PUHAHCOBBLIM y4YpeXaeHUNAM
HeobxoaMMO onpenensaTb U OLEHUBATb PUCKN OTMbIBaHUA OEHEr Nan
hPVHaHCMpPOBaHMA Teppopn3Ma, KOTOpPbIE MOTYT BO3HUKATb B CBA3M C pa3paboTkon
HOBbIX NPOAYKTOB. B PekoMeHgaumm 16 ykasaHo, 4TO CTpaHaM Heobxoammo
obecne4yunTb, 4TObOLI (PUHAHCOBLIE yYpeXXAeHUA BKAKOYaNM TpebyemMyto 1 TOYHYIO
nHpopmaumio 06 oTnpasuTesie n NoJsiydaTesie B 3JIEKTPOHHbIN NepeBo U
conpoBoXxgatLime coobLieHns, a Takxxe 4Tobbl 3Ta MHPOPMaLns CONpoBoXKaana
3/IEKTPOHHbIN NepeBo Uau nepenaBaemoe coobuieHne No BCen Lenoyke naaTtexa.
HaHHag pekoMmeHpaumnsa bbina pa3paboTaHa C Lenbio NpegoTepawieHns cBoboaHoOro
[OCTyrna TeEPPOPUCTOB N APYTrUX NMPEeCcTYNHUKOB K CUCTeMaM, OCYLLLeCTBASAIOWNM
3J/IeKTPOHHbIE NNaTexun. B 4acTHOCTK, OHa Npu3BaHa obecne4ynTb, 4TOObI OCHOBHAA
nHpopMaumsa 06 oTnpaBuTeNne 1 NnosiyvyaTene 3N1eKTPOHHbIX NepeBoaoB Obina
He3aMeL/INTesNIbHO OOCTYMHa:

- COOTBETCTBYIOLIMM MPaBOOXPAaHMUTENIbHBIM OpraHaM n (Un) opraHam NPoKypaTypbl
ON9 NCMOJIb30BAHUS MU NPU BbISBJIEHUN, pacc/iefoBaHUN AEATENIbHOCTH
TEpPPOPUCTOB, X NPECcNefoBaHNN, OTCAEXNBAHNN NX aKTUBOB;

- nogpasneneHnam cp|/|Hch0|30|7| pa3Benkn ana npoeeneHmMd aHaJim3a
I'IO,EI,OBpVITEJ'IbHOVI NN HEOObIYHON OEeATEeNbHOCTN OTAENbHbIX NNL, U opraHm3a|_|,|/||7|;

- OTMPAaBAAWMNM, TPAH3UTHbLIM 1N MOJIyYaloLWMM (PUHAHCOBLIM yYpe)KaeHUaM a4
obneryeHns ngeHTUUKaLMUM N HanpaBaeHnUsa coobueHnin 0 NoJ03pUTENIbHbIX
onepauuax (caenkax), a Takxxe AN BbiNosHeEHUA TpeboBaHMI NpeanNpPUHATL
O0encTBMSA NO 3aMOopakKMBaHMO N cobntloaeHNto 3anpeToB Ha NpoBefeHne onepaynmn
(coenok) ¢ ycTaHOBAEHHbIMU IMLL@MUN N OpraHn3aunsaMm B COOTBETCTBUM C
obs3aTenbCcTBaMU, N310XKEHHBIMU B COOTBETCTBYOLWMX pe3ontounsax CoseTa
Be3onacHocTn OOH (Takmnx Kak pe3ontounsa 1267 (1999) n pesonoumnsax B ee passutume
n pesontoumnsa 1373 (2001), oTHOCALWMXCA K NMpeaynpexxaeHuio n npenoTBpalleHnto
TeppopmiMa n PUHaAHCUPOBaAHUA Teppopusma).



PekoMeHpaumns 16 NnpMMeHseTCa K TpaHCrPaHUYHbIM N BHYTPEHHUM 3J1IEKTPOHHbIM
rnepesofaM, B TOM Yucse cepunHbiM naatexam[10 - CepuinHbIv NnaTeXx OTHOCUTCS K
npsiMOW NocsefoBaTe/IbHOW Lernoyke onaThl, KOrga 3JIeKTPOHHbIA nepeso U
conpoBoXgatulee ero coobuweHne o naaTexe NOCTynatoT BMecTe OT OTNpaBAsAoLWero
(PMHAHCOBOI O y4YpexxaeHnsa K nosiyvatowemMy (MHaAHCOBOMY yUpe X AeHUIO0
HenocpencTBEHHO UM Yepes oaHOo unm 6onee TPaH3NTHLIX PUHAHCOBBIX
yypexaeHun, Hanpumep baHkn-koppecnoHaeHTbl (PekomeHgaunn GATOD.
MexxayHapoaHble cTaHO4apTbl N0 MPOTUBOLENCTBMIO OTMbIBaAHWUIO LEHeET,
(hMHAHCUPOBaAHNIO TEppPOpPU3Ma U PUHAHCUPOBAHUIO PACNPOCTPAHEHUSA OPYXKUS
MaCCOBOIro YHNYTOXXeHusa / MNMep. ¢ anrn. - M.: Beye, 2012.- C. 110).] n nnaTtexxam c
MapLUPYTHOW MHCTPYKUMen[1ll - NnaTtex ¢ MapwpyTHOW MHCTPYKLMEN OTHOCUTCA K
3/IeKTPOHHOMY rMepeBoay, KOTopbI 00begnHaeT coobLlieHne o niatexe,
HanpaBJZIEHHOEe HernocpenCTBEHHO OTNPAaBAALWMM (PUHAHCOBLIM y4YpeXxaeHNEM B
rnosyyatowiee (puHaHCOBOE yYpexxaeHne, C MapLIpPyYTHON UHCTPYKUMeEN
(hMHaHCUPOBaHNA (CONPOBOXXAEHME) OT OTNpPaBasoLEero MMHAHCOBOIO y4YpexxaeHuns B
nosy4aruwiee hMHaAHCOBOE yypexxaeHne yepes o4HO nan 6osiee TpaH3UTHbIX
pMHaHCOBbLIX y4pexaeHun (Tam xe. C. 109).].

Knaccmnyeckmne kpeanTHble nnn gebeTtoBblie KapTbhl MO3BOMAIOT UX BAaAeNbLAM KYNTb
TOoBapbl 1 ycnyrn 6e3 ncnosb3oBaHUA HaJIMYHbIX AEHEr, HO NMPW 3TOM pacyeThbl
npoxXonAT Npu nocpenHn4YecTse PUHAHCOBOIO yHYpeXX4eHUA NN SMUTEHTa KpeanTHON
KapTbl (4TO No3BonseT ngeHTudunumpoBaTh Bnagenbues KapT). OCHOBHasA xe
XapaKTepuUcTmKa MHOMMX COBPEMEHHbIX CUCTEM 3J/IEKTPOHHbIX MNlaTe)xXewn cBA3aHa C
yCTpaHeHMEM perynmpyrouwiero Tpetbero anua (Hanpumep, baHka) Nnpu nepepaye
OEHEXHbIX CpeacTs Mexay asymsa (nnm 6onee) obbekTamn. Bo3aMOXKHOCTb Nnepenayn
HaJINYHOCTK Yepe3 NHpopMaLNOHHbIe ceTn B6e3 nocpeaHNYeCcTBa 3HAYNUTESIbHO
MOHM>XaeT 3aTpaThl HA COBepLUEeHMEe CAENOK U CO3[aeT CeEPbEe3HYI0 KOHKYPEHLU IO
KoMMep4yecknMm baHkaM.

Fnob6anbHble BO3MOXHOCTU NOAODOHbLIX CUCTEM U TOT CpaKT, 4TO nepepgaya HaIM4HOCTU
MOXXET MMeTb MEeCTO C BbICOKOM CKOPOCTbIO N CTENEHbO aHOHUMHOCTW, KOTOpPa4d
npenAaTCcTByeT HaasneXalweMy KOHTPOJIHO NpaBUTEIbCTBEHHBIMU CTPYKTYpPaMn,
ABJIAE€TCA Cepbe3HbIM NMOBOAOM AOJ14 becnokoncTBa npaBnTeNbCTB PAda CTPaH.

B aHOHMMHOCTW NAaTEXHbIX CUCTEM YBUAENN YIPO3y Nocae Tparnyecknx cobbitunm B
CLUA 11 ceHTabpsa 2001 r. B xoae npoBeAeHHOro TWaTesbHOro paccsenoBaHus
BbISICHNOCb, 4TO «Anb-Kanga» ncnosib3oBaJsia 3/1eKTPOHHbIE NAaTeXN A4
hnHaHcmpoBaHnsa TepakToB[12 - CM. nogpobHee: Kopones B. 3aragkn 11 ceHTabps.



MNoyemy ynanu 6awHn? - M.: Beye, 2007 n KysHeuos . CobbiTna 11 ceHTabpa 2001
roga un npobnema MexxayHapo4HOro Teppopm3Ma B 3epkasie obLLeCTBEHHOro
MHeHuns. - M.: URSS, 2009.]. Yxe 4yepe3 Heckosibko Hegenb B CLUA 6bin NpuUHAT
MaTprnoTnyYeCcKnin akT (3aKOH, HarnpasBJIEHHbIN Ha NpecevYeHne TeppopusmMa, KOTOpbIv B
yucae npoyero NpennoXual HoBble MHCTPYMEHThl 60pbObl C OTMbIBaHNEM AeHer).
durHaHCcoBble y4pexaeHunsa oba3anm cTaBUTb B U3BECTHOCTb rocynapcTeo 060 Bcex
rnoao3puTesibHbIX onepaumnax. Bnactn nony4mnu npaso 3anpawinBaTb MHPOPMaLUIO O
No6boM KNmeHTe NaaTeXXHom CUCTeMbl. AHANOrNYHbIE N3MEHEHNS MPON30LWIN 1 B
Espone[l3 - B 2001 r. EBponapnameHT BBEN TpeboBaHme obsa3aTelbHON
NOEHTUPUKAUUN KJIMEHTOB, KOTOPOE pacrnpocTpaHAeTCa Ha onepauumu,
npesbliwatowme €150000.].

2.3. icnonb3oBaHMe cUCTeM 3J1IEKTPOHHbIX naaTexxen Ans8 OTMbIBaHUA OeHer

Mo cBOen Npupoae CUCTEMbI 3IEKTPOHHbIX MaTEXEN UMEIKT NOoTEeHUNan,
NO3BONAIOLLMA PELNTb OOHY U3 CaMbiX Cepbe3HbIX NMpobnem onsa TeHeBoro 6busHeca -
hm3myeckoe nepemeleHne 60NbLLINX KOIMYECTB HAJIMYHOCTM.

Fnobanmsaumns MHOMMX cyweCcTByr WX CUCTEM 3JTIEKTPOHHbIX nnatexen gaet
BO3MO>XHOCTb NpecTyrnHMKamMm ncrnojib3oBaTb 0CODEeHHOCTM 3aKOHOAaTeNbCTBaA,
,u,eﬁcmyromero B Ka>XXA0M OTAOE€JIbHO B34ATOM rocyaapcCrtBee, a Tak>Xe HauMOHaJIbHbIE€
Pa3indnd B CTaHOapTaX 3allNTbl U MPaBWM/laxX Hag30pa, 4TObbI CKPbITb ABMXeHne
He3aKOHHbIX CpencCcTB.

BO3MOXXHOMY MCMOJ/Ib30BaHNIO CUCTEM IIEKTPOHHbLIX MaaTexXen Ans neranmsaumnm
NpecTynHbIX JOX0[0B ObIN0 MOCBALLEHO NCCef0BaHMe, MPOBeAeHHOe 3KcnepTamMun
kopriopauun RAND[14 - RAND (anrn. POH[ - abbpeBnaTtypa oT Research and
Development - «/iccnenoBaHus n pa3paboTka») - aMEPUKAHCKUIN CTpaTernieckni
nccnenoBaTeNbCKUN LEHTP. ABNSeTCA HEKOMMEepPYeCKoW opraHusaumnen.].

NccnepnoBaHMs No3BOANAN BbISBUTb MHOXXECTBO 0Co6eHHOCTeNn B npouecce
ocyLiecTBi1eHNA OI'IepaLI,VII7I B CcnMCTeMaX 3J1EKTPOHHbIX niaaTexxen, KOTOpblE
NMnpaBOOXpPaHNTEJIbHbIE OPraHbl A0J1I>XKHbl BHUMaTeJIbHO N3Y4HYUTb. Cpe,um HNX:

- OTKa3 OT nocpengHM4eCcTBa,



- 6aHK nnn HebaHKOBCKOE ydypexngeHme B Ka4eCTBe SMUTEHTa KapT,

- onepaunoHHad aHOHNMHOCTb.

PaccMOTpuM Ka>kayto 13 HUX non,po6Hee.

OTKa3 oT nocpeaHnyecTBa. IcToprnyeckn npaBooxpaHUTENIbHas AEATENbHOCTb U
opraHm3aumn, B YbM PYHKLMN BXOOUT perynnpoBaHme 6aHKOBCKON OEeATENbHOCTH,
NMOJIOXKWUJINCh Ha NOCPEAHNYECTBO KPEAUTHLIX OpraHn3aunn (M Apyrux peryampyemMbix
(pUHAHCOBbLIX yYpexxaeHuin), 4Tobbl obecnevynTb «TOYKM NepexsaTa», Yepe3 KoTopble
NeHeXHble cpeacTBa A0J/IKHbI MPOXOANTb N rAe BO3MOXXHO NOJIyYUTb MOJIHbIA OTYeT
06 nx nponcxoxxaeHun. OTKas oT NocpefHMYecTBa akTnYeckn ybupaeTt 13 npouecca
nepeBofa AeHEeXHbIX CPeACTB OT OAHOr0 Y4aCTHMKA pac4yeToB APYromy
NnoAHaZ30pHbIE OPraHn3aLnyM U TEM CaMbiM JaeT BO3MOXKHOCTb MPecTynHNKaM
n3bexxaTb TPAAULUMOHHBLIX METOA0B OTC/IEXUBAHUS NEPEMELLLEHNA OEHEXHbIX
CpPeacTs.

BaHk n HebaHKOBCKME yypexxaeHuns B Ka4YeCcTBe SMUTEHTa KapT. baHku n
HebaHKOBCKME yypexgeHnd 4aCcTto HaxogdaTcAa B pa3HOM MpaBOBOM IMoJie N no3TomMy
NMMEeKOT pa3JindHble npaBWia O0J2id BbINMOJIHEHNA 3N1EKTPOHHbLIX nnatexen. B HacToswee
BpeMsA B HECKOJIbKUX CTPaHaX TakKne pa3nnydma y>xe nMmeroT MecCTO.

OnepaunoHHas aHOHMMHOCTb. B HEKOTOPbIX CUCTEMAX 3JIEKTPOHHbLIX MaTeXen,
KOTOpble HAaX0AATCS Ha CTaAUM CTAHOBIEHNS, TOYKA BBEAEHNA CPeACTB B CUCTEMY
Henpo3payHa 1 TOYHO oNpefenuTb NaaTesbluMKa MPaKTUYeCKM HEBO3MOXXHO.

Hanee paccMmoTpum o6o6buieHHbIe npmMmepbl MO NCMNOJIb30BaAaHUKO CUCTEM IJTIEKTPOHHbLIX
ninaTtexemn Onaa OTMbIBAaHUSA OEHEXHbIX cpencTB.

Ha pucyHke 2.2 npuBeneHa cxeMa Npofaku HapKoTUKOB B 0bOMeH Ha o4HOpa30Bble
KapTo4ykn HoMMHanoMm o $100 000. 5Tu kapTo4ku cobupatoTca TOprosuem
HapKOTUKaMUN 1 peann3yoTcsa Yepes NoACTaBHble opraHusaunm (Kak npasusio,
KOMMaHuW, cneuvaan3npylowmecs Ha okasaHum pasinyHbIX YCNyr Uin npeanpusaTns
PO3HNYHOW TOProBsin). 3TN OpraHn3aunmn nepenatoT JaHHbIE N0 KapTo4YKaM CO CBOUX
TepMuHanoB B 6aHK, 3aTeM NepeBOAAT OEHbIM Ha CYHeT InLa, KOTopoe 3aHUMaeTCs
neranmsaumen NpecTynHbiX 40X0A0B. KOMNaHUM 1 NpeanpuaTns, y4acTeylolimne B
Takux cxemax, NosyyaroT onpenesieHHY0 KOMUCCUIO 3a NMpoBeeHne onepaumn ot



opraHm3aTopa OTMbIBOYHOMN CXEMbI.

Puc. 2.2. Cxema nerannsaynmn eHeXXHbIX CPeacTB OT NPOoAa>Kyu HAPKOTUKOB, C
NCMoJIb30BaHNEM O04HOPA30BbIX KapT HOMUHasIoM ao $100

EcTb 1 gpyrmne cnocobbl peanmsaunm cMapT-KapT. MHOrMe naaTeXxHble CUCTEMBI
Mo3BOJIAKOT C MoMoLbio IHTepHeTa nepeBoanTb CMAapPT-KapTbl HU3KOrO HOMUHasa B
CMapT-KapTbl BBICOKOrO HOMMUHaNa, eC/in B JaJsibHeNWeM nepen NpecTyrnHUKamm CTouT
3aja4a nepenayvn feHexXXHbIX CpeacTB, pa3MeLlleHHbIX Ha CMapT-KapTax. Ha pucyHke
2.3 npuBeOeHbl ABa OCHOBHbIX cnocoba:

1) BbIBO3 B ApYyryto CTPaHy (Tak Kak CMapT-KapTbl UMeT HebonbLive pa3Mepsbl, UX
MO>XHO AOCTATO4YHO NIErKO N HaAEXXHO CrpsATaTh);

2) nepenaya C NOMOLLbIO MOBMAbHOro TenedoHa (Tak Kak MHOrmMe CoBpeMeHHbIe
MOBUsIbHBbIE TeneOoHbl CNOCOBHLI B3anMo4eNCTBOBATb C PAa3/INYHLIMU CEPBUCAMMU,
BbINOJIHAOLWLMMM NOA0OHbLIE onepauun).

Puc. 2.3. Cxema nepefayun oeHeXHbIX CpeacTB C UCMNOJ/Ib30BaHMEM CMapPT-KapT
BbICOKOIO HOMWMHaJ1a

Ha pucyHke 2.4 npencTaBsieHa cCXemMa Jierajnsaumm NnpecTynHbIX A0X0A0B C
NCMoNb30BaHUEM pa3inyHbiX 6/1aroTBopuTenbHbIX PoHA0B. POHALI,
3a4eNncTBOBaHHbIe B N0O0OHbIX CXxeMax, CneymasbHO CO34al0TCs COBEPLUEHHO AN
ApYyrux uenen, Ho 6bIBaOT C/yyaun, Korga noaobHble hoHAblI OCYLLECTBASAIOT
napannenbHo n 6,1aroTBOPUTENbHYO OeATENbLHOCTb. B JaHHOM cnyyae ans
NPaBOOXPaHUTENbHbIX OPraHOB 3a/la4a CYLLIECTBEHHO OCNIOXKHAETCS, OHAKO
TWATEeNbHbIA aHAIN3 MNOCTYNALWNX OEHEXHbIX NEPEBOAOB U AasibHENLIee
NCronb3oBaHne hoHAOM AEHEXHbIX CPEACTB MOXKET 3HAYNTENbHO 06N1erYnTb



npouecc BbidBJIEHNA NCTUHHbIX Lesnen co3gaHnsa Taknx CDOH,D,OB.

Puc. 2.4. CxeMa neranmsaumnm geHeXXHbIX CpeacTB C NCN0JIb30BaHNEM
6naroTBopuTeNbHOro hoHAa

2.4. Ypoku Liberty Reserve

B koHUe mMaa 2013 r. npokypaTypa Hbto-Mlopka 06ba8MAa 0 NpMoCcTaHOBKe
0eaTenbHOCTU NnaTeXXHon cuctemsbl Liberty Reserve[l5 - CanT naaTe)XXHOW CUCTEMBI
Liberty Reserve npekpatun paboty 24 masa 2013 r. OgHoBpeMeHHO B icnaHuu 6bin
apecToBaH rnaBa KoMmnaHum ApTyp byOooOBCKUIN, TakXXe U3BECTHbIN KakK ApTyp
BenaH4yyk n dpuk MNany, a TakXe PUHAHCOBLIN MeHea )Kep NJaTEXXHOW CUCTEMBI
A33eUH 31b-AMUH. B TOT )Xe AeHb B HblO-MOPKCKOM BpyK/IMHE B3AaK NoL CTpaxky
ObiBLIEro coenagensua Liberty Bnagnmmnpa Kaua n nporpammmcta Mapka Mapmunesa.
Ewle oAVH TeXHUYeCKUn COTPYAHUK npoekTa, Makcmm Yyxapes, Oblnl apecToBaH B
KocTa-Puke. 1Boe nogo3peBaemMbix, Axmep AccuH AbagenbraHn n AnnaH 3ctebaH
Noanbro XumeHec, no-npexxHemMy HaxoA4AaTCsA B po3bicke. Kpome Toro, 6b111 3aKpbiThl
elle NaTb CAanToB N apecToBaHbl 45 NpuHagneXxaBLwnx BragesbLam rniaaTexHomn
cucTteMmsbl cHeToB B BbaHkax CLLUA. Ha Hux xpaHunocb $25 mMnH.]. OcHoBaHHasA B 2006 T.
B KocTa-Puke nnatexHasa cumctema Liberty Reserve yepes cobCTBEHHYIO BUPTYasibHYIO
BaJIlOTY MO3B0OJIAS1a MNOJIb30BaTENISIM @aHOHUMHO MEPeBOANTb AEHEXHble cpencTBa B
nobyto ToYKy Mmpa 3a HebonbLUYO KOMUCCUIO. Yepe3 cnctemy npowwsio 55 maH
nnatexem Ha cymmy $6 mapa.

Y Liberty Reserve 6bi21 N04TU 1 MJIH KJIMEHTOB M3 pa3HbIX CTPaH Mupa. No gaHHbIM
NMPOKYpPOpPOB, NpecTynHble rpynnMpoBKK, Nosib3oBasLunecs ycayramu Liberty Reserve,
ba3snposanuce Bo BbeTHame, Hurepumn, NoHkoHre, Kntae n CLUA. KomnaHunsa 6bina
«nobumbiM 6BaHKOM NPeCcTynHOro Mmpa», FOBOPUTCSA B OOBUHUTENIbHOM AOKYMEHTE.
MoLLIeHHUKOB NpexXae BCero npuesekasa aHOHUMHOCTb. s yCnewHon perncrpaumm,
a 3aTeM npoBefeHNs AeHeXHbIX onepaunin 6bi10 4OCTAaTOYHO YKa3aTb agpec
3JIeKTPOHHOW NoYTbl. Hanpumep, OANH N3 CEKPETHbIX areHToB (KakK OTMeTWU
npokypop KO>xHoro okpyra Helo-Mopka MpuT Bxapapa) 3apeructpuposasncs B Liberty
Reserve noa nmeHem [>xo ®anbLumBbin (Joe Bogus) n gan CToNb XXe «KpaCHOpPeYnBoe»



NMSA CBOEMY CYeTY «yKpacTb Bce» (to steal everything), a cBon agpec ykasan
cnenywowmm obpasom: «123, NMognenbHaa MnaBHas Yauua» B «[MONHOCTbIO
BoiaymaHHoM opoae, CLUA» - n ero 3apernctpupoBann[l6 - CMm. nogpobHee: MNaHoB
A. 1>ko ®anblmnBLIN MOXET YKpacTb Bce // HoBas ra3eta. Ne 58. 31 mas 2013 r.].

AMepuKaHCKMe npaBooxpaHUTenbHble opraHbl Ha3Banu Liberty Reserve «kpynHenwmnm
B UCTOPUU OTMbIBaAHNEM NPECTYMNHbLIX AeHer nocpencTtsoM NHTepHeTa». PaHbLue
MOLUEHHMKMN, OTMbIBaBLLUME B IHTepHeTe aeHbrn, 6bian yBepeHbl, 4TO 34eCb
AOEeNncTByeT TO e npaBuso, 4To 1 B Jlac-Berace: «To, 4To cny4daeTtca B IHTepHeTe, He
BbIXOAMWT 3a npepenbl MHTepHeTa». Tenepb Tak y)Xe He CKaXkelb...

N3BecTHasa poccuninckasa komnaHma Group-IB npoBena cBoe paccnenoBaHue
neatenbHocTu Liberty Reserve[1l7 - CM. nogpobHee: MeTpoBa C. Jllobumbin baHK
KpuMUHanbHoOro mmpa // Begomoctn. Ne 129. 22 nionda 2013 r.]. Tak, no nHgopmauymnm
COTPYOAHUKOB KOMMNaHUn Group-I1B KJIMEHT MOIr COXPaHUTb UHKOMHUTO, Aake
nepe4yncnaa geHorun n3 pecnektabenbHom cuctemsl Bpoge WebMoney, KoTopas
npoBepsieT CBOUX NoJib30oBaTesien. KNneHT Takxxe Mor 6e3 npobaem KynnTb neranbHo
0()OPMJIEHHbIN B TaKUX CUCTEMAX Kollesiek (Tak Ha3biBaeMbin aTtTecTaT[18 - Mo
OaHHbIM A. KoMapoBa, aTTecTaT BMecTe ¢ SIM-kapTton (y WebMoney TpaH3akuuns
noaTeep>xpaetca SMS) n ckaHoMm nacnopTa cTonT 0bbi4HO $150-400.]). B aTtTecTaTe
MOrn 6bITb AaHHbIE U3 YKPaLEeHHbIX OOKYMEHTOB, HO HeobA3aTeNbHO, TakK Kak
CYLLEeCTBYIOT CEPBUCHI MO NpofaKe NacnopTHbIX AAaHHbIX, KOTOPble YeCTHO KYMJeHbl Y
BflafesibLeB AOKYMeHTOB. Jlioaen, nobpoBoO/IbHO NPeaoCTaBAAWMX CBOM AaHHbIE,
Ha3bIBAOT «gponamMm» nam «Mmynamm» (Mx gaHHble 06bIYHO NCMNONb3YIOTCA AN
npoBeneHnsa coenok, npueMa ToBapoB UM 6aHKOBCKNUX NepeBonoB, 0OHaNNYKM 1
T.M.). Y «ApON0oBOAOB» MOXHO OblN1I0 KYNUTb 1 3/IEKTPOHHbIN KOLLENeK, MPMBA3aHHbIN
K peasibHOMYy 6aHKOBCKOMY CYETY C MJACTMKOBOW KAapTON, U C KYMJIEHHOro cYeTa
ocywecTBnATb 6e3HannyHble baHKOBCKME NpoBOOKK B Ty e Liberty Reserve.

Liberty Reserve npvHuMana naowanku, Kotopblie HU 0anH BaHK UM NPOLLECCUHT He
NoAKYNT: nHaHcoBble NupaMmuabl, HYIP-cboHabI[19 - HYIP (High Yield Investment
Program) - MOWIEeHHNYECKNE NPOEKTbI, MOXOXXNe Ha UHBECTULMOHHbIE (DOHALI C
BbICOKOW 0OXOAHOCTbO. B 0CHOBHOM online-npoeKkThl, KOTopble paboTatoT C
3J/IeKTPOHHbIMU BantoTaMW.], NpOAaBLIOB JIOXXHbIX aHTUBUPYCOB N BPEeAOHOCHbIX KOLO0B,
pacnpocTpaHuTenem MmoweHHNn4YeCcknx SMS-noanNnnCcoK, Mara3nHbl KpageHbix
KpeOouToK, CKaHOB NacnopToB U T. M.

AMepuKaHCKMe BacTn yTBepPXX4akoT, YTo LesieBon ayautopuen Liberty Reserve 6binin
rnaBHbIM 06pa3oM HapPKOTOProBLbI, HeNerajbHble MOPHOrpadbl, Kapaepbl, Xakepsbl,



co3paTenn UHAHCOBbLIX MMPaMna, 3aMaCKMPOBAHHbIX N0 MHBECTHOHAbI, N NX
KJINEHTbI, @ TaK)XXe TEPPOPUCTHI.

HanoMHuM, 4TO paHee aHa/IoOrMYHbIN Clly4an Npomn3oLlen C naaTeXxXHom CNCTeMOoNn
koMmnaHun E-gold. B oT/indme oT CoBpeMEeHHbIX 3N1IeKTPOHHbIX MJIaTeXHbIX cuctem E-
gold 6bl1a NOCTpOEHa He Ha AEeHEeXHbIX eguHuLaXx, MPMBA3aHHbIX K Aoaapy nan
apyrom BanioTe. BMeCcTo 3TOro nojsib3oBaTensam npeasiarajocb NokyrnaTb 30J10TO UK
Apyrvue aparoueHHble MeTassibl (cepebpo, NnaTuUHY 1 Nannagnn), Haxoasawmecs Ha
XpaHeHun y komnaHum E-gold Ltd. Ha nuke cywecTBoBaHMs cucTemMa nposoamnsia
TpaH3akumm Ha $2 mapa B roa[20 - Cm. nogpobHee: «KpnnToBastoTYNKM Nog
Konnakom» /[ KommepcaHT-AeHbru. Ne 27. 15 niona 2013 r.].

HeaTenbHoCTb E-gold npuBnekana BHMMaHMe amepukaHckmx Bnacten B 2005 r., B
2007-m Bnagenbuam cepBuca bbm npegbsasneHbl 06BUHEHNS B 06CAY)XUBaAHUN
cospaTenent MOLWEeHHUYEeCKNX MHBECTULMOHHBIX MPOEKTOB N APYIrMX NPeCTYMNHbIX
rpynnmn.

Tak, B YaCTHOCTMK, KoMnaHun E-gold 1 ee pykoBogunTensm 6blin npeabsBrieHbl
clefyoline HapyLleHus:

- cTaTba 18 CBoaa 3akoHoB CLUA, pa3gen 1956 (MpecTynHbIN CroBOp C Lenbio
OTMbIBAHNSA OEHer);

- cTaTbsa 18 CBoaa 3akoHoB CLUA, pa3aen 371 (MpecTynHbIN CrOBOP);

- cTtaTba 18 CBona 3akoHoB CLUA, pa3gen 1960 (He3akoHHbIe onepaumm no nepesony
OEHEeXHbIX CpeacTs);

- cTaTba 26-1002 CBoga 3akKoOHOB OKpyra Konymbusa (HennueH3noHHaa 4esaTesnlbHOCTb
MO OCYLLECTBNIEHNIO OEHEXHbIX MEePeBOAOB);

- cTaTbs 18 CBoaa 3akoHoB CLUA, pa3zgen 2 (MocobHM4ecTBO, MOACTPEKATENBLCTBO U
coyyacTuve B NpecTyrnjeHunn);

- cTtaTba 18 CBona 3akoHoB CLUA, pa3gen 982 (a) (1) (KoHpuncKaumsa B yrosloBHOM
nopsaake)[21 - doctos B.J1., WWycT N.M., BannHypoBa A. A., llyxoB A. B. 9n1eKTpPOHHbIe
puHaHCbl. Mudbl 1 peanbHOCTb. - M.: KHOPYC: UMMNCwnP, 2012. - C. 133.].



CnycTsa rof reHepasbHbI AMpeKTop KoMnaHun Oyrnac J1. J)KeKCoH npu3Hasncs B
coBepLUeHUn PUHAHCOBbLIX onepaunn 6e3 nuueH3nm n oTMbIBaHUN aeHer. Mpurosop
Obin BbiHeceH B 2008 r. yrnac J1. )KeKCOH MOIr NOJly4YnUTb TIOPEMHbIN CpoK Ao 20 net
n wtpad $500 000 ToNbKO 3a y4acTue B onepaymnax rno OTMbIBaHUIO, @ TakXXe MNATb
net TiopbMbl 1 WTpad $25 000 3a paboTy 6e3 nnuueHsnn. OgHako eMy NpuUCyonnun
BCEro Tpu roga yCc/JlIOBHOro Cpoka (BKJIlo4asa WecTb MecsauesB goMallHero apecTta), 300
YacoB obwecTBeHHbIX paboT n wTpad $200[22 - Apyrue durypaHTbl gena
oTAeNnanncCb aHanornYHbLIMMN HakKasaHUaMN. ].

[oCcTaTo4YHO NoKasaTesibHbl 661N C/I0Ba HavasibHUKaA OTAes1a YrONOBHbIX
paccnenosaHun Hanoroson cny>x6el CLLUA (1RS) Pnyapna Bebepa, KoTopbin CKa3an,
YTO «Mbl BXOAWM B BUPTYasIbHYO 3MNOXY OTMbIBaHUSA AeHer - ecaun bbl Anb KarnoHe 6bi
XXNB, OH Obl NpsATan AeHbrm UMeHHo Tak»[23 - CM. nogpobHee: boykapesa T.
BupTyanbHasa npadvedHasn // BegomocTtn. Ne 093. 30 masa 2013 r.].

MHoruve skcrnepTbl B 06,1aCTV NPUMEHEHUS CUCTEM 3JIEKTPOHHbIX AEHEr CX0AATCs BO
MHEHWUN, YTO NPU PACCMOTPEHUN CNeUNDUKN PYHKLMOHMPOBAHNS NOAOOHBLIX CUCTEM C
TOYKWN 3PEHNS NPOTMBOAENCTBUS OTMbIBAHNIO AleHEer HE06X0ANMO NOMHUTL, YTO
NeaTeNlbHOCTb MO NPOTMBOAENCTBUIO NIeraan3aunm 4oX040B, NONYyYEHHbIX
NPeCcTYMNHbIM NyTeM, U PUHAHCUPOBAHUIO TEPPOPM3MA ABSAETCSH, CKOpee,
BCriomMoraTenbHon. HeobxoAMMoCTb B HEN BO3HMKAET He M3-3a «BPOXKAEHHbIX»
PUCKOB, XapaKTepHbIX A5 (PUHAHCOBLIX MOTOKOB, @ N3-3a COBEpLUEHUS
NPecTynneHnn, N3 KOTOPbIX M3BAeKaeTcs Npubbiib. 3Ta NPpUbbIIL MOXXET ObiThb
Hanpas/sieHa B TOM YUCJie Ha TEePPoOPUCTUYECKME LEeNN.

B ycnoBusix, korga B 060poTe NpUCyTCTBYIOT HaJlMYHble, sBAsloWwmMecs abContoTHO
AHOHMMHbIMUW, TOTaJIbHbIN KOHTPOJIb HE MOXXET SABNATbLCA CaMOoLesblo.
MoapasoeneHns GUHAHCOBLIX pa3BeAoK FoCy4apCTB MOHMMAIOT 3TO, @ MOTOMY aKLUEHT
AEenalT CKopee Ha aHa/m3e TpaH3akuuim, Hexxenn Ha cbope MmakcuMmanbHoro obbvema
AaHHbIX 0 cybbekTax. CUCTEMbI 3NEKTPOHHbIX AEHET, B CBOI o4yepenb, obnapatoT
BO3MO>XHOCTSIMM MO BbISIBJIEHUIO NOA03PUTENbHBIX TPAH3aKLUNI, a TakKXe, Npu
HeobXxoanMoCTU, PUKCUPOBAHNIO OOCTATOYHOM ANA NPOBEAEHNS ONepaTUBHO-
PO3bICKHbIX MEPONPUATUIA MHOPMaL .

OTMeTuUM eLlle ogHYy 0CO6eHHOCTb CerogHsALHEro BpeMeHN - 3Ha4YnTelbHOEe
ocnabneHne pexxnma coxpaHeHns 6aHKOBCKOW TalHbl B paMKaX peLleHuns 3a4ay no
NPOTUBOAENCTBUIO OTMbIBAHUIO AeHer, (QMHAHCMPOBaHUIO Teppopu3Ma n
pUHAHCUMPOBAHMIO PACAPOCTPAHEHNS OPYXKNA MACCOBOIro YHUYTOXeHMSA. Cornacutbes



C TaKMM NOAXOA0M MPULWIIOCL MHOIMMM CTpaHaM, Bk/oYasa Lesenuapuio, roe
TpagnLUMOHHO OeNCTBOBaJ NOPAAOK MaKCMMasibHOMro CoOXpaHeHus
KOH(MAEHUNaNbHbIX CBeAEHUN, COCTaBAAOWNX BAHKOBCKYIO TanHy.
3akoHoAaTeNbCTBO LLBenyapun He cooepXnTt onpenesieHns 6aHKOBCKOW TaWHbI K
nepeyHs nHgpopmaunm, nognexawen oxpaHe 6aHkoM. baHKOBCKas TalHa
oxBaTbIBaeTcA cTaTben 13 KoHCcTUTyummn LBenyapuu, 3aimwatoLlen npaBo BCex auL
Ha yBa)>KeHne TalHbl HaCTHOW N CEMENHON XXN3HW. ITa KaTeropmsa BKIOYaeT B cebs u
OXpaHy TanHbl UCTOYHUKOB JOXOO0B U MPOUCXOXAEHNA aKTUBOB, 3@ UCKJTIOYEHNEM
C/ly4aeB, KOTOpPbIM MpeLlwecTBoBasio cCoBepLueHue npecTtynieHuna[24 - K TakosbiM
npecTynJieHNsAM OTHOCATCA: YKJIOHeHWe OT ynaaTbl Hanoros (HO He Hasloroesas
onTMMKU3aumsa), He3akoHHoe oborauieHne ¢ NCNOJIb30BaHNEM NHCAWAEPCKOM
WHopMaLMK, OTMbIBaHWE aeHer n np.J.

B 6aHkoBCcKOM 1 cyaebHom npakTuke 6aHKOBCKas TalHa NOHMMAaETCAa Kak
npodeccrnoHanbHasa 06s3aHHOCTb BaHKMpPa NOOAEPXKNBATb CTPOXKANLLNN PEXXUM
KOH(pUAEHUMANBbHOCTN B OTHOLLUEHUW NOBON MHGPOPMaLMK O NINYHBIX N PUHAHCOBbIX
obcTOoATENbCTBAX KJIMEHTA U HEKOTOPbLIX TPETbUX ML, €Cin OHa bblna nosyvyeHa B
Xo4e oCyLecTBeHa UM NpodeccnoHanbHON feAaTeNbHOCTU. B cTaTbe 47 3aKoHa
LLiBeriuapun oT 8 HOoAbps 1934 r. «O baHkax n cbeperaTtenibHbIX Kaccax» (C
N3MEeHEeHUAMK) ANS Nnua, packpbiBero 6aHKOBCKYIO TalHy, LOBEPEHHYIO €My UK
MOJIy4YEeHHYI0 UM KaK YAHOBHNKOM, pabOTHNKOM, NOBEPEHHLIM, apbnUTpa>KHbIM
ynpasasoWwmM, O/HKHOCTHbIM nnuoM baHka, npeactasmtenem KomuteTa no baHkawm,
paboOTHMKOM ayaANTOPCKOWM KOMMNAHNM U Nnua, NblTalowerocs BoBJeYb TPeTbUX NnL,
B HapylleHne 6aHKOBCKOW TalHbl, NpegyCcMOTpeHa YrosloBHas OTBETCTBEHHOCTbL B
BMuAe nuweHmnsa ceobonbl Ha CPOK A0 LWeCTn MecsaueB nnm wtpada Ha cymmy He 6onee
50 000 wBenuapcknx ppaHkoB. Hocutenam 6aHKOBCKOM TalHbl 3anpeLaeTcs aaxe
packpbiBaTb MHGOPMaLNO O TOM, 4TO OHM obrnafatoT BaHKOBCKON TaWHOW. 3aKOH
Tak>Xe ycTaHaBaMBaeT 00543aHHOCTb XpaHNTb 6AaHKOBCKYO TalHy Aa)ke nocne
npekpalleHns TpynoBoro nianm MHOro Aorosopa, npu 3ToM CPOK OEeNCTBUA TaKomn
0643aHHOCTN He yCTaHaB/MBAETCS, U3 Yero MOXXHO caeslaTb BbiBO4 O ee AeNCTBUN B
Te4yeHune BCen XN3HU ee HocuTensa[25 - OgHako 6aHKOBCKas TaHa MOXeT BbiTb
packpbiTa ee HocuTenem B cyaebHom nopsake.].

Ha dhenepanbHOM ypoBHe B LLBenuapumn gaencteyeT 3akoH oT 10 aekabps 1997 r. «O
bopbbe Cc oTMbIBaHMEM AeHer n GUHaHCMPOBaHUEM TeppopuaMa B PMUHAHCOBOM
cekTope» (fanee - 3akoH o bopbbe c oTMbIBaHMEM aeHer), koTopbin B 2009 r. 6bin
npueeneH B COOTBETCTBUU C PekoMeHaaumamm GATO. YynTbiBaa PekomeHpoauunto Ne 4
(baHKOBCKas TalHa He O0JIKHA BAUATb Ha npuMeHeHune PekomeHaaunn GATO),
PekomeHgaumio Ne 13 (06a3aHHOCTb BaHKa coobliaTb YNOJIHOMOYEHHOMY OpraHy o
COBepLUEHNN COOTBETCTBYOLWMX NpaBoHapyLweHnin), PekomeHgauunio Ne 36 (B3anMHas



rnpaBoBas NMOMOLLb, HE 3aBUCALLLAA OT OFrPaHNYEHNI, CBA3AaHHbIX C DAaHKOBCKOW
TanHown) henepaibHbI 3aKOH HaslaraeT Ha (OMHAHCOBOMrO NocpeaHnKa psag
ob6sa3aHHOCTEeN. Tak, B HaCTHOCTWU, OH LOJIXKEH HE3aMeA/INTENIbHO HanpaBnUTb
yBeooMIeHne B YNOJIHOMOYEHHbIN OpraH[26 - B COOTBETCTBUM CO CTaTben 23 OH
nogynHaeTca denepasbHON NOAULKUN.], €CN 3HAET UM NMeeT pa3yMHble OCHOBaHUSA
rnonaraTb, 4TO ()MHAHCOBAA onepaumsa CBA3aHa C COBEpPLUEHNEM NPeCTYnJeHNN,
npenyCcMoTpeHHbIX cTaTbsaMn 260ter[27 - OpraHmnsoBaHHas npecTynHas rpynnmpoBkKa
- yyqacTue nnua B opraHmsaumm, CTPYKTypa U COCTaB Y4aCTHUKOB KOTOPOM
cofep>XaTcs B TalHe U Lesibio AeATe/IbHOCTU KOTOPOW ABISIeTCA COBepLUeHMne
MPecTyrnJIeHUN C MPUMEHEHUEM HAaCUINA UK OXPaHbl NMPEeCTYMNHO HaXXNToro
nmyutectsa.] n 305bis[28 - OTMbIBaHWEe AeHer - coBepLleHmne JINLOoM AeNCTBUN No
COKPbITMIO UCTOYHNKOB NpnobpeTeHuns, cnocoboB OTHY)XOEHUS U UHbIX CAENOK C
MMYLLECTBOM, NOJIy4EHHbLIM B pe3yJsibTaTe coBepLUeHNs hesloHNN, 0 HEM OH 3HaN NN
nosmKeH 6bin 3HaTk.] YronosHoro koaekca LLsenuapun[29 - YeegomneHme Takxxe
Heo6x04MMO HanMpaBAATb U B ClyYae NpekpalleHnsa OesnoBbiX NEePeroBOpPoOB B CBA3N C
MnoAO3PEHNSMN B COBEPLLUEHUN KJIMEHTOM BbilLEYyKa3aHHbIX enCcTBUN.]. Takxe B
cslydae, eCc/iM aKTUBbI NOJyYeHbl B pe3yibTaTe coBepllieHnsa penoHnn[30 - denoHus
(anrn, felony) - noHATMe B NpaBe, 0O3Havalwulee nNpecTynjaeHme.], HaxoaaTcs B
pacrnops>XeHnUn opraHN30BaHHOW MPEeCTYNHON rPyrnnMpPoOBKK NN UCMOJb3YIOTCA 014
(hbMHaHCUpoBaHUA TeppopusMa (cTaTbsa 260 quinquies YrosloBHOro Kogekca
LLiIBenuapun).

B cooTBeTCcTBUK CO cTaTben 10 3akoHa 0 bopbbe C oTMbIBaHUEM AeHer (OMHAHCOBLIN
nocpenHunkK obsi3aH 3aMOPO3UTb aKTUBbI Ha CYETAX KJIMEeHTa, eCJ/IN OHWN CBSI3aHbl C
NoAO3pPUTENILHON OeATENbHOCTbIO. [pn 3TOM CHATb OrpaHnyYeHmne puHaHCOBbIN
nocpenHnK MMeeT NpaBo TOJIbKO NOCJe NONYyYEeHUS Ha TO NMPSMON CaHKLNN
COOTBETCTBYHOLMNX OPraHOB CNefCcTBUSA, HO HE NMo3aHee YeM 4yepes NATb paboumx
oHen.

B TeyeHne BpemMeHu, Korga c4eTa KaneHTa 3abNoKnpoBaHbl B COOTBETCTBUN CO
cTaTben 10 3akoHa o 6bopbbe c oTMbIBaHMEM AeHer (PMHAHCOBbLIN MOCPEeOHUK HEe
nMmeeT npasa coobLaTb eMy UK TPETbLUM JINLAM O HanpaBJiEHUN OTYeTa B
YNOJIHOMOYEHHbIN OpraH. 3TUM XXe 3aKOHOM CHUMAEeTCH OTBETCTBEHHOCTb C
hb1MHaHCOBOro NocpeaHnKa B CBA3M C HApPYLLUEHNEM O0roBOPHbLIX 06A3aTenbCTB Nan
peXxnMa TalHbl B 0E€N0BbIX OTHOLLUEHUSX N KOMMEPYECKOM TalHbl MPU HanpaBAeHNN
UM yBeOOMJIEHNS B YMOJIHOMOYEHHbI OpPraH.

MNocne ckaHgana co weenuapckmm baHkom USB (6aHk 3annatun wtpad € 780 MAH n
Bblaan nHgpopmaumio o 300 rpaxaaHax CLUA, ckpbiBaBLWNX CBOWN AOXO0Abl OS5 Lenen



HeynaaTbl HA/IOroB Ha poanHe, Cny>kbe BHyTpeHHUX goxonos CLUA[31 - CmMm.
noapobHee, Hanpumep, cTaTbu: NoHoMmapes A. Lopux, oTkponcsa! // HaumoHanbHbIN
BaHKoBCKMM XypHan. Ne 9. CeHTabpb 2009 r.; CapkucsaHy A. EBponenckue 6aHku:
nepcnekTuBbl pa3BUTUA Ha hoHe Kpusuca // byxrantepusa n 6aHkn. Ne 4. Anpenb
2009 r. n gp.]) WBenuapusa B3sna Kypc Ha MUMNJEMEHTaUN0 CTaTb 26 MoaenbHON
KOHBeHumMn O3CP o Hanoroobno)xxeHnn goxoga v Kanntanal32 - Tunosas Mmogesb
KOHBeHUMn OpraHn3aumm 3SKOHOMUYECKOro coTpyaHu4ectsa n passntusa (O3CP)
npencrtasnseT cobon NpoeKT ABYCTOPOHHEro HasioroBoro cornawenHnsa nis 30 ctaTen,
KOTOpPbIN B BONbLUNHCTBE CJlyHaeB NCMOJb3yeTCs Kak 6a30Bbi ALOKYMEHT ANA
noAroTOBKM W Havyasia NeperoBopoB MexXxay 3auHTepeCoBaHHbLIMN roCcygapcTBaMM N He
ABNSAETCA ONA HUX CTporo obsa3aTtesnbHbIM.]. 13 MapTa 2009 r. ®efgepaibHbI COBET
3asBWJ1, 4TO 3Ta HopMa byneT BocnpuHaTa LBenuapmnen n ctaHeT OCHOBaHNEM
npencraBaeHns nHopMaLmm Npm yCcaoBMM Noaadym KOHKPeTHoro n o060CHoOBaHHOro
3aaBsieHnsa. OQHaKo CyLlecTByeT TOYKa 3peHusd, 4To Lsenuapusa scerga ymena
rPaMoTHO 3allMuaTb CBOU NHTepecChl N banaHCcMpoBaTb Mexay TpeboBaHMAMU, B
4aCTHOCTU, BaHKMPOB 1 3apybeXXHbIX MOJIMTUKOB, NO3TOMY MpoLecc nepecMoTpa
OBYXCTOPOHHUX J0roBopos 06 nibexaHnm BONHOr0 Hasloroob0XKeHNns MoXXeT
3aTAHYTbCA. XOTA COOTBETCTBYOLWME NOMNpPaBKM y>xe bblsin BHeCeHbl 24 ceHTAa6ps
2011 r. B ABYCTOPOHHUI goroBop Mexnay Llesenuapuen n Poccmen, a Takxe ewe
paHee c 'epmaHnen n BennkobputaHmen[33 - MexayHapoaHoe u 3apybexxHoe
(hMHaHCOBOE perysimpoBaHne: NHCTUTYThI, COEJNTKU, MHPPACTPYKTypa: MoHorpadus /
Moa pen. A.B. Lampaesa: B 2 4. Y. 2. - M.: KHOPYC; UWMNCwnP, 2014. - C. 287-292.].

XapaKTepHo, 4To rnobanbHbIN TpeHA B MUpoBOWN nonnTuke rno 6opbbe ¢ baHKOBCKOM
TawHOW, Mo BCeN BUONMOCTU, OTPasuICAa N Ha paccMaTpuBaemMon ctaTtbe KOHBEHL NN,
Tak, B NyHKTe 3 cTaTbn 26 KOHBEHUMWN YCTaHaBIMBaETCA NnepevyeHb OXpPaHAeMbIX
HauWOHaJIbHbIM 3aKOHO4aTe/IbCTBOM CBEEeHUN, He Moasiexalnx pacKpbITUIO B
cooTBeTCcTBUU C KoHBeHLMen. K HUM OTHOCATCSA: TOprosas, npearnpuHUMMaTesibCKas,
NPoOn3BOACTBEHHAsA, KOMMepYeckKasa nan npogeccuoHasbHasa TarHbl UK HOY-Xay,
packpbITe NH(OPMALIMK fa)Ke OrpaHUYeHO Npu HapyLleHU B TaKoM Crly4ae
ny6nn4yHoro nopsaka, Ho 6aHKOBCKas TalHa B 3TOM CMUCKe He ynoMsaHyTa. MNpu 3ToM
camMn pa3paboTynkm KOHBEHL MM YTBEPXX AT, YTO UCXOANN N3 TOrO, YTO HUKAKON
pPeXUM KOH(PUAEHUMANBbHOCTU MHOPMaLLMK, B TOM Yncie baHKOBCKas TanHa, He
MOXXeT BbITb OCHOBaHMEM ON1a HernpencTaBAeHNs NHPOPMaLLMM «OTBET Ha 3anpoc».

CTOUT Tak)Xe OTMeTUTb, YTO MHOCTPAHHbIE HAaIOroBbIE OPraHbl UMEKT MPaBo
3anpalwmBaTb COOTBETCTBYIOLLYIO MHOpMaumnio y 6aHKOB, nNocnengHne He BrnpaBe
pacKpbiBaTb HaLWOHaIbHbIM Ha0roBbIM opraHam LLBenuapun nHgpopmaumio o
(PMHAHCOBOM COCTOSIHMN, KOMMEPYECKON OeATEe/IbHOCTU CBOEro KJMeHTa, NoJly4YeHHYo
B XOZle MPOBEpPKN ero KpeamTocnocobHocTu.



2.5. BbiBOAbI

B 3akno4YeHmne npmBenemM HeKOTopblie BbiIBOAbI:

* aKTUBHOE BHeApeHMe pPa3/INYHbIX CUCTEM PACYETOB C UCMOJIb30BaHNEM
3/IEKTPOHHbIX MNaTeXeN CONPOBOXXAAETCA NOSBIEHMEM HOBbIX MCTOYHUKOB PUCKOB,
CBSI3@aHHbIX C HEOCTATOYHbLIM YpOBHEM obecneyeHns MHHPOPMaLIMOHHOMN
6e30MacHOCTKN Ha BCeX y4acTKaxX MHDOPMALIMOHHOIO KOHTYpPa, KOTOPbIA (DOpMUPYETCS
B NpoLLecce BbINOJIHEHNS PACHETOB MeXAY Y4aCTHUKAMU CAENKU;

* B YCJI0BUSAX r7100a/1bHOr0 XapakTepa PUCKOB UCMOJIb30BaHUS 3IEKTPOHHbIX
nnatexenm HeobxoAMMO yHYUTbIBATb, YTO CyLLECTBYOLasa NpaBonpuMeHnTeIbHasa
NPakTUKa He BCcerga MoXxeT 3¢hheKTMBHO pellaTb BOMPOCH!, CBA3aHHbIe C
npenoTBpalleHneM UCNOJIb30BaHNA CUCTEM 3NIEKTPOHHbIX MaTe)XXen A5 OTMbIBaHUS
neHer - Heo6xooMMO LIMPOKOE COTPYAHNYECTBO M COBMECTHbIE AENCTBUSA
NpaBUTENbLCTBA U Pa3paboTUYMKOB CUCTEM IJIEKTPOHHbIX MJIaTEXEN, a TaKXe
MPaBUTENbLCTB BEAQYLWMNX FOCYyQapCTB € TeM, 4TOObl NepeKkpbITb KaHaslbl Neraansaynm
HEe3aKOHHbIX PMHAHCOBbLIX CPeACTB C UCMOJIb30BAaHNEM CUCTEM 3JIEKTPOHHbIX
nnaTexenm,

* COTPYAHMYecTBO B 06/1aCTM CTaHO4APTOB (KOTOpbIe peryampyoT Npo3padyHoOCTb) U
AKTUBHbIN KOHTPOJIb 3@ BO3MOXXHON 3KCNJlyaTaunen BbiABEHHbIX YS3BUMOCTEN B
MHTepecax NPecTynHbIX FPYNMNMPOBOK MOryT CTaTb 3aJ10rOM yCNewHOW 3aLlunThl
CUCTEM JIEKTPOHHOMN OMJiaThbl OT UCMNOJIb30BAaHMNA B CXeMax, HanpaBJ/IeHHbIX Ha
OTMbIBaHMe geHer, GUHAHCMPOBaAHME TeppopusMa U PUHaAHCUPOBaHME
pacrnpoCcTpaHeHUs OPYy>KNS MAaCCOBOIM0 YHUYTOXKEHUNS;

* Nnpo6sieMa OTMbIBaHUA OEHEr C UCMOJIb30BaHMEM CUCTEM 3JIEKTPOHHbIX MaaTeXeNn
[OJDKHA pelaTbCsl Ha MeXAYHapoAHOM ypoBHe. dddeKTUBHas
npaBonpuMeHnTeNbHasa aeaTesbHOCTb TpebyeTcs, 4To6Obl HaLMOHaIbHbIE
npaBUTeNbCTBA COTPYAHMNYANN B YPEryMpoOBaHMN OCHOBHbIX MpaBu CO34aHnsA
CUCTEM 3NEKTPOHHbIX NAaTeXen n onepaunn ¢ X NpUMeHeHnemMm;

* cuctema NOA/PT, BkAOYass MepoOnNpuUATUA B OTHOLLEHNN YCUSIEHNA KOHTPOJIA 3a
NCNoJIb30BaHMEM 3J/IEKTPOHHbIX MaTe)Xewn, Jo/»KHa OblTb OpueHTUpoBaHa npexae



BCEro Ha NpeBeHTUBHOE pearnpoBaHue - NpeayrnpexxageHne n HegonyueHune
NMPOHUKHOBEHMS NPECTYMHbIX AO0X0A0B KakK B OMHAHCOBbLIA CEKTOP, TaK U B SKOHOMUKY
CTpaHbl B LLENOM.

[(naBa 3

icnonb3oBaHMe COBPEMEHHbIX (HOPM MlaTeXen AN neranansaumnm npecTynHbiX
JIOXOJ0B N OpraHn3aums NpoTuBoOeNCTBUSA

CoBpeMeHHble YCNI0BUA KOHKYpPeHUUN B chepe OKa3aHUs (PUHAHCOBLIX, B HaCTHOCTU
6aHKOBCKMX, ycnyr obycnoBamBalOT MHTEHCUBHOE BHELPEHNE TEXHOIOM NI
AncTaHumoHHoro 6aHkoBckoro obcny>xmnsaHusa (ObBO) nnm, ncnonb3ysa bonee obuiee
MOHATUE, - TEXHONOMMN 3NEKTPOHHOro 6aHkMHra (T3b). MNMpakTu4eckn BCe KpeauTHbIe
opraHu3aumm BHeAPST BCe HOBble BapmaHThl B0, npnyemM HM ogHa n3
opraHu3aummn, BHeOPUBLUNX KaKylo-1Mbo TeXHO0rnio Takoro poaa, He
OCTaHaB/IMBaeTCA Ha AOCTUrHYTOM. 1o faHHbIM, NonydYaeMblM baHkoM Poccuu B
pe3ysibTaTe NpoBeAeHUS CMJIOWHbIX aHKETUPOBAHUN KPpeAUTHbIX OpraHu3auunn no
TeMaTuKe 3/IeEKTPOHHOro 6aHKMHra, ecnin NaTb f1eT Ha3ag 60NbLNHCTBO 3TUX
opraHmsaumm ncnosb3oBanun B cpegHeM oaHy-aABe cmctembl 6O, To BNocneacTBUN
MUK pacnpenesieHnsa KoandecTBa pas/INYHbIX CUCTEM 3JIEKTPOHHOro baHkumnHra (C3b)
npuwescsa Ha gBe-4eTblpe 04HOBPEMEHHO UCMOJIb3yEMblE CUCTEMBI, @ NocsegHee Mo
BpeMeHun aHkeTmnposaHme (B 2013 r.) nokasano, 4To Hanbosiee 4acTo BCTpeYatoTCA
KpeOuTHble opraHmn3aunm, 3agencTByowme oT Tpex 0o natn kaHasnos AB0. Jingepsl
»Xe B faHHOM obnactun, To eCcTb Hanbosiee BbICOKOTEXHOJSIOMNYHbIE N3 HUX YMYLPAOTCA
OOHOBPEMEHHO NMPUMEHATb BOCEMb-AecATb CIb, TaKNX Kak UHTepHeT-DaHKUHI ans
opnanNyeckmnx n pusmyecknx nuuy (C BapuaHTamMun), MHTEPHET-TPENAVHT U AWJIUHT,
BMUAbl MOBUNbLHOro 6aHKMHra, TPAaANLNOHHbIE CUCTEMbI TUNa «KNNeHT-6aHK»,
obcnyXmnBas Tak>Xe nNaowankm MHTEPHET-TOProBaAn, Bupxm n T. 4.

NMpuBeLeHHble faHHble CBUAETEeNIbCTBYIOT O TOM, YTO MMeeT MecCTOo
OLHOHanpaBiIeHHbIN Npouecc nepexona 6aHKOBCKON AeATEeNbHOCTU B TaK
Ha3blBaeMoe BUPTYyasibHOE NMPOCTPAHCTBO (Un, MHave, KnbepnpoCTpPaHCTBO), a
3HaA4YnT, TEM CaMbIM NOATBEPXAAETCH CNpaBenIMBOCTb C/loraHa «He bygeT 6baHKuHra,
KpOME 3/IeEKTPOHHOro BaHKMHra, a MobunbHbIM BaHKWHE - Npeaen ero»[34 - JIaMuH
J1.B. NMpMeHeHne TEeXHOJIOM NI 3NTIEKTPOHHOIr0 BaHKNHIra: pUCKOPUEHTUPOBAHHbLIN
noaxond. - M., KHOPYC; UNMNCwuP, 2011.]. 3TOMy, KCTaTun, CNOCOBCTBYET 1N OpUeHTaLuns



MunHucTepcTBa (prHaHCOB Poccnn Ha nepeBo KPYMNHbIX njaTeXxen B yNoMaHyToe
knbepnpocTpaHCTBO 6e3HaNIMYHbIX KapTO4YHbIX onepauunin. BMmecte ¢ Tem B 3TOM
MPOCTPaHCTBE HapAAy C IETUTUMHbLIMW KJIMEHTAMWN BbICOKOTEXHOOT NYHbIX
KpeAUTHbIX OpraHmn3aumnmn cTaam akTUBHO EeNCTBOBATb N NPeCcTynHble rPynnmMpoBKY, B
TOM 4UCSIe MeXpermoHaljbHble U MeXxAyHapoAHble, paBHO KakK 1 oTAesibHble nuua,
XapaKkTepusyemble «KPpUMMNHAJNIbHbIM MbllLeHneM». Bcnencreme 3Toro HeraTUBHOMO
ABNIEHNSA NpaKTu4deckn kaxxagasa Cob, popmMupytoLan csoero poaa «BUpTyasibHble
BopoTa» B 6aHK, NnpeBpaTuiachk B 00bEKT BUPTYasibHbIX aTakK Ha BaHKM N nx
KJINEHTOB, NPUBOAALLMX K BMOJIHE peasibHbIM (PUHAHCOBbLIM NOTEPAM, B COBOKYMHOCTU
ncyucnseMmbiMm Mmunnnapnamn pybnen. Cneactesmem 3Toro ctajla oonoJHUTENbHAasA U
BeCbMa cepbe3Has Harpyska Kak Ha baHk Poccum (B hopMe MHOMO4YNCTIEHHbIX XKanob
KJINEHTOB), TaK N Ha NMPaBOOXPaHUTESIbHbIE OpraHbl N, COOTBETCTBEHHO, CyaebHyio
cucTemy.

Be3sycnoBHO, 6aHKK BCerga nogBeprasancb puckam, CBA3aHHbIM C ownbKaMmu nau
MOLUEHHMNYECTBOM, O4HaKO BMecCTe C BHeApeHNEeM COBPEMEHHbIX KOMMbIOTEPHbIX
TEXHOJIOMN YPOBEHb TaKNX PUCKOB N MacluTab nx BANSAHNA CYLLLECTBEHHO BbIPOC/IN
BBUAY TOr0O, 4YTO KOJINYECTBO NPUYUH N COCTaB BO3MOXXHOCTEN peasin3auunm yrpos,
nexauwmx B 0CHOBE HOBbIX KOMMOHEHTOB PUCKOB TakKOro poaa, 3Ha4nTeslbHo
yBeNNYUINCL. NoaTBEPXKAEHNEM 3TOMY ABAAETCA NOCTOAHHbBIN POCT 4Yucna
(PMHaAHCOBbLIX NPEeCTYMJIeHNN Pa3HOro poAa Kak NpoTuB IOPNANYeCcKnX n pusnyecknx
N1y, NoNAb3ylLWnXcd 6aHKOBCKMMK ycayraMmu, Tak U NpoTuB caMux baHKoB, aHannsy
KOTOPbIX MOCBALLEH HAaCTOALWMN pa3nesn KHUrn. Npun 3ToM akueHT genaeTcs Ha
cylwecTBeHHo bosiee WMPoKOM No CpaBHEHUIO C TPAaANLMOHHOW (OrpaHUYeHHOWN
pamkamu ®epnepanbHoro 3akoHa oT 07.08.2001 Ne ®3-115 «O npoTnBOoAENCTBUMN
neranmsauunun (OTMbIBaHMIO) AOXOA0B, MNOJIYYEHHbIX NPEeCTYNHbIM NMyTeM, n
(PMHAHCUPOBAHNIO TEPPOPU3MaA») NHTepNpeTaumen NOHATUA U CogepXXaHna npouecca
(PMHAHCOBOIro MOHUTOPUHIa (®M). B cBA3M C yKa3zaHHOW NO3MLMEN MOXKHO OTMETUTb
Tak>Xe, YTO pacluMpeHHasa TpakToBKa NOHATUSA ®M cTana BCcTpeyaTbCs U B MUPOBOM
npakTUKe aHanM3a NpoTUBONPaBHOW PUHAHCOBOW AEATEesIbHOCTU N OpraHu3aunm
npoTMBOLENCTBUA el. HanpuMep, B MaTepmnanax TakKux opraHm3sauuin, gesTesibHOCTb
KOTOpPbIX HanpasJsieHa NpoTMB OTMbIBaHUA geHer (OL1) n puHaHCKUpoBaHMSA
TeppopusMa (PT), kak PATD n FInCEN[35 - Financial Crimes Enforcement Network
(CeTb onga NpOTUBOAENCTBUA (PUHAHCOBbLIM MPEeCTynaeHusaM - cneumansHoe 6opo B
Ka3Havencrtee CUTA).], BCTpeYaloTCsa yKa3aHUA Ha TO, 4TO (PMHAHCOBbLIM
opraHusaumam Heobxoanmo ycunuTb 60pbby C KOMMbIOTEPHLIMUA MOLLEHHNYECTBaMMU,
NOCKOJIbKY ycrexu B bopbbe mexayHaponHoro coobuiectsa ¢ OT 1 nepekpbiTHe
pa3/INYHbIX KaHaNO0B, NCMOJIb3YyeMbIX AJ1 3TOro, NpUBesIN K TOMY, 4TO ANA
(PMHAHCUPOBaAHNA OeATEe/IbHOCTU TaKMUX Ype3Bbl4aWHO OMacHbIX OpraHmn3aLnin ctTanu
LUMPOKO 3a4eNCTBOBATbLCA KOMaHObl XaKepoB U MPUMEHATLCA CNoCcobbl



OCYyLLEeCTBEeHNA KpynHOMacWwTabHbIX PMHAHCOBbLIX MOLIEHHNYeCTB. N3 3Toro
AenaeTcs BbIBOA O TOM, 4TO COBCTBEHHO OCYyLLECTBJIEHME NPOTMBOOENCTBUSA
COBEpPLUEHUNIO KOMMbIOTEPHbIX MOLIEHHNYECTB B OTHOLLUEHUN 3TUX OpPraHn3aunn n nx
KJINEHTOB ClleqyeT pacCMaTpMBaTb B TOM HYNCAE N KaK HEMOCPEACTBEHHO CBA3aHHOE C
bopbbon C MeXAYHapPOAHLIM TEPPOPUIMOM.

BBuay 3Toro B coBpemMeHHbIXx 6aHkax Hen3be)xHO BHegpeHmne crneynasbHbiX npouenyp
05 afeKBaTHOrMo pearMpoBaHNs Ha BO3MOXXHYIO MPOTUBOMPaBHYO OeATeNIbHOCTb
(nnAa), ocywecrtensgemyto ¢ noMmoulbto T36. No3ToMy 1 HeobxoamM aHann3 n
MPaKTNYeCKUN y4eT HOBbIX MOTEHLUMaIbHbIX YrPpO3, CBA3AHHbIX C 3TUMW
TEXHOJIOMrNAMU, @ TaKXe CLueHapmneB X BO3SMOXXHOW peanm3aumnm ¢ OLLEHKON
nocnencteunin. CnegyeT oTMETUTb, YTO B CUJTY HEPA3BUTOCTM OTEYECTBEHHOIO
3aKoHoOaTesIbCTBa B 061aCTM TaK Ha3blBAeMbIX 3/IEKTPOHHbIX PUHAHCOB[36 -
HacKosibKO N3BECTHO aBTOPY, NMPOEKT COOTBETCTBYOLWEro heaepasibHOro 3akoHa 6bin
pa3paboTaH ewe B 2000 r. n «xpaHnTca» B FloCcygapCTBEHHON AyMe, 04HAKO Aablue
0eno, NoxoxXe, Tak U He NoLIo, TOorga Kak BO MHOIMMX LMBUIIN30BAHHbIX CTPaHax
3aKoHogaTesIbHble aKTbl TAaKOro poga paboTaloT faBHO M yCnewHo.] nocnepyoLlee
N310)KEHME BEAETCS C NO3ULUUN opraHn3aumm NnpoTMBOAENCTBUSA HA OCHOBE PUCK-
OpPMEHTUPOBAHHOIO Noaxoaa.

Ha4aTb Takonm aHa/in3 yMeCcTHO C paCCMOTPEeHNs 00 en KapTUHbI YCIOXKHEHUS
CTPYKTYPbl TUMNYHbIX BAHKOBCKUX PUCKOB[37 - B TepMunHonormnm NMucbma baHka
Poccum o1 23.06.2004 Ne 70-T «O TUNNYHbIX BAHKOBCKNX PUCKaxX».].

3.1. HoBble (bakTopbl pUCKa 415 KpeaAUTHbIX OpraHnu3aunm n Ux KJIMeHTOoB B YC/IOBUAX
NMPUMEHEHNSA TEXHOOM NI 3/IEKTPOHHOIr0 BaHKMHra

He noonexXmnt COMHEHMIO TOT PaKT, 4TO NPUMEHEHMNE KPeaUTHbIMU opraHu3aunamm
(manee onsa KPaTKOCTWU Ha3biBaeMbiMn baHkaMmmn) TexHonormm OO nnum, nHave,
«3/IeKTPOHHOro 6aHKMHra» pagunkasabHO U3MEHSET cnocobbl 1 ycnoBus
ocyulecTBneHns 6aHKOBCKON AeATeNbHOCTU. DTN N3MEHEHNSA HEOBX0ANMO YYNTbIBaTb
B OpraHm3aunm n cogep xaHum Lenoro psaga BHyTpnbaHKOBCKMX NPOLLECCOB, Y4TO
OyneT geTasibHO ONMCAHO B NpeanociegHeM nogpasnesie Hactodawero pasgena. B
LUMTUPOBABLUENCS Bbille KHUIe ONUCbIBaNOCh NPUHLMMNNANILHO HOBOE siBJlIeHNe B cepe
0aHKOBCKOWN OEeATENbHOCTU, «BbI3BaHHOE K XXWU3HWU» NPpUMeHeHnem cammx TIb, a
MMEHHO TaK Ha3blBaeMbI MIHHPOPMALMOHHLIN KOHTYP BaHKOBCKOW OeATeNbHOCTU



(MKBA), npuBoannack ero o6o6bueHHasa Cxema, a Takxe pacCMaTpUBaJINCh TP
OCHOBHbIX, «CUCTEMHbIX» (haKTopa pUckKa, obycnosnmsawLLe BOSHUKHOBEHME HOBbIX
NCTOYHUKOB KOMMOHEHTOB BaHKOBCKMX pUCKOB[38 - B faHHOM c/ly4ae UCrnosib3yeTcs
TEPMUHOIOMA, OTANYaKLWancsa oT obLWEeNnPUHATON B COOTBETCTBYOLLEN
oTe4yeCTBEHHON nuTepaType, MOCKOJIbKY peyb Aajiee naet 0 BOSHUKHOBEHUU HOBbIX
Yyrpo3 HaZleXXHOCTN BaHKOBCKOW AeSATEesSIbHOCTU C TOYKM 3pEHNS aHasn3a BO3MOXKHOIO
BMeLlaTesIbCTBa B Hee NpPecTyrnHbIX 3JIEMEHTOB, 0 4eM HeobXxoANUMO NMETb
oT4YeT/INBOE NpefcTaBsieHne PYKOBOANTENAM N NepCcoHasly BbICOKOTEXHONOM NYHbIX
KpeAUTHbIX OpraHn3aumnn, a Takxxe nx kaneHTtam. Kak crencrtesme, BO3HUKAOT HOBbIE
cocTaBasowme TUNNYHbIX BAHKOBCKUX PUCKOB, CBA3aHHbIE C NPOTMBOMNPaBHOMN
DeATeNIbHOCTbIO, N3-3a KOTOPbIX CMELLAKTCA NX NPOUAN 1 NOBbLILWAKTCA YPOBHN.].
0o HacTynneHusa spbl LBO naHHOe ABNeHMe OTCYTCTBOBAJIO KaK TakKoBOe, XOTH,
CTPOro roBops, 3JIEMEHTbI 3TOr0 KOHTYpa CTan NoSABNATLCA B BaHKax BMecTe C
BHeLpeHNeM MepBbIX e CTPYKTYP JIOKaJIbHbIX BblYUCAUTESIbHbIX CeTel (M3HavYabHO
CTPOMBLUMXCA HA OCHOBE CEeTEBbIX CUCTEM TUMA «KJINEHT - cepBep» Mo NPoOCTbIM
CXeMaM Tuna «3Be3fa», KOTOPY COCTaBAANN LLeHTPaNbHbIN YHUBEPCAIbHbIN
KoMMbloTep 1 paboyne cTaHUMK, UCNOJSIb3yeMble ornepaumoHHbIM BaHKOBCKUM
nepcoHanom). Ansa Toro 4Tobbl obecne4ynTb ACHOCTb MocC/eaAylouero aHanamsa
YCNOXHUBLIENCHA CTPYKTYPbl BAHKOBCKUX PUCKOB, YNIOMSAHYTas CXeMa B HECKOJIbKO
N3MEeHEeHHOM BapuaHT NPUBOAUTCSA U 34echb (puc. 3.1).

Puc. 3.1. NHdopMaUMOHHLIN KOHTYP BaHKOBCKON AeAaTenbHOCTU, hopMUpyoLLMNINCA
npn ANCTaHUMOHHOM BaHKOBCKOM 0OCNYy)XMUBaHMNN

Ha npuBeneHHON cxeMe yC/I0BHO NMoKa3aHbl ABa Bxoaawmx B MKB/[ 6aHka (baHk-1 1
BaHK-2), yKpyNHEeHHasa CTPYKTypa UX JIOKaJIbHbIX Bbl4NCANTENbHbIX ceTen (JIBC) n
0aHKOBCKMX aBTOMaTU3NpPOBaHHbIX cucteM (BAC)[39 - 3aechb, K C/IOBY, MOXKHO
OTMETUTb, YTO UCMNOJIb30BaHME NOHATUA «DaHKOBCKasA aBTOMAaTM3NPOBAHHAS
cucTtemMa» B OT/IMYME OT HacTo BCTpeyvatoLwencsa B imtepatype abbpesmaTtypbl ABC
(aBTOMaTU3MpoOBaHHaa baHKOBCKasa cucTtemMa) npeacTaBaseTcs npegnovYTUTEsIbHbIM,
nMes B BUAY UMEHHO Ha3Ha4YeHne aBTOMAaTU3NPOBaHHbLIX CUCTEM B BaHKax, C y4eToM
TOro, 4TO NoHATMe «baHKOBCKas cncTtema» onpepneneHo B PegepasbHOM 3akoHe «O
baHkKax 1 6aHKOBCKOM AeATeNbHOCTU», HO MPeacTaB/iATb ee aBTOMaTU3UPOBAHHON A0
HacTosLLEero BpeMeHM 3aTPYAHUTENbHO.] C PYHKUMAMU yrnpassieHns, 06paboTku v
XpaHeHnsa faHHbIX (0603Ha4vYeHHbIX Kak CYB/[ - cuctema ynpasneHmns 6a3om gaHHbIX),



3J/IEMEHTbI CEeTEBOW 3alUUTbI, NpeacTaB/ieHHble (TOIbKO A8 NpuMepa)
BpaHOMayspaMu (CeTeBbIMU IKPaHaAMM), BUPTYasibHOE NMPOCTPaHCTBO, obpa3oBaHHOEe
cucTemMamm, KaHanamMmm n INHNAMUN CBA3K nNpoBanaepos 6aHKOB U KIMEHTOB,
COBCTBEHHO BapuaHTbl KNMeHTCKon YacTn b0 1 aBa HENPUATHLIX TUNa: Xakep
(XpOHMYECKN 3aHATbLIN MOMNbITKaMN HECaHKLUMOHUPOBaHHOro goctyna (HCO) K
0aHKOBCKMM MHOPMALMOHHBLIM pecypcaM) u Kpakep (OpueHTUPOBaHHLIN Ha
HaHeceHue yuepba opraHmsaumam nobbIM AOCTYMHbLIM Yepe3 ceTeBoe NPOCTPAHCTBO
Ccrnocobom 3a cHeT «B3JIOMa» U YHUYTOXKEHUS UX MPOrpaMMHO-NHGPOPMaLMOHHOIO
obecneyvyeHuns). Kak otmevanock, B ycnosmsax UKB BO3HMKAOT TP OCHOBHbIX HOBbIX
hakTopa pucka, o KOTopbiX Heob6xoanMMo 3HaTb PYKOBOACTBY BAaHKOB 1 Ha KOTOpble
cnenyeT NpaBU/IbHO pearnpoBaTh MOCPeACTBOM afleKBaTHOW MoAepHMU3aLUnK
npouecca ynpaBneHna 6aHKoBCKUMM puckamu (YBP):

1) BO3HMKHOBEHUNE KJIMeEHTa HOBOIrO TuNa, KOTOprIZ BO MHOInxX ciy4dasdx, He npmnxoans s
6aHK, CaM «UrpaeT poJib» onepaunoHncCTa, Nnpm 3Tom, Kak ciencreume, anas 6aHKa un
KJINEHTa BO3HWKaeT B3aMMHaA aHOHMMHOCTb, Ha 3q3(p6KTaX KOTOpOI7| OCHOBaHbI BCe
CXeMbl opraHmn3saunm CbI/IHaHCOBbIX I'IpeCTyI'IJ'IeHI/II7I N TaK Ha3blBaeMoro CbI/ILUI/IHI'a npu
NBO;

2) BO3HUKHOBEHME 3aBUCUMOCTM HaOeXHOCTN BaHKOBCKON OeATENbHOCTU OT
CTOPOHHUX OpPraHM3aunin - NPoBaNAEepPoOB Pa3HOro poaa, aBToMaTU3NPOBAHHbIE
CUCTEMbI U KaHalbl CBA3M KOTOPbIX MOFYT NCMOJIb30BaTbCA 19 peanm3aumnm
NPOTUBOMPAaBHOW AEATENbHOCTUN B OTHOLEHUN BAHKOB U UX KJIMEHTOB C HAHECEHNEM
yuwepba nx nHrtepecam;

3) BO3HNKHOBEHMe pa3Hoobpa3HbiX BO3MOXXHOCTen ansg HC K ceTeBbIM CTPYKTYpaM n
BAC 6aHKoB 3a c4yeT ocobeHHOCTEN PYHKLNOHMPOBAHMSA TaK Ha3blBA€MbIX OTKPbITbIX
CUCTEM CO CTOPOHbI KaK BHELLUHUX MPeCTYMNHbIX 3/IEMEHTOB, Tak U MHCaNOepoB B
cammx baHkax, obnagarowmx cneymanbHbIMU 3HAHUSAMUN B HaCTW OpraHu3aumm mn
dpyHKLMnoHMpoBaHus BAC.

B cnydae nencTemsa NepBoro U3 npuBeneHHbIX pakTopoB MOryT MMEeTb MeCcTOo [Ba
rf1aBHbIX HEeraTuUBHbLIX 3hdeKkTa. MNepBbln N3 HUX 3aKJ0YaeTCa B TOM, 4TO BaHK He
BCerga Mo)eT ObiTb YBEPEH B TOM, 4TO K HEMY obpallaeTCcs IernTUMHbIN,
ohuumanbHO 3aperncTPUPOBaAHHLIN, TO €CTb arpuopu N3BECTHbLIN eMY KJIMEHT. 3TO
MPONCXOOUNT U3-3a TaK Ha3blBaeMoro xuweHuns nndHocTtu (identity theft), To ecTb
NMMNTaUMWN 3/I0YMbILUNEHHUKOM OENCTBUN YNIOMSHYTOrO KJMEHTa 3a CYeT
MCNOJIb30BaHMA OAHHbLIX €ro yaaseHHON ngeHtTugukaunn. NostToMmy nepcoHany



baHkKoB cnenyeT MHMOpMMpoBaTh KINMeHToB B0 0 npnemMax, C NOMOLLbIO KOTOPbIX
MOXeT OblTb COBEpLUEHa NoAMEHa Takoro poaa, 1 0 Tex Mepax, KoTopble UM cnegyet
onepaTUBHO NMPUHUMATbL B CJlyHaax NMPOTUBOMNPABHbLIX MOMbITOK UMUTALNN UX
[EeNCTBUIN, a TakXXe 0 HOBbIX crocobax u nornbiTKax KOMNpoMeTaLnm cxem
NOATBEPXXAEHNSA UOEHTUYHOCTW yAaJIEHHbIX KJIMEHTOB. Kpome TOoro, B 0roBopax c
KJIMeHTaMn LesiecoobpasHo yKa3blBaTb, Kakue crocobbl baHk byneT ncnosb3osaTb
AN CBA3M C KJINEHTAMWN N Ha Kakue «noABOXU» KNMeHT obs3aH He pearnpoBaThb.
BTopoin adhdeKkT cBsA3aH C TeM, YTO KJIMEHT He BCerga MoXeT ObITb YBEPEH B TOM, 4TO
B3aMMOLEeNCTBYET CO «CBOUM» BAaHKOM U3-3a «yCMeLHbIX» 4eNCTBUA (ULIEepPOoB,
KOTOPbIM OH HEBOJILHO BblAAeT AaHHbIe CBOEN NnepcoHasibHOW yaanleHHOoN
noeHTNPUKaunn. 3To NPONCXOANT NPENMYLLECTBEHHO 3a CYeT NPUMEHEHNS MeTo40B
TakK Ha3blBaeMOW COLMANIbHOW UHXEHEPUN N XaKepCKMX npnemMos. JaHHble BOMpoChI
OyoyT pacCMOTpeHbl B OO4HOM M3 NocseayoLwmnx nogpasaesnos.

HencTeme BTOPOro paktopa (B 4acTu NPOTUBONPABHON AeATENbHOCTU, TEXHNYECKMe
npobnembl 34eCb HE pacCMaTPUBAOTCA) MOXKET MPOSABAATLCSA B TOM, YTO aTakKW Ha
baHKK (K, Kak crneacTeue, Ha UX KJIMEHTOB) OCYLLECTBAAITCA Yepe3 CUCTEMDI
npoBangepoB, BKAYasa NpenocTtaBsisgemMble UMn obLLeaoCTynHble KaHasbl (MMHUN)
cea3n. MNMpwn Takoro poga HaMmepeHUAxX paspabaTbiBalOTCA U MPUMEHSAIOTCSA
cneumanbHble MPOrpaMMHbIe CpeacTBa, KOTopblie A0JIKHbI HapyLwaTb paboTy
annapaTHo-nporpaMMHoro obecnevyeHnsa ssammogencTeyowmx npu 46O cTopoH (To
eCTb NepeBoANTb €ro B HelTaTHble peXuMbl paboTbl (B LLMPOKOM CMbIC/E, BKJIKOYaS
co3aaHune Bo3moxxHocTen gnsa HCL) nnm BbiBOAUTL U3 CTPoS). MNpn 3TOM camu
CUCTEeMbI MPOBaNAEpPoOB MOryT NpeBpaLlaTbCAa B UCTOYHUKN yrpo3 ana 6aHKoB, ecsn
BXOOALWME B HUX BbIHNCSINTENbHbIE CETU 3apa’katoTCsA BPeAOHOCHbIM KOAOM (B TOM
yucae nporpaMmmamMumn-eupycamm), C NOMOLLbIO Yero hopMUPYIOTCHA, B HaCTHOCTU, TakK
Ha3biBaeMble 60T-HeTbI («poBOTU3NPOBAHHbBIE» BbIYNC/INTENbHbLIE CETU),
ncnosb3lyemble ANs HapyweHnsa PYHKLNOHNPOBAHMSA BbIYUCNUTESIbHbBIX CETEN U
CcepBepoOB OpraHmM3aunin, KOTopble OKa3bliBalOTCA 0bbekTaMum ceTeBbiX aTak[40 - OTon
npobnemaTtuke baHk Poccuu nocBATUA NNCbMO OT 24.03.2014 Ne 49-T «O
pekoMeHOaunsax rno opraHusaumm npuMeHeHnsa cpeacTs 3alunTbl OT BPeAOHOCHOr o
KoOa npu ocywecTBieHnn BaHKOBCKON AeAaTenbHOCTU».]. [og NpuKpbITUEM TaKNxX
aTakK CTaJIn BCe Yalle coBepLllaTbCA (PMHAHCOBbIE NPECTYn/eHnsa NpoTnue 6GaHKOB 1 X
KJINEHTOB, B TOM YUCJie C MPOHUKHOBEHUEM U «yCUIEHNEM» aTaK Yepes3 nocpencTtso
aBTOMaTU3MPOBaHHbIX CUCTEM MPOBaNAEPOB KPEeANUTHbIX OpraHmn3auunii.

TpeTuin hakToOp MOXeET peanm3oBaTbCA B hopMe pas3IMyHbIX Yrpo3: creunasibHo
opraHmsyemble Uan CJiy4amHoO BO3HUKaloLWme cxeMbl ansg ocywectsneHns HCO (8 Tom
yucre Yyepes NHPOPMaLMOHHbIe cevyeHns, obpa3syemble NMpu CTbIKOBKE pa3SInYHbIX
aBTOMaTU3MPOBAHHbIX CUCTEM UM NOACUCTEM), CETEBbIE, BUPYCHbIE, XaKepckune



aTaku N T. M. B 3Tux cnyvyaax peyvb naeT, Kak npasuso, 0 HeJIerMTUMHOM 3aBJlafeHUN
TeMU I UHbIMU MH(POPMALNOHHBIMU aKTUBAMUN (Y4MUTbIBas, 4HTO COBpeMeHHas
DaHKOBCKasa AeATeNbHOCTb NpeBpaTuiacb NPeENMyLLECTBEHHO B MH(OPMALLMOHHYO
ONCUNMJINHY) UK O NPUKPBLITUN TakKnxX AencTeuin. Bcnepncrteue Toro 4to npu ABO
hopMUMPYIOTCA HOBbIE MH(POPMALMOHHbIE MOTOKWU, YXACI0 KOTOPbLIX MPY MacCOBOM
06CNYy>KNBAHUN MOXXET NCHNCTATLCS AECATKaMU, COTHAMU TbICAY U MUIJIMOHaMU U
KOTOpble BbIXOAAT AasieKo 3a npenenbl odncos 6aHKa, a 3TO - HEOTbEMSIEMOE
csoncTBo nwboro NKBL, CylleCTBEHHO N3MEHAITCS XapaKTEPUCTUKN TakK
Ha3blBaeMoro nepmmeTtpa 6besonacHocTn baHka. CneAcTBMEM Xe 3TOro CTaHOBUTCA
HeobX0AMMOCTb BHEOPEHMSA TaKUX CPEACTB 3alWNTbl apPXUTEKTYP BbIYHUCIINTENbHbIX
ceTen (OCHOBHbLIMM N3 KOTOPbIX ABASIOTCA MapLUpyTU3aTopbl U BpaHaMay3pbl NN NX
annapaTHO-NporpaMMHbie KOMOMHaUMKW, a TaK)XXe NPOKCU-CepBepa, - XOTSH 3TO He
eVHCTBEHHbIE CpeaCcTBa CEeTEBOM 3alUUTbI), KOTOPbIe NO3BOJIAIT N30JIMPOBaTb
yyBCTBUTEsNbHbIEe K HCI nH(OpMaUnOHHbIE CevYeHnsa B TakuX apxuTtekTypax[41 - Noa
MHPOPMALMOHHBLIMN CEYEeHNSAMN B AaHHOM CJly4ae NMoHMMAaloTCA Te MecTa B
KOMMNbIOTEPHbIX CUCTEeMaX (B TOM YnNC/ie CeTeBbIX, pacrnpenesleHHbIX), Yepes KoTopble
MOTOKW OaHHbIX NepenatTca N3 04HON CUCTEMbI UM NMOACUCTEMLI B ApYyryto, 1nbo
npeTepneBalT Kakne-nnbo npeobpasoBaHma.]. KniovyeBbiM akTOPOM HaOEXXHOCTU
dhyHKUMOHMPOBaHUA ntoboro 6aHka Npu 3TOM CTAaHOBUTCSA OCBEAOMJIEHHOCTb €ro
BbICLLEro PyKOBOLCTBa O HOBbIX MOTEHUMaIbHbIX Yrpo3ax npu OBO.

Heobxoammo oTMeTUTb, 4TO B ycnosusax B0 npobnemaTmnka ToO4YHOM NoKannsaumnm
CeYeHUn yKasaHHOro poaa peasibHO «BbIXOAUT Ha NepengHuin naaH», NOCKOJIbKY B
TaKNX MecTax BO3MOXXHO npexxae BCero HeCaHKLUMOHNPOBaHHOE BMeLlaTeNbLCTBO B
NHOPMaLIMOHHbIE MOTOKN, B 0COBEHHOCTWN NPU HENETMTUMHOM MCMNOJIb30BaHNKM NpaB
1N MOJIHOMOYMM AO0CTYMa K HAM M K annapaTHO-NporpaMmmMmHoMy obecnevyeHuto (AlO)
6aHKOB 1 NpoBanaepoB, Yepe3s KOTOPOe OHM NpoxoaAaT. Kak nokasbiBatloT
nccnenosaHus, Hambonee cepbesHble Yrpo3bl MPU 3TOM MOrYT BO3HUKATb CO CTOPOHbI
WHCaAN4epoB KpeaAUTHbIX opraHn3aumn. IHpopMaLNOHHbIE CeYeHUs, Yepes KoTopble
BO3MOXXHO Kakoe-nmbo BMewaTenbCTBO B UH(POPMaLMOHHbIE MOTOKW, FEHEpPUpyemble,
nogaep>xmnesaembole n obpabatbiBaemMble 6aHKamun, cnengyeT, MO BOSMOXXHOCTMU,
ncknoyatb U3 MKB/, a ecnm 3To oOKa3biBaeTCss HEBO3MOXXHbIM, TO X Heobxoanmo
Hanbosnee CTPOro KOHTPOINPOBATbL B COOTBETCTBUN C TaK Ha3biBa€MbIM MPUHLUMOM
yeTblpex rnas[42 - Peyb B faHHOM CJly4ae naget o ABOMHOM HE3aBUCMMOM
napassenbHoM KoHTpoe.]. NMpenoTepalieHne BO3HMKHOBEHNS NMOO0OHbLIX ce4eHun B
nobom NKBM nnun, B cnyyvae nx HensbexxHoro nossneHuns, obecnevyeHuve
BO3MOXXHOCTEN NX NOJIHOLEHHOr0 KOHTPOJI PYKOBOACTBY BaHKOB LesiecoobpasHo
npenycMaTpmBaTb, HAYMHaA elle C 3Tana NPUHATUS peLleHna 0 BHeAPEHUN TOW UK
nHonm TOb n npoekTupoBaHus/paspaboTkm peanmsytowen ee CIb. O4eBMAHO, 4TO AN
3TOoro Tpebyetcs Hanu4ne B 6aHKe COOTBETCTBYIOLLMX pacrnopsaanTesibHbIX



OOKYMEHTOB N OCYLLUeCTB/IeHNe «MPOaKTUBHOM0» aHaM3a CONYyTCTBYOLWMNX
BHeapeHuto TOb nameHeHUin B CTpyKType BaHKOBCKUX PUCKOB.

Mpwn peanunsauymm noboro n3 ynoMsaHyTbIX Bbllle haKTOPOB UM KaKon-1mbo ogHON
CBSAA3aHHOW C HUMM Yrpo3bl AEeHEXHble CpeaAcTBa, XpaHawmecs B baHke B hopme
3anucen 06 nx cymmax B ero 6azax gaHHbIX, MOryT OblTb HEJIEFTUMTUMHO U ONMepaTMBHO
rnepeBeneHbl Ha CTOPOHHKE CYETa B IJIEKTPOHHOM hopMe, 4TO OBbIYHO U MPONCXOANT
B NpoLiecce CoBepLUEHUN MOLIEHHNYECTB. lNpn 3TOM COBPEMEHHbIE BO3MOXHOCTMU
NCMNOJIb30BaHUA CETEBbIX TEXHOJIOM NN, @ TaKXXe 30HaIbHOro 1 gaxke rnobasbHOro
CeTeBoro MHPOPMaLMOHHOI0 B3aMMO4ENCTBMNSA NO3BONAT OCYLLECTBAATL NOAOOHLIE
TpaHcepbl Ha cYeTa, pacnosioXKeHHbIe NpakTU4eckn B nbon opucankumm (ropoae,
pernoHe, cTpaHe). Mo3ToMy, B YaCTHOCTU, pyKoBoACTBY 6aHKOB c/ieayeT MOMHUTb O
HeobXxoaAMMOCTWN YEeTKOro 1 NMoJIHOIro onpeaesieHns CoCTaBa TakK Ha3blBaeMOW
ceaHcoBon nHgpopmaumm (CH1), o yem byaeT ckasaHo B nmocseaHeM nogpasaene,
HaKanJMBaeMom N COXpPaHSAEMOW B Te4YEHME KaXK40oro oTAe/IbHOro ceaHca
NHPOPMALLMOHHOIO B3aMMOAENCTBUA YOANEHHOro KineHTa ¢ baHkoM, n obecneyveHuns
rapaHTUN ee COXpaHeHUs B Te4eHMe YCTaHOBJIEHHbIX CPOKOB (KOTOopble cnepyeTt
yKa3blBaTb TakK)Xe 1 B NPaBOyCTaHaB/INBAOLWMNX OOKYMEHTAaX Ha nosib3oBaHne OB0O).
Mpwn 3TOM HE06X0OMMO rapaHTUPOBATb N BO3MOXXHOCTb ONEPATUBHOIO AOCTYMa K HEN
KaK MUHUMYM MPU MHULMALUN NPpeTEH3UOHHOW paboTkl. B OCHOBY Takoro
onpeneneHns uenecoobpasHo 3aknagblBaTb MEXAHM3Mbl MOAEIMPOBAHNSA YIpo3
HageXHOCTN 6AaHKOBCKON AesATEesIbHOCTMN B YaCTX NPOTUBOAENCTBUSA BO3MOXXHOW MM,
CLeHapun Nx BO3MOXXHOI0 pa3BUTUSA, COCTaB yrpoXKaeMblX akTUBoB baHKa,
BO3MOXXHbI€ MOCNeACTBUSA peasn3aumm Taknx CueHapmeB U TOMYy NOoA0OHbIe
coobpaxkeHuns, oTHocsawmecs K npoueccy YBP[43 - K coxxaneHuto, Henb3a CKa3aTb, YTO
OMNMCaHHbIN MOAX0A A0 HAaCTOSALLEro BpeEMEHMN ABNSETCH 0O EenpUHATBLIM B
poccnmnckom 6aHKOBCKOM cekTope.].

ITa nHopMaLunsa MOXKeT BNOCNeACTBMM COCTaBUTb OCHOBY A1 NMPUHATUA peLleHnn
npu paspeLlleHnn KOHPSIMKTHBIX (CNOPHbIX) CUTYaL Ui, BO3HUKAOLWMX B Npouecce
ocywecteneHma A0 mexay 6aHKOM N KIMEeHTaMn, Win npu NpoBegeHnn
paccnenoBaHuin cny4daes MML4. Takum obpa3om, peydb naeT, No CyTU, 0 MOCTOSAHHOM
dbopMmMpoBaHUN N Nogaep>XxaHun gokasatenbHon 6a3bl B0 n obecnevyeHun ee
OpPNONYEeCcKON CUJIbl - B 3TOM 3aKJII04AIOTCA ABE rfiaBHble 3a4a4u, KOTopble noanexaTt
peLleHno NMpu opraHnsaLnm n peanmsaumm C NOMOLLbIO NHPOPMALUOHHbIX
TexHonorumm (AT) B coctaBe ®M Kak BHYTpnMOaHKOBCKOIro npouecca n onpeaeneHns
BUOOB N CcoOep)XaHUA CoCTaBasaoWwmx ero npouenyp. Npu aToM, Kak 0TMevyanochb
Bbllwe, ®M pyenecoobpasHO OpraHMU30BbIBaTb KakK BHYTPNOAHKOBCKMI NpoLecc C
3aBefloMO HBonee WMPOKNUM cofepXaHnem, Hexxesnnm 0bbI4HO MPUHATO onpenensThb,
KOTOpOe 3aBeA0MO He OrpaHMyMBanochb bbl TpeboBaHMAMN TPAaAULNOHHOIO



npotmeogencTeusa OO n ©T (MOL/PT), Ho oxBaTbiBano 6bl BClO BO3IMOXXHYO MMM, C
KOTOPOW B MepPCneKTUBEe MOryT CTOJIKHYTbCSA 6aHKK 1 X KnneHTbl BO. TeM caMbiM
MO>XHO byaeT yCTpaHUTb N HEOAHOPOOHOCTM B pacrnpeneseHnn COOTBETCTBYOLLMX
PYHKLMOHANIbHbIX POJIEN MeXAY TaKUMN CTPYKTYPHbIMKU NogpasgeneHmnamm 6aHkKos,
Kak cny>x6bl T, BHyTpeHHero koHTpons (BK), ®M, 6e3onacHoCcTU (MHpOPpMaLNOHHON
NN SKOHOMMYECKOW), moapa3aeneHnaMmn, oTBETCTBEHHbIMU 3a PaboTy C KIMEHTaMn n

T. 0.

Co BpeMeHu nepson nybnankaunm no paccMaTpmBaemMon TeMaTmnke BaHKOBCKMX
pPUCKOB, CBA3aHHbIX ¢ 1B0O[44 - NNaMmuH J1.B. AHann3 hakTopoB pUCKa, CBA3AaHHbIX C
WHTepHeT-baHKUHIoM // Pac4eTbl 1 onepaunoHHaa paboTta B KOMMepyeckoM baHKe.
2006. Ne 5. C. 52-63; Ne 6. C. 43-54; Ne 7-8. C. 37-54.], NpoLUIO y)Ke HEMAJIO BpEMEHMN,
N KOIMYeCcTBO NybamKaumm no 4aHHOW TeMaTUKe NMOCTOAHHO yBeNnYmnBaeTcs (4To
CBMAETEeNbCTBYET OQHOBPEMEHHO O «pa3pacTaHUM» paccMaTpuBaemMon npobnemHomn
obnacTtn). OaHaKo yrpo3 Hage>XXHOCTN BaHKOBCKOW AeATEe/IbHOCTUN He TOJIbKO He CTaso
MeHbLlUe, HO OHWN CTanun, Tak CKasaTb, ewe bonee N3oWpPEHHbLIMU, @ UX peanunsauyns
haxke Tonbko B nnaHe MMA B knbepnpoctpaHcTtee UKB [, no-npe>xxHemy
obycnosnmBaeTCsa npexne BCcero TakMMn pakTopamu, Kak:

- HOBM3HA TEXHOJIOMTNYECKUX N TEXHNYECKUX JO0CTUXeHun B obnactm LBO (koTopble
MOryT OKa3aTbCs CBA3aHbl C HOBbIMM KOMMNOHEHTaMN Taknx 6aHKOBCKNX PUCKOB, KakK
ornepaunoHHbIN, NMPaBoBOW, penyTaunoHHbLIN[45 - DTOT PUCK B OTE4YEeCTBEHHON
nmTepaType N3BECTEH TakXXe KakK PUCK NoTepun AenN0oBon penyTaynm, HO B 4aHHOM
KOHTEKCTE UCMOJIb3yeTCs MeXAYHapoaAHAad TEPMUHONOMNSA.], TMKBUOHOCTW
(HennaTe>xecnocobHOCTKN), CTpaTern4ecknin, a B HEKOTOPLIX CJyYasx U CTPaHOBOW);

- CJIOXKHOCTb aHa/In3a CBA3aHHbIX C pa3HoBnaHoCcTAMU B0 noTeHumManbHbIX Yrpo3,
npeobpa3yLmxcs B KOMNOHEHTbl BAHKOBCKUX PUCKOB (B TOM YMUC/1€ KOMMJIEKCHOI O
aHa/n3a, OXBaTbIBalOLLEro BCE «BUPTYasibHble BOPOTa», KOTOPble HEN30e)XXHO
«OTKpbIBaeT» baHk, nepexogawmnn Kk 4B0O);

- HegoCcTaTo4YHasa KOMMblOTEPHas (Kak, BNpoyeM, n huHaHCcoBasd, 1 NpaBoBas)
rPaMoOTHOCTb MOAABJIALEro KoJIN4YeCTBa KJIMEHTOB, KOTOPbIE OXOTHO NepexonAaT oT
TpaanuMoHHOro 6aHKOBCKOro 06cny>xmBaHusa Ha TIb 1 Nonb3yloTCA
cooTBeTcTBYOWMMN CIB, KOTOpbIE peasnn3yloT Takme TeXHOJIOrnu.



3Tu N opyrve, MeHee o4eBUOHbIE, MPUYNHbI 018 CYyLeCTBEHHOro paclunpeHmns
BO3MOXXHOCTEN OCyLecTBNeHNsA B BaHKax NpoTUBOAENCTBMSA BO3MOoxHoW MMM B
yCcnoBusax npumeHeHmna TIb byayT 6onee aeTasbHO PacCMOTPEHbI HMXKE,

MO>XHO OTMEeTUTb TakXe, 4TO Ha hoHe BCe B0JibLLero YC0XXHEHUS KOMMbIOTEPHbIX
TEXHOJIOMNN, OPUEHTUPOBAHHLIX HA BHEOMUCHOE 00Cy)KnBaHMe KMeHTOB 6aHKOB, W,
COOTBETCTBEHHO, HeobxoammMoro ansa 3Toro baHkosckoro AlO, To e camoe
NPOUCXOOUNT N C KPUMUHANIbHOW OeATEeNIbHOCTbIO, MOCKO/IbKY NpecTynHble coobuwecTsa
OXOTHO 1 BbICTPO «OCBaMBAKOT» HOBbIE /IEKTPOHHbIE BAHKOBCKME TEXHOIOMUN N
NCMONb3YIOT NX AN18 Co30aHnNA HOoBbIX BapuaHToB MN[0 B kmubepnpocTtpaHcTee. OaHUM
n3 Hanbosiee TUNNYHbLIX MPUMEPOB B NOCsefHNE roabl CTaso NCNOJIb30BaHNE B
MPOTUBOMPABHbLIX LlesIAX BapnaHTOB MOBMIBHOro BaHKUHIra, KoTopble MPUXoaAT Ha
CMEeHY TpaAnUNOHHOMY «TenedoHHOMY» BaHKOBCKOMY obcnyxuBaHuto. Bcnepcreue
3TOro BMeCcTe C HOBbIMU AOCTUXKEHNAMU B HanpaBJIeHUAX NPUMEHEHNS 3TUX
TEeXHOJIOrn pa3BMBaeTCA N CYLLLEeCTBEHHO YCJIOXKHAETCA CONyTCTBYOWas
paccMaTpuBaeMon npobnemaTuke obnacTb pacciefoBaHUSA KOMMNbIOTEPHbIX
npecTtynnaeHnn (o 4em ewe byneT rosopuTbCa B nogpasgene 3.3). B coBpeMeHHOM
MuUpe 3T hakTbl LenecoobpasHo y4nTbIBaTb PYKOBOLCTBY BbICOKOTEXHOJIOM UYHbIX
0aHKOB B paMKax opraHu3auum NnpoTmesoaencTemna BosmoxHou MMA, a Tenepsb, B
rnepByto odepenb, Npuv BHeapeHun n passutmm ABO.

OCHOBHOW aKLEHT npu 3ToM LesiecoobpasHo genaTb Ha TEX HOBbIX
crneuvann3npoBaHHbIX Npouenypax, KoTopble No3B0AAIN Bbl 3PPEKTUBHO YYNTbIBATb
BO BHYTPUOAHKOBCKUX MpoLeccax yrnpasseHUs U KOHTPOJS, BO-MepBblX, PakT
yoaneHHOCTn knmeHToB npu ABO, BO-BTOPbLIX, CNeunguky BUpTyasibHOro
MPOCTPaHCTBaA, Yepe3 KOTOPOEe OHO OCYLLEeCTBNSAETCA, B-TPeTbUX, 0COBEHHOCTM
PYHKLMOHUPOBAHNSA TaK Ha3blBaeMbIX OTKPbITbIX CUCTEM. 34€eCbh, Npexae BCero,
uenecoobpasHo paccMoTpeTb opraHm3sauunto NOL/PT, ocywecTBASIEMOro B CBA3MU C
peanusaumnen npoueccos BK 1 ®M, NoCcKosibKY 3TN 3a4a4n UMEKT LOCTAaTOYHO
npopaboTaHHYO NPaBOBY OCHOBY (MMedA B BUAY Takme OCHOBOMOJIararouwme akThbl,
Kak depnepaibHble 3aKoHbl «O NPOTUBOAENCTBUU Nleranmsaunm (OTMbIBAHUIO)
00X040B, NOJyYEeHHbIX MPeCcTYNHbIM NyTeM, U PUHAHCUPOBAHNIO TeppopusMa» (fanee
- 115-®3) n «O LUeHTpanbHOM 6aHke Poccunckonm ®epepaunn (baHke Poccun)») un
COMyTCTBYOLWME NoA3aKOHHbIE akTbI[46 - Hanpumep, MNMonoxxeHna baHka Poccuun oT
29.08.2008 Ne 321- «O nopsigke npencTtaB/ieHNs KpeguTHbIMN OpraHmn3aunsamm B
YMNOJIHOMOYEHHbIN OpraH cBegeHun, NpenycMoTpeHHbIX PefepasibHbIM 3aKOHOM “O
NPOTUBOOENCTBUN Neranmsaumnm (0OTMbIBAHNIO) 4OX0O0B, MOJIYHEHHbIX NPEeCTYMNHbIM
nyTem, n MHaHCMpoBaHuto TeppopusmMa”», oT 02.03.2012 Ne 375-I1 «O TpeboBaHmMsaX
K NpaBujliaM BHYTPEHHEro KOHTPOJA KpeaUnTHOW opraHu3aunm B Lensax
NPOTUBOLENCTBUA Neranamsaynm (OTMbIBaHUIO) JOXOL0B, NOJIyYeHHbIX MPecTyNHbIM



nyTeM, 1 GUHAHCUPOBAHUIO TeppopmaMa» 1 ap.l.

Kak cBnoeTenbCTBYIOT MaTepuanbl PUHAHCOBLIX Ppa3BeaokK, B TOM Yucrie Poccun,
pa3INyHbIX MEXAYHaPOAHbIX OpraHn3aunn, B HacTHOCTU OATD, NnpakTU4eCKn BCe
(hMHaHCOBbIE NMPeCcTYyrnJeHnsa CoOBepLUatoTCa NoCpeaCcTBOM NpoBeAeHNs onepaunn B
niaTeXHbIX CUCTeMax, B TOM Yucse TPpaHCrpaHUYHbIX. [1py 3TOM 4yeMm nyyuie nx
rnapameTpbl (CKOPOCTb, HAAEXHOCTb PYHKLMOHNPOBAHNS), TEM BbilLe, NPU
HeAOoCTaTO4YHbIX Mepax npoTtusogencTens MMO, nx ya3BMMOCTb C TOYKU 3peHUs
Bo3MoXxHocTen O1 n ®T. B cBA3M CO CKa3aHHbIM U3 YUCNa U3BECTHbIX 40
pekomMeHaaunnm ®AT® ase HenocpeACTBEHHO CBSA3aHbl C NCMOJIb30BaHUEM
TEeXHONOrM4YeCcKnx HosoBBeaeHUN (Taknx Kak T2b), a umeHHo PekoMmeHpgauun 15 n
16[47 - MexxayHapoHble CTaH4apTbl N0 NPOTUBOLENCTBUIO OTMbIBAHUIO OeHer,
PUHAHCUPOBaAHUIO Teppopm3Ma U PUHAHCUPOBAHUIO PACMPOCTPAHEHNS OPYXKNSA
MaCCOBOIro YHNYTOXeHUA / MNep. ¢ aHrn. - M.: Beye, 2012.]:

15. HoBble TexHoornum

CTpaHaM 1 (PMHAHCOBbIM y4YpexxaeHUsM HeobxoaMMo onpenensTb N OLEeHUBaTb PUCKN
OTMbIBaHUSA AeHer nin (UHaAHCUPOBaHNS TeppPOpPM3Ma, KOTOPbI€ MOryT BO3HUKHYTb B
CBS3M C @) pa3paboTKOM HOBbLIX MPOAYKTOB U HOBOW OE/I0BOW MPaKTUKW, BKOYas
MexaHW3Mbl nepenaydun, n 6) NCNOsb30BaHMEM HOBbIX WM Pa3BUBAIOLLNXCS
TEXHOJIOrM KakK A1 HOBbIX, TaK N 419 Y>Ke CyLWeCTBYLWNX NpoaAyKToB. B cnyyae
(PMHAHCOBbIX YYpeXAeHNN TaKasa OLeHKa pUCKa A0J/HKHA NPOBOOUTLCA 00 3anycka
HOBbIX NPOAYKTOB, AE€/I0BON MPAKTUKN NN UCMNOJIb30BAaHMUSA HOBbIX WA
pa3BMBaOLWLNXCA TeXHONOrMn. UM Takxe crenyeT NMpMHUMaTb COOTBETCTBYOLWME
Mepbl O/19 KOHTPOS U CHUXXEHMSA 3TUX PUCKOB.

16. DneKTpoOHHbIE NMepeBOAbl CPEeACTB

CTpaHaM Heobxoammo obecnevynTb BKAOYEHUE PUHAHCOBLIMUN YYPEX AEHNSMN
Tpebyemon n ToyHonm nHopmaumm ob oTtnpasuTene n Tpebyemonm nHdpopmaumm o
rnosiyvyaTenie B 3/IEKTPOHHbIN NepeBo U CONPoBOXAatoLme coobueHns n 1o, 4Tobbl
3Ta NHGOpPMaLKMsa CONPOBOXXAasia 3/IEKTPOHHbIN NMepeBo Uan rnepenaBaemoe
coobuleHne No BCen LienoYKe niaaTexa.



CTpaHam Heobxoanmo obecneynTb, 4ToObl PUHAHCOBbLIE YYPEXOEHUS OCYLLECTBIISAIN
MOHUTOPWHI 3/IEKTPOHHbIX NEePEBOLOB B LENSX BbIABNEHUS TE€X U3 HUX, MO KOTOPbIM
OTCyTCTBYeT TpebyeMasi nHpopMauna o6 oTnpaBuTene n (Mnn) noayvaTtene, un
NPUHUMaNM COOTBETCTBYIOLME MepbI.

CTtpaHaM Heobxoammo obecnevynTb, 4TobbI Npn 06paboTKe 3NEKTPOHHLIX NEPEBOOOB
hVHaAHCOBbIE yYpeXXaAeHNa NpeanpuHuMann 4eENCTBUSA MO 3aMopaKnBaHuMto. OHN
OOJDKHbI TaK)Xe 3anpewaTb NpoBegeHne onepaunin ¢ yCTaHOB/IEHHbIMU AULaMU U
OopraHm3aumaMm B COOTBETCTBUU C 0BA3aTenbCTBaMU, KOTOPbIe onpenesieHbl B
CooTBETCTBYOLWMX pe3onoumnax CoseTta besonacHocTm OOH...

Mpwn 3TOM OATOD akUeHTUpYyeT BHUMaHMEe Ha TOM, 4TO npu ocywiecteaeHnmn ®OM un
peannsauunun npouenyp NMNOL/PT cnenyeT nepexoAnTb OT aHasM3a OTAEJIbHbIX
hMHAHCOBbLIX ONepaunin KNNEeHTOB BaHKOB K aHaIN3y X XO03ANCTBEHHO-
SKOHOMUMYecKon gesaTesibHOCTU. OAHAKO, 3TO, KOHEYHO, ropa3fo npoLle ckas3aTb, YeM
caenaTsh.

AHanorn4yHom no3nunm npuaepxmBaeTtcsa n basenbcknin KOMMTET No BAHKOBCKOMY
Han3opy (BKBH), koTopbin B 0gHON 13 cBOUX Ny6anKaumin, nocBsLEHHbIX TakK
Ha3bIBAEMOMY 3JIEKTPOHHOMY TPaHCheEpPY AEHEXHbIX CPeACTB B HYaCTU «CKPbITbIX» WU
«NPUKpPbITLIX» NNnaTexen[48 - «Due diligence and transparency regarding cover
payment messages related to cross-border wire transfers», Basel Committee on
Banking Supervision, Bank of International Settlements (BIS), Basel, May 2009.],
OTMevaeT:

Mpw BbINOJIHEHNN TPAHCIPaHNYHbIX BAHKOBCKMX onepaunin noMmmo 6aHKa NCTOYHUKA
opaepa (originator) n 6aHka 6eHedurumnapa B npouecc nepenayn n obpaboTku
6aHKOBCKMX OaHHbIX MOTYyT BOBJIEKaTbCA Apyrune 6aHku, BbinoaHsAwWmME GyHKLNN
MoCpenHNKOB...

...KpeanTHbIM OpraHmsaynsam, NrparoLwmm posib TakKux NOCpeaHNKOB, HE3aBUCUMO OT
nx pucankunm, cnepgyet cobnogaTte TpeboBaHUA, NpeabsaBgeMble K OCHOBHbIM
yYaCTHMKaM TpaHCrpaHN4YHbiXx 6aHKOBCKMX onepaunn (MCTOYHNKY 1 beHedunynapy),
BKJ1OHas onpeneneHnsd, cogepxxawmecsa B «CneumasbHblXx PekomeHgaumsax Vii» OATO
(SR VII), ocobeHHO B yC/I0BUAX, CHMXKAOLWKMX Npo3payvyHOCTb (transparency)
BbINOJIHAEMbIX onepaunn (Hanpumep, 4epes S. W. I. F. T.)».



Tak>xe nogvyepknBaeTca:

HenocTtaTok uHdopMaumm 06 ncTouYHMKax n beHedurumnapax nepeBonoB AeHEXHbIX
CpeacTB MOXET NpensTCTBOBaTb OaHKy-NoCpeaHNKY TOYHO OLLEHUTb PUCKMU,
aCCoLMNpPYEMbIE C KOPPECMOHAEHTCKUMM N KJIMPUHIOBbIMUK onepauunsMn. Takon 6aHk
HEe CMOXXEeT COMOCTaBUTb AaHHbIE C MpU3Hakamu, Tpebyowmmm 610KMPoBaTb NN
3aep>XaTb onepaunn 1mbo «3aMopo3nNTb» aKTUBbI €e Y4aCTHUKOB. <...>

...MoBbILWEHNE NPO3PAYHOCTM MJATEXHbIX ONepaLnii 3aBUCUT HE TOJIbKO OT
CTaHAapToOB Nepenayn AaHHbIX, HO 1 OT pabo4vux npouenyp 6aHKOB, BOBJIEKAEMbIX B
nx o06paboTKy, OT YEero 3aBUCUT HAZAEXXHOCTb U KAaYeCcTBO (PYHKLIMOHMPOBAHUS
NAaTEXHON CUCTEMBI.

OpnHom n3 Hanbonee HenNpUATHLIX A519 BaHKOB 0COBEHHOCTbLIO peanm3aumnn ABYX
cBs3aHHbIX ¢ B0 3¢hhekToB B3aUMHON aHOHUMHOCTU ABAAETCA TO, 4TO 6aHKK MOryT
OKa3aTbCA He3aMeTHO ANna cebsa BoBnedeHbl B Ty nauv nHyto MNMa, 41o moxeT
HeraTMBHO CKa3aTbCHA Ha UX OTHOLUEHUAX U C FroCyaapCTBOM, U CO CBOMMU KJINEHTaMu
(Tem caMbIM NOBLILLAKTCA YPOBHM NPABOBOro 1 penyTauMoHHOIO PUCKOB).
PYKOBOACTBY 3TUX y4YpexxaeHUi uenecoobpa3Ho NOMHUTb O MNOC/eACTBUSAX TaKOro
pofa, NOCKOJIbKY, Kak byaeT noka3aHo fanee, passBuTue CUTyauumu rnpu nposeneHnmn
paccnenosaHun MM MOXeT HEFaTUBHO CKa3aTbCs Ha X UMUAXe, a ecnm 6aHKK
[EeNCTBUTESIbHO OKa)KyTCcs 060CHOBAaHHO 0OBMHEHHbLIMU B HE3AaKOHHON AeATeNbHOCT!,
TO 3TO MOXXeT nosJsieYyb 3a cO6OM OT3bIB JINLEH3NN Ha OCyLecTBIeHNne BaHKOBCKUX
onepaumnmn (4To, K COXKaJieHUo, 0ABHO Y)XKe He pefKOCTb).

Mpwn coBepLieHUN TpaHCHEPOB AEHEXKHbIX CPeACTB B 3J1IEKTPOHHON hopme
BUPTYyasZibHOE NPOCTPAHCTBO MNO3BOJISET CKPbIBATb KakK UX MHULMATOPOB, TaK U
beHedpMLNaAPOB y>Ke NP CaMOM HE3HAYUTENIbHOM YUC/Ie areHTOB CETEBOr0
«(PMHAHCOBO-UHMOPMALMOHHOIr0» B3aumMoaencTeus. Npn TUNOBLIX TPex3TanHbIX
cxemax O[l («pa3MelleHne - paccyioeHne - HTerpaymnsa») ¢ ydactTmeM MHOXKeCTBa
MPOMEXYTOYHbIX (MOACTABHbIX) areHTOB, «MepekavynBalLnX» AeHEeXHble CpeacTBa
Mexxay CBOMMU BaHKOBCKUMU cHeTaMu, A1 BbISBJIEHNS 3TOro0 B3auMMo4encTBus
TpebyeTca HaM4nme [OCTATOYHO CNOXKHbLIX aHAJIMTUYECKMX aNrOPUTMOB, KakK N AN
obHapyXeHunsa NobbIX COMHUTENbHbIX Onepaunin. A NOCKONbKY cxeMbl O[]
MOAEPHU3UPYIOTCA, TO 1 anropnTmbl ®M [0KHbI CTAHOBUTLCA BCe Bonee C/I0XKHbIMU,
TOYHO TakK e, KakK N ero MHopMaLMoHHas OCHOBa N KpuTepuanbHasa 6a3a.



B npocTenwem n TMNM4YHOM BapuaHTe Ha nepsoM 3Tane Ol oeHexXHble CcpencTBa,
NnoJsly4eHHble HEeNEernTUMHbBIM NyTeM, «BObpacbiBalOTCSA» B PUHAHCOBYO CUCTEMY, KaK
npaBwio, Yepes crneunasnbHO co3faBaeMble NOoACTaBHbIe PUPMbI, KOTOpble
XapaKTepunsyTCa KaK MUHUMAJIbHbIM KannTasioM, TakK U TeM, YTO CYLLeCTBYIOT
BeCbMa HeNpoLo/IKNTEsIbHOE BPeMS, NocJsie Yero BbIMOJIHAETCA COBOKYMHOCTb
MPOBOOOK, «HE NMMEILLNX ABHOMO SKOHOMUYECKOro CMbIC/1a». 3TO NepeBoabl CO CHETOB
IOPNONYECKUX NINL, KPYMHbBIX OEHEXHbIX CYMM, «pacrbl/iseMbIX» M0 KapTOYHbIM CcHeTaM
pm3nyecknx nuy, (Tak HasbiBaeMbIX OPOMMepoB), C ornepaTUBHbIM UX NOJyHYEHNEM UNN
CHATUEeM 4Yepes baHkoMaTbl. OT 6aHKOB, He Xenawwmnx noanacTb Nog NOA03peHNE B
Coy4acTUM UM B OpraHm3aumnm NnpecTynHblX PUHAHCOBbLIX CXeM, Mpu 3ToM TpebyeTcs
BO3MOXXHO 6onee TwaTenbHoe cnegoBaHue NPUHUKMY, MOCTOSAHHO
nponaraHampyemomMmy BKBH, - «3Han cBoero knaneHTa» (3CK, 3a pybexxom: KYC - Know
Your Client). B To >xe BpeMsl Npn NCMNosib30BaHUN COBpeMeHHbIX cxeM O[] n MmaccoBoM
NB0 3T0 CTaHOBUTCA 3aTPYAHUTENIbHO, @ MO3TOMYy be3ornaagHoe cTpemsieHne Kakoro-
nnb6o 6aHKa 3axBaTUTb 3HAYUTESNIbHYIO YaCTb pbiHKa ABO BNoNHE MOXET OKa3aTbhCH
He0BOCHOBAHHbLIM C TOYKW 3pEeHUsA A0CTaTOYHOCTU pecypcHon Ba3bl Takoro 6baHka B
niaaHe peannsaunm Heobxoammelx (AOBOJILHO CJIOXKHbLIX) Npouenyp B cocTaBe
npouecca ®M n KOHTPONA Haf XO39NCTBEHHO-OKOHOMNYECKOW AeATEeNbHOCTbIO
60/1bLLIOro YMncaa KJANEHTOB B LLesIoM (4TO cneumanbHO oTMevyanocb PATD).

Ha BTOpoM 3Tane geHeXHble cpencTBa, Kak NpaBuso, pasgenseMblie Ha 4acTu,
npoBoasATCA 4Yepes pag 6aHKOB C NCMOJSIb30BaHUEM AUCTAHLUMOHHOIO yrnpaB/eHuns
cYeTaMM, 4YTO MO3BOJISIET CEPbE3HO 3aTPYAHUTb OTCNEXMNBAHUE TPAH3AKUNN U
npngaTb aHOHMMHOCTbL MpouenypamM nepesoga AeHEXHbIX CpeacTB (B TOM 4Yucse 3a
CYeT NoACTaBHbIX MPOMEXYTOYHbIX areHTOB (PMHAHCOBbLIX onepauuin). MNpu aTom
Hepeako 3a4enCTBYOTCA OPLLUOPHbIE 30HbI M BAPMAHTblI TEXHOJIOMMN UHTEPHET-
OaHKMHra, B KOTOPbIX MOFYT BbiTb CKOHLEHTPUPOBaHbI COTHN BaHKOB (BKJItOYasa Tak
Ha3blBaeMble DyMa)KHble U NycTble BaHKK, GUrypupyowme NCKIIYUTENILHO B
3/IeEKTPOHHOM TpaHCcgepe), a TakXKe CTOPOHHME aHOHUMHbIE NPOKCU-CeEpBEpPA, HE
Mno3BoJdoLME onpenenTb MecTonoslIoXKeHne y4aCcTHUMKOB MH(POPMaLMOHHOI O
B3aMMOOEeNCTBUS.

[Ns BbIABEHNA TaKUX CUTyaUUn N NpuaaHnus onepaymam ctatyca COMHUTENbHbIX
WAN ONS 0TKas3a OT BbINOJIHEHUA COOTBETCTBYOLLMX onepaunn 6aHkam HeobxooMmo
pa3pabaTbiBaTb U BHEAPATb COOTBETCTBYIOLLNE aHANNTMYECKMe npoueaypbl (06 3Tom
elwe byneT roBopuUTbCH HUXKeE).

Ha TpeTbeM 3Tane OeHe)XHble CpeacTBa, KOTOpble MOryT C MOMOLLbO yOaeHHOro
ynpaBaeHUs MPONTN MHOIO LIMKJI0B NEPEMELLEHNIA MeX Ay pucankumaMmmn, baHkamm v



cyeTamm 60nbLIOro KoM4ecTBa GMpM, B 3aBepLueHue npouecca Of,
KOHLEeHTPUPYIOTCH Ha cH4eTaX BMNOJIHE IErUTUMHO CYLLECTBYIOLWMNX N OENCTBYIOLLNX
IOPUANYECKUX NN Pun3ndecknx nud. MNMpm aTom 060CHOBaAHMSA ONS TPaH3aKLUA MOTyT
OKa3aTbCHA NPOU3BOJIbHLIMU U HUKAK He CBA3aHHbIMU C NpeabloyLWwmnMn TpaH3akunsamMm
(BKBH, KcTaTn, genaet ocobbin akKUEHT Ha MOJIHOTE MH(OPMaL MK, CONPOBOXKAAtOLLEN
rnepeBoabl AEHEXXHbIX CPeAcTB, KOrga paccMaTpuBaeT LernoYe4yHble onepaunn).
Mo3ToMy BO3HUKaeT NOTPebHOCTb B COBEPLUEHCTBOBAHUN aHAINTUYECKNX METOA0B,
npuMmeHseMbix B npouecce ®M, ocobeHHO B Lensax BbiaBNeHNA 6aHKaMm CBA3aHHbIX
KJINEHTOB M TpaH3aKuuin Ha Ba3e Tak Ha3biBaemMoro 3oheKTUBHOIO FPyrnnoBOro
noaoxonal49 - “Consolidated KYC Risk Management”, Basel Committee on Banking
Supervision, Basel, BIS, Oct. 2004.] (nmesa B BuAy B TOM YUCSE, 4TO OTAEJbHbIE
KJINEHTbI UM CBA3aHHbIE OBLWLVMN NMHTEepecaMmn rpynnbl KIIMEHTOB MOryT
OCYyLLeCTBNATb (pMHAHCOBLIE OrnepaLnn Yepes pasHble nogpasneneHns - puamansl,
OONONHUTENbHbIE OPUCHLI N NP. - OOHUX N TeX e baHKoB). BchneacTemne aToro
nponaraHanpyeTcsa TpeboBaHMe HaNNYnUa eAUHON NOJINTUKK PaboTbl C KIMEHTAMM B
rPynnoBOn CTPYKTYpe.

Kak yka3biBaeT BKBH, baHkaM criegyeT pyKOBOACTBOBATbLCA OCHOBHbIMU
MOJIOXKEHMAMU, CMOCOBCTBYOWNUMUN SPheKTnBHOMN peanmsaunmn OM:

Heobxoanmo paspaboTaTb NOAUTUKY N Npoueanypbl UOAEHTUMOUKALNN, MOHUTOPUHIa U
CHW>XXeHWNs penyTauMoHHOro, ornepaunoHHOro, NpaBoBOro PNUCKOB N pUCKa
KoHUeHTpaunn[50 - JaHHbIN BUA pUCKa B LUTUPyeMon paboTe He NoACHAETCS, HO 13
KOHTEKCTa MO>XXHO MOHATb, 4TO peyb NAeT O CBA3aHHbIX ornepauunsx, CopepLlaeMblxX
nnmbo 0O AHUM KJINEHTOM 4Yepes3 pa3Hble hunuansl 6aHka, MMbO rpynnon cBA3aHHbIX
KaKMMnN-nnbo oTHoWeEHUaMN nuy,.].

NMonnTmka n Nnpoueanypbl Ha YPOBHE UINANOB N AOYEPHUX OPraHM3aLniA OOJIKHbI
6bITb COrnacoBaHbl C FPYNMNOBbIMA CTaHAAPTaMM «3HAN CBOEro KJANEHTa» U
obecrneymBaTb UX NOOOEPXKKY.

Mooxonbl K MAEHTUDMKALNK KIMeHTa A0J/KHbl ObiTb ChOPMUPOBAHbLI Ha OCHOBE
BO3MOXKHbIX COMYTCTBYOLMX PUCKOB.

Mexxay roNoBHbIM OPUCOM U hnuananamm AO/HKHO BbITb Hana>eHo Takoe
WH(OPMaLMOHHOE B3auMoaencTemne, 4Tobbl Hbisia BO3MOXHOCTbL Nosy4aTb
MHOPMaLMIO O PUCKOBAHHbIX KJINEHTaxX A1 yrpaBsieHUsA NPaBOBbIM U



penytTaunMoHHbIM PUCKaMN.

HensbeXXHOCTb YC/I0XKHEHUSA anropnTtmoB ®M BuAHaA Tak>Xe U3 cogep>XaHus
HOPMaTUBHbLIX N APYrux AOKyMeHToB baHka Poccumn, koTopble NpoaosiXKatoT
pa3pabaTbiBaTbCA N MPUHUMATLCSA CO BpeMeHM NPUHATMA 3akoHa Ne 115-P3. Mo
COCTOSIHMIO Ha nocnegHee BpeMsa 6aHKaM Npu opraHm3aunm n onpegesieHnn
coaep>XaHnga BHyTpmbaHKOBCKOro npouecca ®M (n BK B cooTBeTCTBYOWEN HaCTW)
ynobHee BCero opmeHTUpoBaTbCA Ha NMCbMO baHka Poccum oT 04.09.2013 Ne 172-T
«O NprMopUTETHBIX Mepax NMpu ocyLecTBeHn BaHKOBCKOro Haa3opa», B KOTOPOM
OMMUCbIBAOTCA TaK Ha3blBaeMble KpUTEPUN ornpenesieHns nNpmM3Hakos BbICOKOMN
BOBJIEYEHHOCTUN KPEeOUTHON OpraHu3aunm B NpoBefeHne COMHUTEsIbHbIX Be3HaNnYHbIX
N (MNK) HaNWYHbBIX onepaunin (Tam Xe NnpuBedeH u rnepevyeHb JOKYMeHTOB baHka
Poccuun ona uenen Kkeanupukaunum onepaumn B Ka4eCcTse COMHUTENbHbIX). [TosToMy
baHkaM TpebyeTcsa pa3paboTka Bce 6onee cneunann3vpoBaHHbIX U AeTasbHbIX
aHannTmyeckmx npouenyp ®M (B untepecax NOL/OT) ona naeHTUOUKaLNN
YKa3aHHbIX JINL, KOHTPOJIA U COMNOCTaBJ/IEHUSA LaHHbIX, OCYLLEeCTB/SAeMbIX B
COOTBETCTBUU C UX opAepamMun. TO e caMmoe OTHOCUTCSH U K Creumanm3npoBaHHOMY
NMpPOrpamMMHo-nHpopMaunoHHomy obecnedveHuio (MNO) npouecca ®M, byHKLNN
KOTOPOro AOJIXKHbl COOTBETCTBOBaTb TpeboBaHUAM, YCTAaHOBIEHHbIM
3aKoHoOaTesIbHbIMU U NMOA3aKOHHBLIMU aKTaMu.

Ecnn pokasaTenbCTBO y4acTmsa 6aHKa B Kakux-nmbo onepaumsax, CBA3aHHbIX C
OTMbIBaHNEM JeHer Win (puHaHCUpOBaHMEM Teppopu3Ma, KapaeTcsa B COOTBETCTBUN C
henepanbHbIMN 3aKOHaMU 1 NOA3aKOHHbIMY aKTaMuN, TO HaKa3aHue 3a apyrue snabl
MNAL naneko He Bcerga «HaxoOuT CBOUX repoes». PaccnenoBaHme n gokasaTesbCTBO
npecTynjieHnin, coBepLlaeMbiX B KNbepnpocTpaHCTBE, CTasio B NocaegHmne Tpu
ODEeCATUNEeTNA HAaCTOIbKO aKTyaJibHbIM, YTO 3a pybexxom faBHO y>Xe opraHmM3oBaHa
noAroToBKa COTPYLHUKOB (PMHAHCOBbLIX OpraHM3aumm no crneumaibHOCTH
«CepTUPUUNPOBAHHBIN MHCNEKTOP No MmoweHHnYyecTBam»[51 - Certified Fraud
Examiner.]. B 3agayn cneunanncTos, NPoOXoasLwmx NOAroTOBKY TakKoro poaa, BXoasT
npexxne Bcero: npegoTBpalleHme u (Mnun) npeagynpexaeHne MoweHHNYeCTs,
ocobeHHO KopnopaTUBHbLIX, MPOBeAEeHNE paccnenoBaHUn NPecTynieHnin (Ha4nHasa
obecrneyeHnsa coxpaHeHNs ynK, BKIKOYas KOMMNbIOTEPHbIE YCTPOWCTBA U AaHHbIe,
XPaHNMble B 3/IeKTPOHHOW (popMe), B3aUMOLEeNCTBMNE C NPABOOXPaHUTESIbHbIMU
opraHamMu n ydyacTtue B cynebHbix pa3bupaTtenbCTBax U rnpoLeccax B kKayecTse
3KCMNEepTOB; KPpOME TOro, OHWU MOTYT Y4aCTBOBATb Tak>Xe B peanmn3aunm oTaesbHbIX
dyHKLUMIN B COCTaBe npoueccoB obecneyeHmns nHpopmaumnoHHonm 6esonacHoctn (ONB),
®M un BK B CBOMX opraHmsaumnsax (MOCTOAHHO UK Ha OCHOBE NpuBIeYEHUS).



Kak oTMe4yaeTcs B O4HOW U3 NOMYJAPHbIX KHUI MO NPOTUBOAENCTBUIO
MOLLUEeHHNU4YeCcTBaM, «COBepLUeHVe KopnopaTUBHONroO MolWeHHNYeCcTBa BCerga cBsa3aHo C
rnocsraTesibCTBOM Ha aKTMBbI KOpropauun n nx xuuweHunem»[52 - Kosacud . J1.
MpoTmnBoOoencTBME MoWweHHMNYecTBY. Kak pa3paboTaTb U peannsoBaTb NporpamMmmy
MeponpuaTun. - M.: Mapoceinka, 2010.]. Mpn 3ToM HEOBXO0ANMO Y4NTbIBATb TOT
MPUHUMNNANLHO BaXXHbIN PAKT, 4TO YNOMAHYTbIE aKTMUBbI TENEpPb -
npPenmMyLecTBEHHO «MH(OPMaLUNOHHbIE», @ C/lefoBaTesIbHO, MeTo4bl U CpenCcTBa UX
3alNTbl OKa3bliBalOTCA NPAMO CBA3aHbl ¢ npoueccamm OB, ®M n BK B baHkax. be3s
COMHeHUns, 6aHKOBCKOE Aes10 TakXXe NMpeBpaTngIoCb BO MHOIFOM B «MH(POPMaLMOHHYO
ONCUNMTNHY ».

Kak oTMevyaeTcs B 04HON 13 MOMYJSPHbIX KHUT MO TaK Ha3blIBaeMOMY
kKnbepnpasocyguto (unn, nHave, knbepcnencteuto)[53 - No maTepranam KHUrm A.J.
Marcella, Jr., D. Menendez “Cyber Forensics”, 2nd ed., Auerbach Publications, Taylor &
Francis Group, Boca Raton, FL, USA, 2008.]:

PUCKN, C KOTOPbIMU CTaJIKUBAETCS PYKOBOACTBO KPeAUTHbIX OpraHn3auunin, no Mepe
YCJNI0OXKHEHUS TEXHOJIOT NI TOJIbKO MOBbILWATCSA. JInua, CKOHHbIE K
350ynoTpebneHnamM TexHonornamMm, obHapy>XMBatT, YTO UX BO3MOXXHOCTU B 3TOM
nJjaHe paclnpsaTCS, TOrga Kak BO3SMOXKHOCTU PYKOBOACTBA MO yAEPXXaHUIO UX OT
3TOro CTAaHOBATCS 3KCNOHEHUWanbHo Bbonee NpobnemMaTUYHbIMK U OrPaHNYEHHbIMN. ..

B XXI| Beke HM oQHa opraHm3aumns He MoXKeT 3abbiBaTb 0 BO3MOXXHOCTMU
BO3HUKHOBEHUS NOTPEOBHOCTU B BbICOKOKBaNNPULUMNPOBAHHOM crieumanncte B obnactu
KnbepnpaBoCyons, HE3aBUCUMO OT BKJIIOYEHUSA €ro B MepcoHan Uan npurialleHuns co
CTOpPOHbI. [Mpn 3TOM aKTyasiIbHbIM ABASETCA BONPOC HEe «ecsn» noTpebyeTcs, a
«KOorga»...

HeobxoanMoCTb HaNNM4Yns akTyasibHOW NporpamMmbl kubepnpasocyamns, obecnevyeHHON
MOArOTOBJIEHHLIM MEPCOHANIOM C KBannpukaumen cepTnnumpoBaHHOro MHCNEKTopa
No MOLUEHHNYECTBY 1 TpebyeMbiMn pabo4ynmum npouenypaMmn gns NnpoBeaeHns
cny>kebHbIX paccnenoBaHU, A0JI>KHA MOJIHOCTbI OCO3HAaBaTbCA.

B bopmMumpyemMbix HOBbIMU MHPOPMALMOHHBIMU TEXHOJIOMMAMUN YCII0BUAX
«3NIEKTPOHHOMN>» (PUHAHCOBON M, B YaCTHOCTWN, BAHKOBCKOM AeATeNbHOCTH
knbepmolLueHHMYeCcTBa CTaHOBATCSA BCe 6onee npmBriekaTesIbHbIMU, TakK KakK
NPecTYNHUK «MOXEeT CKPbIBAaTbCA» 3@ KMOepnpoCTpaHCTBOM N NCMNOJIb30BaTb A4



CoBepLEeHNsa NpecTynaeHns crneumpurnyeckme TEXHONOMNnN: CeTeBble, XakepcKue,
LUMNMOHCKNE, TPOSHCKME U T. M., @ TakKXe NMPUKpbITUA B (popMe ceTeBbIX aTak,
hanbcnpmKaunm MmapLpyTHom nHgpopmauum (K npumepy, IP-agpecos npun 460 B
BapuaHTe nHTepHeT-6aHKMHIra u Ap.), paBHO Kak 1 pa3Hoobpa3Hble NpueMbl, KOTOpble
MO3BONAIOT CKPbIBaTb MHULMATOPA MOLLIEHHNYeCTBa, ero beHednumnapos nam xxe camu
haKTbl MOLLIEHHMYECTBa (Korga npukpbiTue cpabaTtbiBaeT). NMpakTnyeckn sce
noaxonbl Takoro poaa 6as3mpyoTcsa Ha 0AHON OCHOBE - COMETaHUN TEeX UM NHbIX
cnocoboB HC[] K aTakyemMbIM pecypcaM n BAC KpeauTHbIX OpraHmn3aunin, a Takxe
annapaTHO-NPOrpaMMHbIM CpeacTBaM UX yAaNleHHbIX KJIMEHTOB (B TOM Yucse vyepes
AaBTOMaTU3MPOBaHHbIE CUCTEMbl MPOBaNLEpPOB).

Hago oTMeTuTb, 4TO Ntoboe MoWweHHNYECTBO, peasindyeMoe Yyepes TOT UIN UHON
cnocob HC/, cBA3aHO C YNMOMMHABLUMMCS BblLLE «XULLEHNEM JINYHOCTU», TO €CTb C
npuaaHWeM BUOAMMOCTUN NErMTUMHOCTM obpaleHns K KakuM-nmbo nHpopMaLMoOHHbIM
aKTMBaM 1 onepauunsam ¢ HUMn. 13 aToro cnepyeT, 4TO OCHOBHOE BHUMaHMe npwu
NCMNoJsib30BaHUK NOObIX COBPEMEHHbIX (DOPM MIaTeXeEN U pacHeToB cnefyeT yaensaTb
crnocobam 1 cpencTBam NOATBEPKOEHUSA UAEHTUYHOCTW NOJMIb30BaTesN KOHKPETHbIX
MHGPOPMaALMOHHO-NPOLLECCUHIOBbLIX PECYPCOB 1 NMPAaBOMEPHOCTUN UCMNOJIb30BaHUA TeX
NN NHBIX NOJIHOMOYMW A0CTYyMNa K MHPOPMaLMOHHO-NPOLECCUHIOBLIM pecypcaM[54 -
Mpwn Hanbonee obwemM Noaxone NOHATUE «MNOJIb30BaTE/Ib» OXBaTbIBAeT BCEX
ydacTHMKoOB MIKB[l Kak B baHKe, Tak U BHe ero, To eCTb 1 0NepaLNoOHNCTOB, U
onepaTopoB, N aAMUHNCTPATOPOB (CUCTEMHbIX, CeTeBbIX, 6a3 AaHHbIX,
MHopMaLmMoHHOW 6e3onacHOCTM N T. N.), a Takxe kaneHToB [650.]. B cBol o4vepens,
CaMO BO3HMKHOBeEHMEe BO3MOXHocTen HCJ, Bcerga obycnoBneHo HegoCcTaTKaMun B
YCTaQHOBJIEHUN OrpPpaHNYEHUN Ha PU3NYECKUN U norn4ecknin goctyn K Ao un
MH(OPMaLIMOHHBLIM pecypcaM OopraHm3aumnmn, 4To, B CBOIO o4Yepenb, CBUAETesNIbCTBYET,
KakK nNpaBnJio, 0 HEMOJIHOTE NpoBefeHUA NPUEMO-COATOYHbIX NCMNbITAaHUN KOHKPETHbIX
aBToOMaTU3NpoBaHHbIX cnctembl (BAC nnm C3b6). Takad HenoaIHOTa NpPU NOCTPOEHUN
NIOTNKN paccy>XaeHnm B obpaTHOM nopagke CBUAETENbCTBYET O HaMYnK
HeOOoCTaTKOB B NporpaMMax, MeTogmkax, akTax U NpoToKoJ1laX NpoBeaeHUs 3TUX
NCNbITAHWUW, @ 3HAYUT, O HEAOMOHUMAHNUN PYKOBOACTBOM 6aHKa 3HA4YMMOCTU MOJIHOIO
noaTeepXxaeHuns 3aasseHHbix cBoncTB BAC u (nnn) C3b. Jlornyeckas
nocnenoBaTeslbHOCTbL obecnevyeHUs NernTMMHOCTM NpaB U NOJIHOMOYUIA [OCTYyNa K
4yBCTBUTE/IbHBIM MH(OPMALNOHHO-MPOLLECCUHIOBbLIM pecypcaMm, C U3BECTHON f0Jen
YCJIOBHOCTM NOKa3aHa Ha pUCyHKe 3.2, CKOMNOHOBAaHHOM Ha OCHOBE KapuKaTypbl,
XOpPOLLO OTpaXkarLen CyTb AaHHON NnpobneMaTukn. TeM caMbiM OTparKaeTCs TakxKe
TecHas 1 Hepas3pbiBHasA CBA3b npouenyp ynpasieHns pacnpeneseHnem npas u
MOJIHOMO4YUI [OCTYMNa K MHPOPMALMOHHO-MPOLLECCUHIOBbIM pecypcaM baHKa
(BKtOYasa puanansl, 4ONOJHUTESIbHbIE OPUCHI N NP.) N KOHTPOA HaZd HUMN.



Puc. 3.2. Mpumep npobnemMaTuKn pasrpaHMY4eHmns rnpas U NOJHOMOYUA AOCTyNa B
YCNIOBUSIX MPUMEHEHNS TEXHOJIOMUIA 3NEKTPOHHOI0 BaHKMHIa

CnepyeT OoTMETUTb, YTO HeEpeaKo HabnogaemMoe B KpeANTHbIX OpraHn3aumnsax, npexxae
Bcero 6aHKax, »xenaHne pyKkoBoACTBa «CIKOHOMUTb» Ha TaK Ha3blBaeMbIX
He3apabaTbiBalOWMX NoApa3aeneHnsax, K YNCNY KOTOPbIX, KaK NCTOPUYECKU
C/I0XKMN0Cb, OTHOCATCA noapasgeneHnsa UT, OB, BK, ®M, YBP v pag apyrux,
rapaHTMPOBaHHO NPUBOAUT K HeAoCTaTKaM B obecnevyeHnmn HaneXxHoCTu BaHKOBCKOMN
nestenbHoCcTU. CNneacTBUAMN TaKOWM «IKOHOMUU» YaCTO OKa3blBaeTCs HEXBaATKa
BbICOKOKBaIM(PULIMPOBAHHOIO NepcoHana, Heobxoanmoro oas NpPaBuIbHON n
HaOe>XXHOoW opraHn3aunm aBToMaTU3MPOBaHHOW BAaHKOBCKOW AEATENbLHOCTU, NN
HeOonycTuMas KOHUEHTpauns nosHOMO4YMn, B 0CO6EHHOCTN 3TO KacaeTcs
COBMeELLEHNS B OAHUX pYKaxX (PyHKLNN aAMUHUCTPUPOBAHUA: CUCTEMHOI0, CETEBOrO,
6a3 gaHHbIX, NHpopMauUnoHHON 6e3onacHoCTK 1 T. N. CMTyauus, B KOTOPON OA4NH
4YesioBEK COBMeELLaeT HECKOJIbKO (DYHKLUW, KOTOPbIE B COOTBETCTBMM C NpaBuiaMu
3[1paBOro cMbiCsa (B OTCYTCTBME COOTBETCTBYIOWMX HOPMATUBHbLIX MPaBOBbIX aKTOB)
OOJ/KHbI 6bITb pa3aeneHbl, Kak 3TO CHMTaeTCa HeoBX0ANMbBIM C TOYKN 3PEHUS
obecne4vyeHuns rapaHTUM HEBO3MOXXHOCTU HCJ] BbICOKOIr0 YPOBHS, MOXXET OKa3aTbCS
CBSI3aHHOW C yrpo3amMu gnas 6e30nacHoOCTM MHPOPMAaLMOHHbBIX aKTUBOB OpraHu3auunu,
TaK Kak Npu 3TOM 3aBe0MO He BbINOJIHAETCA YNOMUHABLUNNCS NPUHLMNM «4eTbipex
rnas». B aToMm csiy4dae Te uam nHble COTPYOAHUKN, C OAHOW CTOPOHbLI, MoJayYatoT
Hanbosiee NosiHblE MpPaBa U NOJIHOMOYMA AOCTYNa K TaKMM pecypcaMm, a C Apyromn
CTOPOHbI, OKa3bIBAOTCHA PaKTUYECKUN HEMOOKOHTPOJIbHbIMU.

Kak oTMe4aeT B CBOEN OpPUTrNHANIbHOW KHUIMe 0aNH U3BEeCTHbIN B npolusioMm B CLLA
MOLUEHHMK: «Ba>XHO MOMHUTb: eCcnn ons noaen HeBOJIbHO CO34al0TCA YC/I0BUSA, YTOObI
OHW BOpOBasn, oOHM ByayT 3TO AenaTb!», BCeACTBME Yero NocTyampyeTcs, 4To
«JloBepune - XxopoLwlo, HO KOHTPOb - ny4dwe!»[55 - AburHenn @.Y. NMNonman ero, ecam
CMOXXellb, WA oH nonmaeT Tebs. - M.: MNMokoneHune, 2007.]. IaHHbIN aBTOpP 3HAET, 4TO
rOBOPUT, KOrAa 3asBASgeT B 3TOW KHUre, 4To «ABCONIOTHON HAAEXHOCTU He
cywecTteyeT» N 4To «ObMaH He NpekpallaeTca HUKOrga», - NpPoBeas 3a peweTKoun
HECKOJIbKO N1eT 3a MaxmHauum ¢ 4yekamm, baHKOMaTHbIe MOLLEHHNYECTBA U NPOYYI0
NPOTUBOMPABHYIO AeATeNIbHOCTb, OH MO 0CBOOOXXAEHNN OTKPbINT KOHCY/IbTaLlMOHHYO
rpMy NO opraHm3aunm NPoTUBOLAENCTBUIO KOPMNOPATUBHBLIM N OPYIrUM
MOLUEHHMYeCTBaM N Hanmcan ynoMaHyTYH B CCblJIKE KHUTY. B Hen, noMmnMmo npoyero,
OH NPUBOAMUT Takue JaHHble COLMOIONMYEeCKOro onpoca, KOTopbIM OblsIN OXBaYeHbl



COTPYAHUKN HECKOJIbKMX COTEH CEBEPOaMEPUKAHCKUX KOMMAHNN, KOTOPbIM
3a/laBanMCb BONPOChI 06 UX OTHOLLUEHUM K BOPOBCTBY:

Pe3ynbTaTbl nccnenoBaHum nokasanu, 41o 10 % paboTHMKOB BopoBaaun bObl BCe BpeMs,
ewe 10 % Hunkorpa He ykpanu 6bl, a 80 % BopoBanun 6bl, ecnu 6bl y HUX Bblna ang
3TOro NpuymHa. 37O CBNAETENLCTBYET O TOM, YTO PYKOBOACTBO KOMMAHUN O0JIXKHO
nposaBnaTb o6ecnokoeHHOCTb 0 90 % cBoero nepcoHana...

Mo oaHHbIM YKa3aHHOro aBTopa:

BaHkuM TepsaloT B NATb pa3 6osblue AeHer OT XULWEeHUS OeHEXHbIX CPeAcTB, YeM OT
BOOPY>XEHHbIX orpabnenunin. Kpa>xa Ha paboyeM mecTe MOXXeT BbITb HAaCTOJILKO
narybHon ans KoOMNaHUW, CTaBLLEN ee XXEePTBOW, YTO NOYTU OJHA TPETb BCEX
6aHKPOTCTB NPUNNCLIBAOTCSA NPUCBOEHUIO YYy)KMUX CPeacTB.

OcTaeTca HaaeATbCs, 4TO CTO/Ib Be3pafAoCTHaa KapTUHaA ABASETCA TUMNYHOW TOJIbKO
ona CLUA...

CuTyauma ycyrybnsaercsa TeMm, 4To B BUPTYa/IbHOM NPOCTPaHCTBE MOLLIEHHNYeCTBa
COBEpLUAKTCHA MTHOBEHHO U MPaKTU4eckn HezaMeTHO. Mpu BUpTyasibHOM
MOLLEHHMYeCcTBe 00bIYHO HEN3BECTHO HAaBEPHAKA, KeEM ABNAETCS 3/10YMbILUJIEHHUK.
Ero Henb3s yBMaeTb, MOTOMY 4TO 3TO - aHOHUM, CKPbITbIA TEXHOJIOTUAMUN U
aBTOMaTU3MPOBaHHbIMU cUCTEMaMmn. KpomMe TOro, Kak oTMe4yaeT TOT »Ke aBTop, «[ns
nogasnsatouwero 60/bWWHCTBA KINEHTOB 6aHKOB 3N1IEKTPOHHbIE BAHKOBCKME onepauunmn
BCe elle OCTalTCA 3arafoyHbiMm». MNMpakTuKa ny4yeHuns »anob KNMeHToB POCCUNCKNX
DaHKOB NOATBEPXKAAET 3TOT HeyTelInTesIbHbIA BbIBOA, MO3TOMY NOMUMO LLUMPOKO
obcyxgaemonm NnoTpebHOCTN B NOBLILLEHNN PUHAHCOBON FPAMOTHOCTU HaceneHns
NOTrNYHO 66110 6bl FOBOPUTL M O MOBLILLIEHUN €r0 «TEXHOJIOMTMYECKOWN FPaMOTHOCTU.
Cka3aHHOe OTHOCUTCH N K KayecTBy cornaweHnin o 16O B TOM CMbIC/e, 4TO B
COOTBETCTBYHOLMNX AOrOBOpax, Kak NMpaBuo, He OroBapmMBaloTCA yNOMUHABLLMECS
BbllWe ero goka3aTesibHas 6a3a u ee lopugmnyeckas cmna.

B HacTosilee BpeMsi cneundmka ycnoBmuin pyHKLMOHMPOBAHUS POCCUNCKOrO
6aHKOBCKOro CEeKTopa NpearnosiaraeT, Kak 0TMEeYasioCb, BO3HUKHOBEHNE HOBbIX



NCTOYHWUKOB KOMIMOHEHTOB TOJIbKO A4 cenyowmx 6aHKOBCKNX PUCKOB:
CTpaTern4eckoro, ornepaunoHHOro, NPaBoBOro, penyTauMoHHOro (notepu AenoBoun
penyTauun), TIMKBUAHOCTU (HenaaTexxecnoCobHOCTN) N, B HEKOTOPbIX
cneyndunyecknx caydasnx, CtpaHoBoro[56 - B 3apybe)xHoin npakTukKe puck-
opueHTMpoBaHHOro baHKOBCKOro Hag3opa B obnactu ABO paccmaTpuBaloTCAa BCE
DaHKOBCKME PUCKU (XOTS UX MOJIHbIA COCTaB BapbUpyeTCsa B 3aBUCUMOCTU OT
noeosiornn Hansopa, NPUHATON KOHKPEeTHbIM hefepaibHbIM BEAOMCTBOM), MOCKOJIbKY
B HEKOTOPbIX CTpaHax gonyckaeTca 6onee «4eMOKPaTUYHbIN» NOAXOA K
pernameHTaunn 6aHKoOBCKOW AeaTenbHOCTU, obecneymBatoLLen opraHn3aunoHHoO-
nHaHcoBble NnoTpebHOCTM BulHeca: B psaae ciy4yaeB MOXKHO ANCTaHLMOHHO
OTKpbIBaTb DaHKOBCKME cHeTa, OPOpPMIATb KpeanTbl 1 T. n.]. YTobbl NpaBuIbHO
onpenennTb COCTaB UCTOYHUKOB KOMMOHEHTOB PUCKOB, CNOCOBHbIX HEraTUBHO
NOBAMATbL Ha NpoLEeccC 1 pe3ysibTaTbl BAHKOBCKON AeATENbHOCTU KPeaUTHbIX
opraHm3saumnn, yaobHo pa3bute NKBM, obpa3yemsbin TON AN NHON CUCTEMON
3N1eKTPOHHOro 6baHkunHra (C36), Ha cBoero poaa «30Hbl KOHLUEHTPaUUN NCTOYHNKOB
pUCKa» 1 npoaHasn3npoBaTb 0COOEHHOCTU KaX 40N U3 HUX. 3aTeM, B COOTBETCTBUM C
NMPUHATON B TOM UM nHoM baHke meTononorven YBP, MOXXHO crpynnupoBaThb
oThesibHble PaKTOPbl NN NCTOYHUKM KOMMNOHEHTOB PUCKOB MO UX BO3MOXXHOMY
NPOSABJIEHNIO B T€X NN NHbIX TUMNYHbIX BAHKOBCKMX pPUCKaX, KOTOPble OMNUCbLIBAKOTCH,
KakK NpaBuno, BO BHYTpUOaAHKOBCKUX AOKYMeHTax Tuna «lonoxeHuns ob ynpasneHun
DaHKOBCKMMW pUCKaM». DTO MOXKET OKa3aTbCHA MNOJIe3HbIM, HaNnpuMep, Npu
opraHmsaumuv yrnpasieHUs pUcKamm no nx Tunam, rnepedyncieHHsIM Bbille, rnpu
rnepexone K npumMmeHeHuo TI6.

Hu>xe NnpoBOANTCA KPAaTKUM aHann3 CTPYKTYpPbl 3TUX BaHKOBCKUX pUCKoB[57 - B
[AHHOM CJly4ae UCMOoNb3yeTCss HETUMNUYHAS TepMUHo0ornsa, obycnoBneHHas akLEeHTOM
Ha BO3HMKHOBEHWUN HOBbIX YIrpO3 HaAeXXHOCTN BaHKOBCKOW AeATeNbHOCTH,
MPOSABAAOLLMNXCA B YPOBHAX U MPOPUAAX TUNUYHBIX BaHKOBCKMX PUCKOB.] B HacCTu
CBOMNCTBEHHbIX NpuMeHeHunto T3b u peanusyrowmnx nx C3b NpUYNHHO-C/IeACTBEHHbIX
CBS3€ UX KOMIMOHEHTOB HapAA4y C TEMWN yrpo3aMm HageXXHOCTU BaHKOBCKOMN
neaTenbHOCTU, KoTopble NnpuBHocnT B0 camo no cebe. ECnm roBopuTb KOHKPETHO O
MNNQ, To, TPakKTysa NOHATUE YKa3aHHOW HALEXHOCTU C TOYKN 3PEHNSA BbINOJIHEHNS
KpeaAuTHbIMN OpraHu3aumnsamm (B LUMPOKOM CMbIC/ie) cBOMX 06a3aTenbLCTB nepen
KJIMEHTaMN U KOHTPOJINPYIOLLMMU OpraHaMn, MOXXHO onpenesinTe Te€ KOMMOHEHThbI
TUNUYHbIX BAHKOBCKMX PUCKOB, KOTOPbIE HENMnocpenCcTBEHHO CBA3aHbl C ONACHOCTbIO
ocyuwecteneHua MMA[58 - B nocnenywoLwmx onpeneneHnsax ucnosib3yeTcs NoHaTmne
«KpeauTHasa opraHmsauns» bonee wWnpokoe, 4em «baHK», MOCKOJIbKY OHU KacalTCa U
HebaHKOBCKUX OpraHm3aumn.]:



* 1719 OMepaymMOHHOro pucka - 3TO NoTeHUMa bHble (PMHAHCOBbLIE MOTEpPWN,
06ycnoBneHHbIE MOLIEHHNYECKUMUN OENCTBUAMU B OTHOLLEHUN KPEOUTHOMN
opraHusaumm n (MnNn) ee KJINEHTOB 3a CYeT NnepeBofa aBTOMATU3UPOBAHHLIX CUCTEM,
MPUMEHSAEMbIX el0 AN OCyLlecTBNeHNnss 6aHKOBCKON AesATeNIbHOCTU, B HeWwTaTHbIe (B
LUMPOKOM CMbICSIE) peXXUMbl PYHKLMOHNPOBAHUS, N3-3a2 YEr0o MOryT OCYLLECTBAATLCSA
MPOTUBOMNpPaBHbIE 4ENCTBUS, BKJlOYaAsa NpoBefeHne HeCaHKLUOHUPOBAHHbIX
TPaH3aKUMM A NpsaMble XULLEHNA PUHAHCOBLIX CPeACTB B 3/1IEKTPOHHOW hopme nnbo
KOH(pnaeHUumManbHON («4yBCTBUTENIbHOW») MH(OPMaLMM N NP., MPONCXOONTb
HapyLweHnsa OCTYNMHOCTN aBTOMATU3UPOBAHHbLIX CUCTEM U (UNN) HENPEPBLIBHOCTN UX
DYHKLUMNOHUPOBAHUSA (BKOYAA KakK NPUYNHBbI «yda4YHble» CETEBbIE N XaKEPCKME aTaku,
0TKa3bl U cbon annapaTHO-NporpamMmmMHoOro obecnevyeHmnsa ansa NPUKPbITUS
MOLLUEHHMNYECTB KakK CaMOn KpeanTHON opraHnu3auunun, Tak n ee npoBannepos),
CNeaCcTBMEM YEro OKa)KeTCs HEBbLIMOJIHEHNE KPpeaAUTHOW opraHmn3aunen obazatenbCcTs
nepepn KJaneHTamu;

* 015 MPABOBOro puUcCkKa - 3TO NOoTeHUMaNbHble (PHAHCOBLIE NOTepun, 0BbyCoBNEHHbIE
HEeBbINOJIHEHNEM KPeaUTHOW opraHmn3aumen TpeboBaHMN HOPMaTUBHbLIX MPaBOBbIX
aKTOB, perynmpyowmx 6aHKOBCKYIO 0eATeNbHOCTb, U (MK) 3aKoHoAaTEe/IbHOW
HeonpeaeneHHOCTbIO ANCTaHLUMOHHOIO nNpenocTaBsieHnsa 6aHKOBCKMX YCYT, a TakxXe
cynebHbIMN n3gep>XxKamMmmn/CaHKUNAMN N3-3a HEBbINOJIHEHUS 00A3aTenbCTB nepea
KAMeHTaMn (BKJ1l0Yasa NOTEPIO 3HAYUMbIX OaHHbIX N YyTeYKY «4yBCTBUTESIbHON»
NHopMaLMK, HapyweHne BaHKOBCKON TalHbl, MPOTUBOMPABHY 0eATENbHOCTD,
KOTOpas OKa3blBaeTCs BO3MOXHOM M3-3a HEL0CTATKOB annapaTHO-NPOrpaMMHOro uim
NMPOrpaMMHO-NHOPMaLNOHHOro obecrnevyeHna DaHKOBCKOW AeATENbHOCTU KaK CaMon
KpeOuTHOW opraHu3aumnmn, Tak U ee NpoBanaepoB, XULWEHUSA OEeHEXHbIX CPeacTB
KJIMEHTOB M T. A.), BKJIIOYasa CUTYauun, B KOTOPbIX KJIMEHTbl OKa3blBalOTCHA He
CMocobHbI BbIMOMHATL CBOM 06A3aTeNbCTBa Nnepen TpeTbMMN CTOPOHAMN NO BUHE
KpeaAuTHOW opraHusaunm n (nnu) ee NnpoBannepos;

* 015 PUCKA NNKBNOHOCTU (HennaTexecnocobHocTn)[59 - B faHHOM ciiy4ae nMmeeTcs
B BUAY TO, 4TO TPaANLMNOHHOE NOHATUE «JIMKBUAHOCTb>» obpeTaeT HOBOEe CMbIC/I0BOE
cofep)XaHue C TOYKUM 3peHns BbiNoJHeHNA 6aHKaMn CBOMX PUHAHCOBbIX
0653aTeNbCTB.] - 3TO NOTEeHUMaIbHble (PUHAHCOBLIE NOTEPU KPeAUTHON OpraHM3aumm
N3-3a XULWEHNN ee NHPOPMALIMOHHbLIX aKTUBOB 1 (M1n) B (hopMe ee HeCnoCobHOCTH
NOJIHOCTbIO U CBOEBPEMEHHO BbINOJIHATbL CBOU (PMHAHCOBLIE 0bA3aTeNbCTBa B
OTHOLUEHUN KOHKPETHbIX KJIMEHTOB B CJIy4asiX HECAHKLMOHMPOBAHHbIX NepeBOa0B NUX
(PMHaHCOBbLIX CPEeACTB, U3MEHEHUN B XapaKTepuCcTukax yrnpaBieHnsa JTNKBUOAHOCTbIO B
YCNOBUAX OTKPbLITOrO CETEBOr0 B3aumMoaencTeus (610kMpoBka aBTOMaTU3MPOBAHHbIX
CUCTEM NN KaHaNoB/IMHNI CBA3WN, HeNnpeaABUAEHHbIV OTTOK (PMHaHCOBbLIX CPEeACTB,
KpynHoMacwwTabHble (hMHaHCOBbIE XULLEHUSA, APpYrne noTepu BblICOKOJIMKBUOHbBIX



aKTUBOB, c6bon 1 0TKa3bl B paboTe annapaTHo-NporpaMmHoro obecnevyeHus,
NPUMEHSIEMOr0 A8 OCYLLEeCTBIeHN 6aHKOBCKOro 06Cy>XMBaHNS KaK KpeanTHON
opraHm3auun, Tak U ee NpoBalaepoB), a TakXXe HeJOCTaTKN OpraHnU3aLNoOHHOro
XapaKTepa, n3-3a KOTopbIX hMHAHCOBbIe 06s3aTeNbLCTBA Nepen KJANeHTaMun He
BbIMNONHSATCS (TakM 06pa3oM BO3HMKAET CBOEro pojlia «MNepcoHaibHas»
HeNIaTeXXecrnocobHOCTb, TO €CTb B OTHOLLUEHUN KOHKPETHOIr0 KJIMEHTA);

* 1719 penyTauMOHHOIro pucka - 3TO NoTeHUMa bHble (PUHAHCOBbLIE MOTepN,
0bycnoBneHHbIE POPMUPYIOLMNMCA HEFraTUBHLIM 00LWECTBEHHLIM MHEHNEM B
OTHOLLUEHNWN KPeanTHOW OpraHmn3aLmm n3-3a HeBbiNnoJHeEHUSA e 0653aTenbCTB Nnepeq
KAneHTaMn (BKAoYasa HeAOCTYNHOCTb/HepPaboToCNoCOBHOCTL/HEMOTHYO
PYHKLMOHANbHOCTb/HEHAAEXXHOCTb/HEDE30NaCcHOCTbL ee aBTOMaTU3UPOBAHHbIX
CUCTEeM, NnoTepto (YyTe4Ky, XULeHne)/ncKa>keHne/4yBCTBUTESIbHbIX AaHHbIX U3-3a
HeAOCTaTKOB/OTKa30B anmnapaTHO-MPorpaMMHoOro obecnevyeHns KpeamnTHOM
opraHmsaumm n (unn) ee Nnposangepos (B TOM 4Yucne caboTarka, KOMMNbIOTEPHbIX
npecTynjieHnn (MOLeHHNYECTB), CETEBbIX, XaKEePCKNX, BUPYCHbIX aTak,
HEeCaHKLUMNOHMPOBAHHOIO AOCTYMa K YNOMSAHYTbIM AaHHbIM, CTaBLUUX U3BECTHbIMU
CynebHbIX NCKOB WX CBEAEHUN O HapyLUEeHUAX KOHPUOEHUMANBLHOCTN MHGOPMaL K
(baHKOBCKOW TalHbl), BEO-CANTOB-MYNS>XEN 1 T. N.), BO3AENCTBUSA Ha UCMNOJIb3yeMble
3TOW opraHusaunen seb-cantbl (BSIOKNPOBKA, UCKaXKEHNE KOHTEHTa 1 Np.);

* ON1A CTPATErn4ecKoro pMcka - 3To NoTeHunaNbHble TeKyL e U NepcnekTUBHbIe
hnHaHcoBble NoTepwn, obycnoBieHHbIE OLLNBOYHBIMU BU3HEC-peLleHnsaMNn
OTHOCUTEJNIbHO coCTaBa M (Mn) cxemMbl ANCTAHUMOHHOIO npefocTasneHns 6aHKOBCKMX
yCcnyr nav HenpasuJbHON peann3aunen 0OCHOBHbIX peLleHnn Takoro poaa B
KpeaAUTHOW opraHm3auunmn, KoTopble NpUBOAAT K BOSHUKHOBEHUIO BO3MOXKHOCTEN
NCMoNb30BaHUSA BAHKOBCKMX aBTOMATU3MPOBAHHbIX CUCTEM A1 OCYLEeCTB/IEHNSA 1
(Mnn) NPUKPBLITUA MOLLEHHNYECTB, HapyLUeHUs LesIoCTHOCTU U (1in)
KOH(PUAEHUNANIBHOCTUN KJIMEHTCKMUX NN BAHKOBCKUX AAHHbIX, OTMbIBAHMSA OEHEr U
hbHaHCMpoOBaHMA TeppopusMa (BKKOYasa HeNnpaBuibHOe pacnpenesneHne pyHKUnn, B
TOM 4ucCsie B paMKax ayTCcopcuHra, owmnbkmn B cnocobax npenocTaBsieHUsa U KOHTPOA
OKa3aHusA BaHKOBCKMX YCNYr KJIMEHTaM, B TEXHOJIOMMYECKMUX U (Uan) opraHn3aunoHHo-
TEXHUYECKUX peLueHnax, NpuBoasuwme K HeagekBaTHOCTM brusHec-monenam,
He4OCTAaTO4YHYI0 OTNaAKY, 3alNLLEHHOCTb, YNPaBAsSeMOCTb 1 KOHTPOJIMPYEMOCTb
DaHKOBCKMX aBTOMATU3NPOBAHHbLIX CUCTEM U T. M.).

He nckn4eHo, 4To 34eCb MOXKHO Obls10 Bbl YTOMAHYTb U CTPAHOBOM PUCK (XOTSH 3TO,
CKopee, NepcrneKkTuBa), NoCKOJIbKY B COBpeMeHHON BaHKOBCKOW OeATEesIbHOCTU



LIMNPOKO NCMOJIb3YeTCA MeXayHapogHoe pa3sgeneHne Tpyaa, npu KoTopom baHku
OTKPbIBAOT CBOU huamasbl B pa3HbiX CTpaHax, BaHKOBCKUA NPOLECCUHI
KOHUEeHTpUpyeTCH B crneunaibHbIX MPOLECCUHIoOBbIX LLleHTpax uiv Ha
BbIYNC/INTESIbHbLIX MOLLHOCTAX KPYMHbIX KPeAUTHbIX OpraHn3aunn, KOMnaHunm-
WHTEerpaTopoB, TO eCTb B pa3HOoOpa3HbIX popMax ayTCOpCUHra. B Takmx ciy4vasax
BO3HMKAOT HOBbIE BUAbl 3aBUCMMOCTN HAaAEXHOCTN BaHKOBCKON OeATeNbHOCTN OT
CTOPOHHUX AN KOHKpeTHOro 6aHka opraHm3aumnm, a BMecTe C HAMWU - N HOBble
npobnembl obecrnevyeHnsa ee HageXXHOCTU, BKOYasa rapaHTum OB Kak aons caMmoro
baHKa, Tak U 419 ero KJMEeHTOB, 04HAKO0 B 3TUX YCNOBUAX MOJIHOLLEHHbIN KOHTPOJb CO
CTOpoHbl baHKa Haa obecneymBalOLWLMMN OpraHu3aumnsaMm ctaHosuTca 6onee
npobaemMaTuydHbIM.

(NaBHbIMW HEFAaTUBHbLIMUW MOCAEACTBUAMU MOLUEHHUYECTB ABSIOTCA NpexXae BCEero
drHaHcoBble NnoTepun. Ho 3To obuiee NnoHATME Lenecoobpa3HO AeTan3MpoBaTh,
NMOCKOJIbKY 3TV NoTepu MoryT 6bITb pa3HOPOAHbIMU. Tak Ha3blBaeMble MPsMble NOTEPU
UMEIOT HarnNsaHoe OEeHEXXHOEe BblpaXkeHne Kak gnsa KnmeHTa 6aHka, Tak n gas camoro
B6aHKa, MOCKOJIbKY MNPV TaKMUX MOTepsx peyvb NOeT 0 peaansaumnm KOMNoHeHTa pUcka
HennaTe)XxecnocobHOCTN B OTHOLLUEHUN KOHKPETHbIX MOCTPaAaBLUNX KJINEHTOB.
NMOMMMO 3TUX NOTEPb YAaCTO NMPUXOAUTCA FOBOPUTb O «KKOCBEHHbIX» MOTEPSAX - 3TO
pacxonbl Ha paccnenoBaHue, yuepb oT CoBepLUEHHON aTakKn, NpUBEALINNA K
[OMNOJIHNTENIbHOMY pacxoay pecypcoB baHka (nepcoHasn, BpeMs, MPeBEHTUBHbLIE MepbI
Ha byayuiee n T. A.), KOMNEHCALUWOHHbIE BbiNNaTbl U cyaebHble n3nep>xkn. 3aecb
NPOABAAIOTCA NPENMYLLECTBEHHO KOMMOHEHTHLI MPAaBOBOro pucka. HakoHew, cneayeTt
MOMHWUTb N 0, ECJIN MOXXHO TaK BbIPa3nTbCs, «HaBEAEHHbIX» NOTEPSAX, TO eCTb
peanm3aumm KOMMNOHEHTOB pPenyTaLUMOHHOI0 pUCKa: 3TO NoTeHUMabHas yrnyLeHHas
Bblro4a, CBA3aHHasA C OTTOKOM KJINEHTOB, MOHMXXEHNEM KypcCa aKLWNA, HEraTUBHbIM
06LeCcTBEHHbIM MHEHNEM ([aXke NPOCTO OTCYTCTBME POCTa KAMeHTCKon 6a3bl) n
Apyrvue HeraTuBHble NocnencTeua. Hy 1, HaKoHel, MOryT BO3HUKHYTb KOMMOHEHThI
CTpaTEern4yeckoro pucka Kak cneacTeme SBAEHUSA B3aUMHOI0 BAMAHNA PUCKOB -
HepeHTabenbHOCTb CKOMNpoMeTUpoBaHHOW CIBb 1 HanpacHble 3aTpaThkl Ha ee
BHeOpeHMe.

foBops 06 NCTOYHMKAX KOMMOHEHTOB HAaHKOBCKNUX PUCKOB, HEJMb3S HE CKa3aTb O TeX,
KOTOpble NMPSAMO CBA3aHbl C MOHATUEM HOBbIX MH(POPMALMOHHbLIX TEXHOJIOMUA U
aBTOMATU3NPOBAHHbLIX CUCTEM. I3BECTHO, YTO eC/In paHblle BHeApeHne 3TuxX
TEXHOJIOr M N OCBOEHME COOTBETCTBYHOLMX aBTOMAaTU3NPOBAHHbLIX CUCTEM MOTJ10
pacTArmBaTbCs Ha roAbl, TO B NoC/aefHee BpeMS B YCNOBUAX obocTpstowencs
KOHKYpPEHUNN Ha 3TO YXOOAT BCEro nNnwb Mmecaubl. [lo3TOMy NMOMUMO TaKux
HeraTUBHbLIX IBIEHUN, KaK HeJOoCTaTo4YHas oT/iagKa U HEMNOJIHOLUEHHbIE NPUeMo-
CAaToYHble ncnbliTaHnsa HoBbiIX C3b nnan BAC (410, 6bIBaeT, BbISCHAETCH Y)Xe B



npouecce nx aKCnayaTaunm), MoXKeT BO3HUKATb U Cepbe3Has 3aBUCUMOCTb OT
KOMMaHN-pa3paboTynkoB Takux cnctem. U3BeCTHbI Ciy4au, Korga ms-3a CJI0XXKHOCTHU
HaMa 1an NepenoaroTOBKN COBCTBEHHbIX CNeunanncToB DaHKN «nepekynarT»
CrneunanncToB U3 3TUX KOMMNAaHNN, KOTOPbIE N CTAaHOBATCA «aBTOMaTU4YeCKU»
OTBETCTBEHHbIMW 3a paboTy HOBbIX aBTOMaTU3UPOBAHHbIX cucTeM. C OAHON CTOPOHBI,
3TO BeCbMa 3(phekTuBHOE pelleHne npobaembl ¢ obecnevyeHnem Heobxogmnmom
KBannukauum n Tpebyemon B page ciaydvaes y3KoM cneumannsaunm nepcoHana,
04HaKO, C APYron CTOPOHbI, HEN30eXXHO BO3HMKAET BOMPOC: KTO B KPeAUTHOMN
OpraHusaumm CMoXXeT NPOKOHTPOIMPOBaTb paboTy TakmMxX CNeunanncToB N HACKOJIbKO
MO>XHO 6bITb yBEPEHHBIMU B HUX (TO €CTb B X YECTHOCTU N J0OBPOCOBECTHOCTN)?

KpoMe Toro, NnpakTukKa CBUOETEeNbCTBYET O TOM, 4TO HabnogaeTca HexBaTKa
CneymnanncToB, CNOCOBHbLIX OLLEHNTbL UCTUHHbIE MacLlTabbl HOBbLIX YIrP0O3, CBA3aHHbIX C
KnbepnpoCcTpaHCTBOM, B TOM YMUCJIe CO CTOPOHbI BPEAOHOCHbIX MPOrpaMM pa3HOro
ponal60 - Tak Ha3biBaeMoro B obLwem ciyyae Kiacca BpeooHOCHOro koga malicious
ware nau, CoKkpaleHHo, malware.], C KOTOPbIMU MOXXET CTONIKHYTbCS KpeaAnTHas
opraHm3aumsa n ee KNMeHTbl, pa3paboTaTb U BHeEAPUTb 3hdhekTuBHYO Nonntuky OUB,
rPAaMOTHO MOCTPOUTL 3aLNTY KOPNOPATUBHbLIX BbIYUCANTENBHBLIX CETEN, BKJKOYad
3aWKUTY OT OEeNCTBUN MHCANOEPOB, BHEOPUTb TEXHOJIOMNIO «BUPTYasibHbIX YaCTHbIX
ceTen» [61 - Virtual Private Network - VPN.], no3sonstowyto 3amaTthb
YyBCTBUTEJIbHYIO MHOPMaLMIO, NepefaBaemMyto No ceTaM CBA3M obLero
nonb3oBaHUA 1 T. n. NMpn 3TOM Yauwle Bcero YyeTkme TpebosaHusa K ONIb He BXoOAT B
coaep>XaHue NoNNTuKn passnuTna NT KpeauTHbIX OpraHmn3aunim n He CTaHOBATCS
COCTaBHOMN YaCTbl COOTBETCTBYIOLWEN cTpaTermn. N3-3a aToro nosBaa0TCA
KOMMOHEHTbl 6aHKOBCKNX PUCKOB, CBA3aHHbIe C HEAOCTAaTOYHO NpopaboTaHHbIMK
nJaHaMn pa3BUTUSA TEXHOJIOFMYECKOro N TexHn4yeckoro obecneveHmna 6aHKOBCKOro
obcny>XnsaHus, BbiNnoNHEHUA BAHKOBCKMX onepaunn n nx obecnevyeHmem, To eCcTb
cooTBeTCcTBYOWMM AlMNO 1 BbICOKOKBAaNNPULMPOBAHHLIM NEPCOHasIOM (OCHOBHOMN
pecypcHon ba3on).

Obuwasn «bepa», conyTCTBYOLWAas BHEAPEHUIO U MPUMEHEHMNIO B BaHKaX HOBbIX
MHPOPMALMOHHbLIX TEXHOJIOMMW, COCTOUT B TOM, YTO HEPEAKO TakKMe HeEMal0Ba)KHble
BHYyTpnbaHKOBCKME npouecchl, KakYBP, nHpopMaTmlaunsa 6aHKOBCKON OeATEeNbHOCTH,
OWB, BK, ®M n paboTa Apyrmx, Kak cHuTaeTcs, «He 3apabaTbiBatownx»
noapasfesieHnin KpeguTHOM opraHusaunm, soobuie hruHaHCMpPYoTCA No
«OCTAaTOYHOMY MPUHUMNY». [Mpn 3TOM HabnAalTCA N Takne HexenaTesbHble
BAapPUaAHTbl «3KOHOMUM» Ha OOPOroCTOoALMX CneymnaancTax, 4To, Kak oTMe4yanocsb,
BedeT K 06pa30BaHMIO Ype3MePHON KOHLEHTPAUUN MNOJTHOMOYUIA B PyKax OTAESIbHbIX
DOJIKHOCTHbIX JINL, UJIN K HEBO3MOXXHOCTU HaLEXHOM0 BbIMOJIHEHUSA O4OBOJIbHO
«TOHKUX» PyHKUMI B YacTu ONB, TaknMxX Kak HacTponka bpaHaMay3poB, NPOKCHU-



CepBepoB 1 T. M. B TOM CMbIC/1€, 4TO CNeunaancTbl, obnagawowme Heobxoanmon ans
3TOro A0CTaTO4YHO Y3KOW crneynannsaymen n BbiICOKON Keaandukaumen, Bo-rnepsblx,
CTaHOBATCS «LWTY4YHbIM TOBAPOM», BO-BTOPbIX, UX OENCTBUSA OKa3blBaeTCA HEKOMY
KOHTpO/IMpoBaTb. KpoMe 3TOro, cpencTea CeTeBOM 3aLlNThl CTOAT, KakK Npasuio,
HelelweBo, a He B Ka)KAoM baHKe pyKOBOACTBO MMeeT noJiHoe npencraB/eHne o Tex
Mepax 1 cpeacTBax 3alnTbl, KOTOpble HeobxoanmMo npuobpeTaTb, BHEOAPATD,
HacTpamBaTb U COMPOBOXAATb B CBA3U C KaXAblM HOBbIM KB, hhopMunpyembIiM TON
nnanm nHon Hoeon T3B. Bcneancteme 3TOro Hage)XXHo 3alMTUTb BCe «BUPTYaJibHble
BOpPOTa» TAaKOro poAa OKa)keTcs BeCbMa NpobsieMaTnyHO, TO eCTb ONATb-TakKu MOXKeT
dhopMmnpoBaTbCA NOYBa A1 NCMOJSIb30BAaHUSA CNY)XXEOHbIX MOJTHOMOYUIN B JINYHbIX LLensx
(Ha NCNONHNUTENBLCKOM YPOBHE) C MocseayLWwmMm HaHeCeHNEM KPYMNHOro (oMHaHCOBOIro
yuiepba 6aHKy 1 ero KJIMeHTaM - 3TO TOT »Ke NpobaeMHbIN BONPOC O
KOHTPOJINPYEMOCTU MH(POPMALMOHHbBIX cev4eHnn, BosHukaowmx B KB, mexay BAC
nCabwurt. n.

N3BecTHO, 4TO «pblba nweT, roe raybxxe, a 4enoBek - rae ay4ywe», U Takoro poaa
NONCKW HEeY[0BJIETBOPEHHbIX CBOVM MOJIOXKEHMEM CNeLnasnCToB C BbICOKON U
0O0CTaTOYHOM CreunpruyHOn y3Kon KBanmgukaumen MmoryT NnpuBoaAnNTb K TOMY, 4TO
oTaenbHble 6aHkM ByayT TepsaTb onpeneneHHbIX CNeLnasncToB YPoBHS, HanpuMmep,
CUCTEMHbIX aAMUHUCTPATOPOB N APYruX, KOTOpPble NpU yxone B APYrylo opraHmn3aumnio
OyayT yHOCUTb C cobon BClo nMHopMaLuuto o cocTaBe n apxutektype BAC n Cob
noknpaemoro nMmu 6aHka, nopagkax, npasusax, NpaBax U NMOJIHOMOYMAX AOCTYMa K
YYBCTBUTEJIbHbIM MPOrpPaMMHO-NHPOPMaLIMOHHBLIM pecypcaM UT.M., TO eCTb
npencTaBnsiTb B UTOrMe COBEPLUEHHO KOHKPeTHbIe Yrpo3bl Aasa 3Toro 6aHka. Takue
yrpo3sbl, 6yay4m «caobpeHbl» NA0XMMU B3aUMOOTHOLLUEHNAMU C MPEXHUMMU
paboTonaTenaMun (MPUYNHbI KOTOPbIX - B HEAOCTAaTOYHON MO MHEHUIO TOFO UJIN UHOTO
nnua PUHaHCOBOW OLEHKe ero KBaandukaumm, TpyaosatpaT, OTBETCTBEHHOCTH,
PYHKLMOHANLHON N TEXHOIOTNYEeCKOW 3aBUCUMOCTWN N T. M.), MOTYT OKa3aTbCs
npuynHammy nocnepyrwwmnx nHunaeHTtos MM L, npyuyem nNo CcBoeMy xapakTepy
Hanbonee cepbe3HbIX A5 BaHKa N ero KJIMeHTOB (ToYHee, NpuHaaaexxawmx nm
(PMHaHCOBbLIX CPEACTB U KOHPUAEHLUMNANBLHON NH(OPMaLUN, YTO B YCIIOBUSAX
N3BECTHOMN «KPUMUHANN3aLUNN» POCCUNCKON SKOHOMUKN MOXXEeT 06epHyTbCA N
Y4aCTHUKOB (PMHAHCOBbLIX OTHOLLUEHUW HernpeacKa3dyeMbIMU MoCcNeACTBUSAMN).
N3BeCTHbI Cilydan «3aknagbiBaHUA» YBOJIbHAKLWMMNCA CreumasmctaMmm CBoOero poaa
«MporpaMmMHbix 6omM6b», KOTOpble Yepes KaKoN-TO NHTepBaJl BPEMEHUN HAaHOCAT
dunsnyvecknn yuwepb NNO 6aHKOB, OpraHM3aumn UMM CKPbITbIX KaHa0B AOCTyna K
pa3HbIM KoMnoHeHTaM MNO, croeopa € oTAENIbHBIMU COTPYOHUKaMN NoApa3aeneHuns,
oTBevatowero 3a UT nnn OUNB ¢ uenbio coBepLlueHNsa BMoCAeaCcTBUN XULLEHUN
(PMHaHCOBbLIX CPEACTB WM KOH(pPUAEHUNaNbHON NHpopMauum n T. 4.



B obwiem cnydyae pyKoBOoACTBY HaCbIWEHHbLIX MHHOPMALMOHHBIMU TEXHOJIOMNAMMN
6aHkoB (oa 1 NbbiX KPeaUTHbIX OpraHM3aunin) HeobxoanmMo y4nTbiBaTb BCe
NCTOYHUKMN YIrpo3, CBA3aHHbIX Npexje BCcero C NposB/eHNAMN TakK Ha3blBaeMoro
4yesioBeYyecKoro (paktopa, KOTopble NokasaHbl Ha pucyHke 3.3[62 - Kosacuy . J1.
MNpoTmnBooencTBme MoweHHNYecTBY. Kak pa3paboTaTb U peannsoBaTb NporpamMmmy
MeponpuaTun. - M.: Mapocenka, 2010.].

Puc. 3.3. BzaumonencTeme CTPYKTYPHbIX noapa3sfesieHnin KpeanTHON opraHm3aunm B
uensax obecneyeHmns ocyuwecTtsnenns B K

COBOKYMHOCTb pacCMOTPEHHbIX B HAacToAwWweM nogpasgesne npobaeMHbiX BOMPOCOB
CBUAETEeNbCTBYET 0 TOM, 4TO B o6nacTn Taknx Hanbonee coBpeMeHHbIX 3/IEKTPOHHbIX
DaHKOBCKMX TexHosornm, kak 06O, NnpucyTCTBYIOT Cepbe3Hble KOMMOHEHTHI
CTpaTern4yeckoro pucka, 4emy Hepenko rnpocTo He yaenseTcsa BHUMaHue (4Tobbl
ybeanTbCA B 3TOM, AOCTATOYHO Npo4nuTaTh Te e «[lonoxeHns ob ynpasieHunn
6aHKOBCKMMU PUCKaAMU» B BbICOKOTEXHOJIOMMYHbLIX KPeaAUTHbIX OpraHnu3aumsax).
O4YeBUOHO, YTO €C/IN B OTHOLLUEHUWN HOBbIX YIP0O3 HaAeXHOCTN BaHKOBCKOM
0eATesIbHOCTU He MPUHUMAIOTCA A0JDKHbIE Mepbl, MPenATCTBYOLWMe NX peanansaunu, -
XOTA A1 3TOro A40CTAaTO4YHO HavyaTb C NOJIHOLEHHOr0 aHasin3a 30H KOHUEeHTpauum
NCTOYHUKOB KOMMOHEHTOB HaHKOBCKMX PUCKOB M 30H OTBETCTBEHHOCTWN BaHKa, TO U1
caM busHec B paMkax 1bO MoOXeT oKa3aTbCs CKOMMPOMETUPOBaHHbIM. CneacTBmeM
3TOro CTaHyT (PMHAHCOBbIE NOTepu BAHKOB N NX KJIMEHTOB, @ NTOrOBbIMU
rnocneacTBUSAMN - OTKa3 OT UCMNOJIb30BaHUA ToM nnu nHom CIOb, To eCTb B pe3yfbTaTe,
KaK y>Xe 0TMe4asioCb, K ee HepeHTabenbHOCTM 1 BOOOLLLE HEOKYNaeMOCTU, BO3MOXXHO,
MHOMOMUJIJIMOHHbIX BHEAPEHYECKUX U 3KCMNJyaTauMOHHbIX pacxonoB (Yemy B
POCCUNCKOM BAaHKOBCKOM CEKTOpe TakKXe MMetlTCA npuMepsl). A B obwiecTse
BO3HUKHYT N COMHEHUNA B KBannukKaumm nepcoHana 6baHka. NopoYHbin Kpyr!

B KayecTBe TOJIbKO OAHOIr0 TaKOro BapMaHTa MOXXHO NPUBECTU MHOMOrPaHHbIN 1
WHTEHCUBHO pPa3BUBAIOLLMNCS KapTOYHbIN BusHec. MnaBHaa 6efa 34echb 3aK04YaeTCs
B TOM, YTO CAMO HaJIM4YNe BO3MOXXHOCTEN OCYLLECTBJ/IEHNA KaPTOYHbIX MOLLEHHNYECTB
n HabngaeMoe NHTEHCMBHOE NCMNO0JIb30BaHME X NPEeCTYNHbIMK 31IEMEHTaMN Npu
HerapaHTUpoBaHHOM obecrnevyeHnn Bo3BpPaTa YTPAYEHHbIX (PUHAHCOBbLIX CPEACTB
MOryT NoAopBaTb AOBEPUE KJIMEHTOB KPEAUTHbIX OpraHn3auunini K KapTO4YHOMY
06CNY>XMBAHMIO KaK Pa3HOBUAHOCTWN 3N1€KTPOHHOro 6aHkMHra. OTCyTCTBME MOJSIHOMO



[OBEPUSA CO CTOPOHbI KNMeHTOB 6aHKOB K AaHHOMY Buay ycnyr B0 nposiBnseTcs B
nepBylo o4epenb B TOM, 4TO B nogasasiowemMm 60NbLIMHCTBE C/ly4YaeB NJacTUKOBbIE
KapTbl UCMONb3YIOTCA A1 NOJyHYEeHUs HanYHbIX aeHer B 6aHKoOMaTax.

K co)xaneHunto, HeoCTaTKN POCCUNCKOro 3aKoHo4aTeNbCTBa B YacTu obecnevyeHus
npenocTassieHUs PUHAHCOBBLIX YCJYT B 3JIEKTPOHHOW (hopMe He yaaeTcs [0
HaCTOALLEro BpeMeHM KOMMEeHCMPOBaTb N C MOMOLLbIO 3aKOHOA4ATEJ/IbHbIX aKTOB,
Hanpumep npuHaTuem depepasibHOro 3akoHa «O HaLMOHa/IbHOM MNJATEXXHOW
cucteme» (MMeeTCsa B BUAY npexxkae Bcero MHorocTpaganbHasa ctaTtbsa 9). Ha cdoHe
OTCYTCTBUSA MOJIHOLLEHHOIr0 3aKOHO4aTeNIbCTBaA O NMpefocTassieHUn PUHAHCOBBLIX YCIyr
«B 3JIEKTPOHHOWN (popMe» 3TO TakKXe CBUAeTesIbCTBYeT O HeLOCTaTOYHOCTH
naninaTuUBHbLIX Mep ons obecnevyeHus rapaHTUN HaOEXXHOCTN BHE OPUCHOW
baHKOBCKON fgeaTenbHOCTU. CKa3zaHHOe OTHOCUTCA 1 K gpyrum sngam OBO. MNostomy
KpeauTHbIe opraHm3aunm pakTU4eCckn BblHY X 4eHbl CAMOCTOATE/IbHO HAaX0AUTb
3hbhekTMBHbIE N NONHOLEHHbIE Ccrocobbl NpegoTBpaweHusa MMA s
KnbeprnpoCcTpaHCTBE, YTO HE Y BCEX U3 HUX XOPOLLO MoJsly4aeTcs.

Hanbonee oyeBngHble HeJoCTaTKu B opraHusaumm b0 poccuncknmm baHkamum
NPOSABNAIOTCSA B OpraHmM3aunm 4OroBOPHbIX OTHOWEHUIN C ero KJIMeHTaMun n
KOHTPaKTHbIX OTHOLLEHWI C NnpoBangepamun, Bo3HnkawowmmMmn B UKB[ BMecTe C
Kakaon HoBon T3Bb. 9T HegoCTaTKM O4eHb CEPbE3HO 3aTPYAHAIT BeAeHune
COOTBETCTBYIOLLEN NMPEeTEeH3NOHHOW paboTbl N KpaHe HeraTUBHO CKa3blBalOTCA Ha
NHTepecax YKa3aHHbIX KJINEHTOB, B TOM 4Yucse B xoae cynebHbix pa3bupatenscts (06
3TOM eule byaeT roBopuThbCs B nogpasgenax 3.3 n 3.4).

3.2. OpraHusaums (puHaHCOBbIX MPeCTYNJEHUA C MOMOLLbIO TEXHOJI0r Ui
3NEeKTPOHHOro 6aHKNHIra n BO30ENCTBUE Ha YAANIEHHbIX KIIMEHTOB KPeAUTHbIX
opraHusauun

Kak y>e oTMe4asioCb, NpecTynHble coobuwecTBa N OTAE/IbHbIE KPUMUHAJIbHbIE
3J/IeMeHTbl BO BCEM MUPE OXOTHO NPUMEHSAIOT «BbICOKME TEXHOJIOMMN» B CBOEWN
MPOTUBONPaBHOW AeATeNbHOCTU. Npn 3TOM B POCCUKX OHM NOJIb3YIOTCS, C O4HON
CTOPOHbI, HeagoCTaTKaMn POCCUNCKOrro 3aKoHO4ATesIbCTBA (BKJI0YasA YrosI0BHbIN
Kogekc P®), c opyron CTOPOHbI - OTCYTCTBUEM 3aKpernieHHbIX B HOPMaTUBHbIX
MpaBoOBbIX OKYMeHTaX «kaHOHOB» [1B0O, n, B-TpeTbuX, HeA0CTaTO4YHON (PUHAHCOBOMN
KOMMNbIOTEPHOW rPaMOTHOCTbIO KJIMEHTYpPbI KpeaUTHbIX opraHnsaunin. B cnyvae 60



peyb BCcerga naet ob ncnosb3oBaHUM ON9 opraHm3aumm nHumaenTos ML
MaCKUPOBKW 3/10YyMbILLUIEHHUKA TOW AW MHOW Cpeanon MHPOpMaLMOHHOIoO
B3anuMoLencTBus (Tem xxe KnbepnpoCTpaHCTBOM). PyKOBOACTBY KpeanNTHbIX
opraHm3aumm HMKoOrga He cnenyet 3abbiBaTbh 0 TOM, 4TO MM - 3TO HENPEPbLIBHbLIN
MpoOLEeCcC, XapaKTepM3yeMbln TEM, YTO NpPecTynHble coobuecTBa NOCTOAHHO
N3bICKMBAIOT BCEe HOBble crocobbl Ofl, coBepLUEHNS MOLLEHHMNYECTB, a TakKXXe XULeHns
KOH(mnaeHumnanbHon nHhpopmMaummn. HegoctaTto4Hoe oCco3HaHMe cneynukn
3/IEKTPOHHOIr0 BaHKNHIra MOXXeT NPUBECTU K MOSABNEHMNIO Cepbe3HbIX Npobnem ¢
ynpassieHneM BaHKOBCKON 0eATEeNbHOCTbIO M KOHTPOJIEM Ha4 HEN B NJaHe
obecnevyeHuns ee HageXHOCTU N COOTBETCTBUSA yCTaHOBNEHHbIM TpeboBaHuAM (TO
€CTb K rnoTepe NoJIHOLEHHOro yrnpaB/aeHns N KOHTponsA). Mo3ToMy pyKOBOACTBY U
rnepcoHasy BbICOKOTEXHOJIOMMYHbIX BaHKOB HEOH6X0AMMO OTHET/IMBO MOHUMATb, KTO
KOHKPETHO MOXET ABNATLCA areHTaMun yrpo3, 3HaTb ux obpa3 4encTBus u
npuMeHseMble cnocobbl MacknpoBkK Kak MMM, Tak 1 caMuUx 3TUX areHToB.

Onsa ocywiecTBneHns GUHAHCOBbLIX NpecTynaeHnin, B ocobeHHocTn Ofl, Yalle Bcero
ncnonb3lyeTcs 3hPekT aHOHMMHOCTU MOJIb30BaTENs, CKPbITOro KNbepnpocTpaHCTBOM,
4TO NO3BOJIIET PeasIn30BaTb MHOMOYUC/IEHHbIE MPOBOAKWN (TpaHCcdepbl, TPaH3aKLMN)
6e3 nn4HOM ABKK B BaHK. Mpy 3TOM MOXXET UMUTUPOBATLCA AEATENIbHOCTb CKOJb
yroaHo 60/bLIOro KosIM4ecTBa KJIMEHTOB: M1aBHOE - Pa3)XUTbCSl 4OCTAaTOYHbIM YACSIOM
CPeAncTB 1 MOJIHOMOYUI yOa/IEHHOro AO0CTYyNa, AJ15 Yero NpecTynHbIMK coobLiecTBamMm
06bIYHO CNeunanbHO 1 TWwaTeNbHO (hopMUMPYeTCHA CBOSA «KMEHTCKas 6a3a». MoXXHO
NPUBECTN HEKOTOPbIE NPMMEPLI U3 MaTEpPUaNoB peasibHbIX paccienoBaHUN,

Hanbonee npocTton cnocob ocyuwlecTBNeHNS 0OQHOBPEMEHHO XuweHun n Ol MmoxxeT
OCHOBbIBATbCHA, K MPUMepPY, Ha KOHTPaKTe Ha BbINOJIHEHNE HEKUX CTPOUTESIbHbIX
paboT, KOTOPbLIN 3aKNYaeTcsa Mexay prupmMon-nocpeaHNKOM 1N rocyaapCTBEHHON
opraHmsaumen n KoTopbi HUKorga He 6yneT BbiNoOJIHEH. DTa hMpMa, B CBOKO o4yepenb,
3aKJllo4aeT A4OroBop C NOACTaBHbLIMN KOMMNAHUAMU, KOTOPblie SKO6bI 40JIXKHbI
BbINOJNIHATbL CTpouTesibHble paboTbl, U 3TK pPaboTbl 4ENCTBUTENILHO KaK Obl
HaynHaTCAa. KOMNaHNS-»UCNOJIHNTEIb» HaHUMAaEeT 3a HEKOTOpPOoEe AeHEeXHoe
BO3Harpa>xgeHume HeKoe /N0, KOTopoe A0J/KHO CbirpaTb POJib €e reHepasibHOro
anpekTopa. Takon «aupekTop» aBnsgeTcs B Hebonblion 6aHK, pacnosio)KeHHbIN
06bI4YHO B ApyromM ropoae, NpeaocTaBAAOWNN YCAYrn MHTepHeT-0aHKNHra,
OTKpbIBaeT HeobxoaAnMbIN ONs OCyLEeCcTBeHU PUHAHCOBLIX ONepaunn c4eT, nocne
nosyvyeHus nepson pupmon (AKobbl UCNONHUTENIEM MO KOHTPaKTY) BI04XKeTHbIX
CpencTB B KPYNMHOM pa3Mepe BO3HUKAOT HEBECTb OTKYAa B3ABLUMECS KOMMNAHUN CO
cyeTamm B apyrmux baHkax, n HayMHaeTcs PnHaAHCOBasa Yexapaa, Npu4em,
€CTEeCTBEHHO, yrnpaBJsieHne cHeTaMn OCyLeCcTBASETCA ANCTaHUMOHHO, TakK 4To BaHK-
nocpeaHuK NnepBbIn N e JUHCTBEHHbLIN pa3 BUOUT YNOMSAHYTOro AMpeKTopa, a



NOCKOJIbKY KOMMNAHUSA MHOFOPOAHSAS, TO HE BO3HUKAET U MbIC/IN MPOBEPUTL ee
MeCToHaxoxaeHune. MNocsne Toro Kak KaseHHble aeHbrv 6byayT pacnbliieHbl N0 cHeTaM
NoACTaBHbIX (PUPM U «BbiBEAEHbI» N3 060poTa, UMUTaUNSA BypHON OeATeNbHOCTUN Ha
obbeKkTe NpekpalaeTcs, 3aTpaTbl NPECTYNHON FPYNNUPOBKM OrPaHNYNBaAOTCS
CTOUMOCTbIO BO3BeAeHNS 3abopa N KpaTKOBPEMEHHOM apeHA0N TEXHNYECKUX CPeaCcTB
N OKa3bIBalOTCS CYLW,ECTBEHHO MEeHbLUE BblAe/IeHHbIX Ha NMPON3BOACTBO 3a8BIE€HHbIX
paboT, K NpuMepy AeCATKOB MUIJIMOHOB pybnen. Yepes HeKOTopoe BpeMs 3a Aeso
bepyTcsa cnepoBaTesnin, KOTOpPbIE BbIACHAIOT, YTO MO CBOEMY HOPUANYECKOMY agpecy
CTpouTesibHast KOMMaHNA HUKOr4a He Haxo4unacb, ee reHepasibHbl JUPEKTOP B CUTY
04YeHb NPEKJIOHHOr0 Bo3pacTa yCrnea CBOEBPEMEHHO CKOHYATbCS, OTMPAaBMBLUMNCH Ha
CBOIO TPAOVUMOHHYIO MPOryJKy, BbIACHUTbL, KOMY OH NepeaaBaj cpeacTBa 1 Npasa
[OCTyna, HEBO3MOXXHO, 3a4eNCTBOBaHHbIE PUPMbI-OAHOLHEBKN NCYE3U, a
YCTaHOBUTb C MOMOLLbIO PYHKUNA 1 Ba3 JaHHbIX TOMN XXe CUCTEMbl UHTEPHEeT-
DaHKMHra, OTKy4a MMEeHHO U KeM OCYLLeCTBJIAN0Ch yrpaBieHue cHeTaMmu,
HEBO3MO>XHO, MOTOMY 4YTO HeobxoauMble ANa 3TOro AaHHble B cocTaBe C/ noyemy-To
He hnkcmpoBanucb (a HUKTO, cObCTBEHHO, N He 06a3biBan 6aHK 3TO AenaTb). B utore
cnepncTeue 3aXxoauT B TYMUK, @ BUHOBHbLIX HE HAWTK, MOTOMY 4TO B cxeme 6bin
3a4eNCTBOBaHbI yTEPSAHHbIE U (hanbLUNBbIE LOKYMEHTbI, BOMXIK 1 Np., 0AHAKO CaM
DaHK y>ke BOBJIeYEH B NPECTYMNHYI0 CXeMYy, a 3Ha4YnUT, C 60NbLLION BEPOATHOCTbIO
nonagaeT NofA NoAo3peHne B Coy4acTuun.

Peyb MOXET naTn 1N 0 KpynHoMacwTabHbIX 3aKynkax kakoro-nmbo obopynosaHus 3a
pybe>xoM, KoOTopoe OTCYyTCTBOBaJ10 B Npupoae, 1 Toraa ANCTaHUMOHHOE yrnpasrieHne
cyeTamm B BaHKax-nocpegHnKax Mo)XXeT BECTUCb KaK N3 MOCKBbI, OTKya BblAENATCA
BbloO)KeTHble AeHbr'M KOMMaHuam, obellaBLlINM TaKme 3aKyMnKn oCywecTBUTb, Tak 1 13-
3a pybexa, roe TakXXe OKa)KyTCH 3aperncTpmpoBaHbl HEKME KOMMAaHUN-MOCPEaHUNKN.
30eCb CHET MOXKET UATU YXKe Ha COTHU MUJIJIMOHOB N faxke Munanapabl pybnen,
MOCKOJIbKY MacLliTabbl onepaunmn ropasno bosblue, a NpoBepsaTb Lenbli pag pupMm-
Hepe3naeHToB (419 aHHOro ropoaa), Tem bosiee 3apybexxHbIX «NapTHEPOB»,
CyLLeCcTBeHHO cnoXxHee. OnNATb-Takn An4 onepaumnn sbibnpaeTca Kakon-H1Mbyab
cpeoHepycckmnm «baH4YoK», B KOTOPOM AOBEPEHHbLIMU AL AaMN OTKPbLIBAOTCA CcHeTa AN
dhrpM-nocpegHNKOB, OTEYECTBEHHbIX U 3apybe)XHbiX. BoigeneHHble n3 biogxeTa
CYMMbl ApOBATCHA HA HECKOJ/IbKO NN MHOXECTBO (PMHAHCOBLIX MOTOKOB, B BbIOPaHHOM
baHKe, pacnonaratoueMm CucTeMon nHTepHeT-6aHKUHra, oHU B paMmkax AB0O
KOHBEPTMPYIOTCA N NEepeBOAATCA Ha c4eTa 3apybexxHbix hupm B Poccmnm, nocne 4yero
OCyLLEeCTBASAETCA Ux TpaHcdep 3a pybex. HNkKakmx NnoCcTaBOK, eCTECTBEHHO, He
nponcxognT, HO BaHK hopMasibHO HUYEro He HapyLlaeT - B ero CUCTeEME UHTepHeT-
6aHkuHra n bBAC NnponcxoaaT Kakme-To BMOJIHE 3aKOHHble onepaumnu, 3a IP-agpecamun
OH CneanTb He 0053aH (TO eCTb OH MOXXeT faXke He PUKCUPOBATb MX, KaK U APYryto
MapLWwpyTHY MHhopMaumio B coctaBe CU, n Tem 6onee He aHann3nmposaTh). Yepes



Kakoe-To BpeMs U3 6aHKa Ha4YMHaT HanpPaBAsaTbCA 3aMpoChbl HA AOKYMEHTHI,
noaTBep>xfatoLme noctaBkn 06opyaoBaHus, HO, K COXXaJsIeHU0, 0TBEYaTb Ha 3T
3anpochbl 4aBHO y>Xe€ HEKOMY, a LOBEPEHHbIE NNLLA PAaCcTBOPUINCL Ha BecKkpanHux
POCCUNCKNX N MNPOBLIX NPOCTOopax. B ntore Ha cyeTax B 3apybexHbix BaHKax
ocefaroT y)Ke COTHU MUJIJIMOHOB J0/1J1ap0oB, 04HAKO pealibHble beHedunumapsl
OCTalTCA HEM3BECTHLIMU, @ PYKOBOACTBO BaHKa HEOOYMEHHO NOXXUMaEeT naevyamum u
obbacHAeT cnepoBaTensam n baHky Poccum, 4To HUKTO He oXXugan Takoro apdekTa
OT ANCTAHLUMOHHOIo NpenocTaBseHns 6aHKOBCKUX YCyr, N yXX Tenepb-To ABO ny4ywe
M He 3aHnMaTbca! OgHako, HeMasble npeMuasibHble, NO-BUONMOMY, NOJIYYEHHI...

AB0 4epe3 VIHTepHET MOXXeT UCMNOJ1b30BaTbCA U 4718 N04MN0JIbHON 6aHKOBCKOWN
0eaTesnbHOCTU, NPU 3TOM OpraHn3yeTCcs UMNTauma NPon3BOACTBEHHOW, TOProBOM N
ha>ke DaHKOBCKOW AeATENIbHOCTU, TO €CTb B 3JIEKTPOHHOM TpaHcdhepe hurypupytoT
KaK peasibHO CyWecTBYOLWME, TaK N He CyLlecTByoWwmne BymMakHble» (UM «nyCcTbie»)
6aHkn. OQHMM U3 NPUMEPOB ABNAETCH OpraHm3aunsa PUKTUBHbLIX MOCTAaBOK TOBApPOB U
yCcnyr 3a pybexx, 3a KoTopble BNOCAenCTBMM B3nMaeTcsa komneHcauma HOC, B ToM
yncne - B ctpaHbl CHI nnaun 6eiBwiero CCCP. MNpu 3TOM NpecTynHbIM CO0bLLECTBOM
opraHu3yeTcs ynpaBasoLWmnm LEHTP, B KOTOPOM KOHUEeHTpupyeTcsa 6onbLuoe
KOJINYECTBO NOEHTUPIUNKALNOHHbBIX AaHHbIX ONa 0b6CcnyXmnBaembix BaHKaMu nny, n
NOACTaBHbIX PUPM, AKOBbI 3aHATbIX YNOMAHYTON AEATENbHOCTbLIO, KOTOPAas MOXXeT
NPOAOJKATLCA rogamMn. PesynibTaTbl €e OLLEeHNBAOTCA BO MHOIMMe AeCATKU N COTHMU
MWJIJINOHOB A0J171ap0OB, NPU 3TOM B YNpPaBAAOWEM LLIEHTPEe BeAeTCs CBOW
byxrantepckumm y4eT, a baHKaM, ons Toro 4Tobbl 0Ka3aTbCs 3aMeLlaHHbIMUN B TaKUX
onepaumsax 1 NOTOM - B YMCe nogo3peBaeMblix, 4OCTAaTOYHO NPOCTO He obpalaTb
ocoboro BHMMaHUA Ha TO, OTKyda BeOeTCH yrnpaB/ieHNne cHeTaMun, He aHaNM3NPOoBaTb
CW/ n He NnpoBepATb peasibHOe CylecTBOBaHME y4aCTBYIOWMX B UMNTUPYEMON
«0eATeNbHOCTU» BAHKOB-KOHTPAreHToB, NPeanpuATUn, KOMNAHUN, NHANBUAYATbHbIX
npegnpuHnMmaTenen n T. 4. Npasaa, B UTOre MoOXXeT BO3HUKHYTb HEOBXOAMMOCTb
Kaknm-To obpa3om onpasabiBaTb BNOCAEACTBMU rMepes KOHTPOINPYIOLWMMA 1
NMpPaBoOOXPaHUTENbHbIMU OpraHaMm CBOKO HEBHUMATESIbHOCTb K TOMY, YTO NPONCXOANT
nog sugom OBO, nan xanaTHOCTh...

B 60nbLINHCTBE M3BECTHbIX NpumepoBs MMM, cBA3aHHON C PUHAHCOBLIMU XNLLEHNAMMN
n O, npumMmeHaeTCA LeHTpasn3oBaHHAA CXxeMa yrnpaBJieHUsa c4eTaMn, XOTS HeEMaJIo U
BapWaHTOB C pacrnpenesieHHbIM yrpaBieHneM NnMu B pasHblX baHKax, KOTOPbIX
obbveguHaeT Hann4dmne cuctem OB0O. BesIMKO 1 KONNYECTBO CUTYyaUUin, B KOTOPbIX
NCNONb3YyTCA hanblunBble opaepa kaneHToB b0, B 0CO6EHHOCTU rOpnaNYeCcKmnx
JInL, CO CHETOB KOTOPbLIX AeHbrM YXOOAT Ha cHeTa PU3n4ecKmnx any, ynoMmHaBLLINXCSH
«aponnepos» (MM «4ponos»), obHann4YMBalOWMX AeHEeXHble cpeacTBa. HecMoTps Ha
TO YTO KOJIN4ECTBO NOAODOHLIX Clly4aeB BEJIMKO M CUTyaL MM TaKoro poaa nponoskatT



MHOXXUTbCSH, HN Y PYKOBOACTBA, HN Yy nepcoHasia 6aHKOB He BO3HMKAET MbIC/IEN XOTH
Obl y6eanTbCcs B TOM, 4TO AECATKN MUIJIMOHOB pybien Co CHEeTOB TeX WU UHbIX (hUpM
COBEpLUEHHO 3aKOHHbLIM 06pa3oM rnepekaymBaloTCA B KapMaHbl (PU3NYECKNX UL,
AKOObI BbIMOJIHABLIMX HEKMe goporoctoswme paboTbl. MoaobHbIx cBOEro poaa
«pa3BeanpusHakoB» MOXXHO HabpaTb HEMasO, NpnyeM nx LenecoobpasHo 610 Obl HE
TOJIbKO UCMOJIb30BaTb B npouecce ®M, HO N «yBA3bIBaTb» C npoueccom YBP, 4To
[OJIXKHO 6b110 6bl OTPaXkaTbCA U BO BHYTPUOBAHKOBCKMX AOKYMeHTax. B aTom morna
Obl NPOABAATLCA aKTUBHOCTb BbICLLEr0 pyKoBOACTBa BaHKOB, 3ab0TALMXCA O CBOEN
penyTauuu.

ONa NPUKPbITUS MOLLEHHNYECTB B KNOepnpoCTpaHCTBE UCMNOJb3YIOTCS pa3/inyHbie
rnpuembl, BapbupyrLwmecs oT 3a4eNCTBOBaHNSA, KaK 0TMeYasioCb, TaK Ha3blBaeMbIX
AHOHUMHbIX WX C/EenbIX MPOKCU-CEPBEPOB, KOTOPbIE NO3BOJIAIT CKPbIBaTb UCTUHHOE
MeCTOMNOJIOXKEHNE B MUPOBOW MayTUHE 3/1I0YMbILLUJIEHHUKOB, YNPaBAAKWMNX cHETaMU,
0o ceTeBbIX aTak Tuna Denial of Service (DoS) nnn Hanbonee onacHbIX - TUNa
Distributed DoS (DDo0S)[63 - ATaka Tuna «pacnpeneseHHbIn 0TKas B
obcny>XmnBaHum».], KOTopbIMnN 6JIOKNPYIOTCA BbIYNCNTEIbHBLIE MOLLHOCTU KPeaUTHbIX
opraHm3aumn n (Mnn) nx npoeangepos. B To xxe BpeMs Hanbonbwnin yuwepb (no
COBOKYMHOCTW MOXULLEHHbIX CPeACTB - 3@ NocJefHNEe HECKOJIbKO NIeT CHET y)Xe ngert
Ha Munanapabl pybnen) HAHOCUTCA KJIMEHTaM KPeaUTHbIX OpraHmn3auni.

Nopasnstowee 60bLWLNHCTBO MOLWEHHNYECTB B OTHOLWEHUN KnneHToB B0 -
PM3NYeCKNX NNL, OCHOBLIBAETCA Ha Pa3/IMYHbIX MeToLax TakK Ha3blBaeMou
coumanbHOW MHXeHepun. MHOrne Buabl MOLWEHHNYECTB TaKOro poaa, WmMpoKo
pacnpocTpaHasmnecs 3a nocnegHmne 30 net B 3anagHom EBpone n CLUA, B
POCCUNCKNX YCNIOBUAX OKa3aNCb HENOMYJIAPHbIMU U3-3a NCTOPUYECKUX Pa3/INynn B
pa3BUTUN MHPPACTPYKTYPbI N MHPOPMALMOHHBLIX TEXHONIOMMIA (CKa)keM, aTakn 4yepes
LLeHTpbl 06CYy>XNBaHNA NN BHYTPUBELOMCTBEHHbIE KOMMYTATOpPbI), BCEACTBUE YEro
3[eCb OHUM He paccMaTpuBaloTCa. BMecTo 3Toro BecbMa bbICTpoe pa3BuTme Nosay4nam
cnocobbl peannsaumnm NpUeMoB «CoLNarbHOr0 NHXUHNUPUHIa» Ha OCHOBE BapMaHTOB
MobunbHoro 6aHkumHra. B ceoto ovepenb, npumMmepHo 70-80 % mn3 HMX[64 - OueHKa
aBTopa (J1. laMnHa) no gaHHbIM nnTepaTypbl U COBCTBEHHbIX UCCEf0BaHUN, XOTSH
BCTpeyvatoTCca 1 oueHkn B 90 %.] opueHTmnpoBaHbl Ha 06MaH BragesbLeEB KapTOYHbIX
cYyeToB. HM>XXe nNpuBefeHbl OTAesIbHble MPUMepbl TUMUYHbBIX MOMbITOK COBEPLUEeHUS
MOLUEHHMNYeCTB Ha OCHOBE NPUEMOB TakKoW Pa3HOBUAHOCTU COLMANIbHOIO
WHXXWHUPUHra (KOTopble TeM He MeHee Hepedko cpabaTbiBaloT):

* «[1poBepka NepCcoHasibHbIX AAaHHbIX, Nepe3BOHUTE N0 YKa3aHHOMY HOMepy
TenegoHa».



» «Bawa kapTa 3abnoknpoBaHa, Heob6xoANMO COOBWNTL NNH-KO A, CNy>xbe
6e3onacHocTm BaHKa No TenegoHy...»

* «Bawa kapTa 3abnokupoBaHa, HeE06X0ANMO CBA3ATHLCS CO CNy>Xbol 6e30nacHOCTM
Nno yKa3aHHOMY HoMepy TenedoHa».

* «Bawa kKapTa 3abnokupoBaHa LleHTpasbHbIM BaHKOM P®, HeobXoANMMO CBA3AaTbCA CO
crnpaBo4YHOM cny>xbom no ykasaHHOMY HoMepy TesnedoHa»[65 - baHk Poccun B
coobueHnsax Takoro poaa yrnoMmHaeTcs 4acTo, BUANMO, «4J19 CONUAHOCTU».].

* «OTpnen 6e30nacHOCTK: Balla KapTa 3abnokmpoBaHa, Ansa pa3b/ioKNPoBKN
Heobxognmo coobwnTtb MNH-KOO».

* «Bawa kapTa 3abnoknposaHa no nHuumnaTuee baHka, cpo4yHo onnatute goar 1000
pybnen. TenedoH...»

* «Onepauunn No Bawen 6aHKOBCKON KapTe BPEMEHHO NPMOCTAHOB/EHbI, CpaBKa no
yKa3aHHOMY TesiepoHY».

» «JleicTBMe Ballen KapTbl MPUOCTAHOBMIEHO BBUAY B3sloMa MNH-Koaa, nepesBoHuTe
Nno yKa3aHHOMY HoMmepy TenedoHa».

* «bblna nonbiTKka B3/10Ma NMNH-Koaa, Bawa KapTa 3abnokmMpoBaHa, CPOYHO
rnepesBoHNTE MO YyKazaHHOMY HOMepy TeneoHa».

* «Bawa kapTa 3abnokmnpoBaHa, oasa pa3bnoknpoBkn HeobxoamMMo NOJAONTH K
bnnxxanwemy 6aHKOMaTy 1 BbINOJHUTL caeaywowme oencTems...»[66 - [Nlo kKoMaHaam
3/10yMbILUJIEHHUKA KIMEHT COBCTBEHHOPYYHO NepeBOANT OAEHLIN Ha €ro cyeT.]

 «BbblNa NonbITKa Nepesoaa AeHer C Balllero cYeTa, Nepe3BoHNTE Mo yKa3aHHOMY
HOMepYy».

* «C BawWwemn KapTbl CMNUCAHO XX XXX pybnen, nepes3BoHNTE N0 YKa3aHHOMY HOMepy».

* «C Ballero cyeTa Npon3onaeT CNMCaHne Ha CyMMYy XX Xxx pybnen, nHpo no
TenegoHy...»



* «Balla 3asBKa Ha NepeBof B CyMMe XX XXX pybnen npuHaTa, nepe3BoHUTE No
yKa3aHHOMY HOMepy».

» «[loaroToBKa nepeBoda Ha CyMMY XX XXX pybnen c Bawlero cyeTa 3aBeplueHa, oS
CrpaBKW NO3BOHUTE MO YKa3aHHOMY HOMepy TefnedoHa.

* «[1na noaTBepP>XXOEHUSA NNaTe)a Mo Ballen KapTe B pa3Mepe XX XxXx pybnen
MO3BOHUTE MO YKa3daHHOMY HOMepy TenedoHa».

* «Bam 3BOHAT n3 6baHka ***, 3anante B UHTepHeT-6aHK 1 BBeAUTE Naposb...»[67 - Ha
auncnnee KNMeHTa nosaBnseTcsa ndobpakeHne ¢ Beb-canTa-mynsiKa, NPakTUYeCKn
NOEHTNYHOE HaCTosALWEeMY AManoroBoMy OokHy ¢ Beb-canta 6aHKa, nocne BBoAa
rMnaposig NPOUCXOAUT XULLEHNE OEeHEXHbIX CPencTs.]

* «BaM 3BOHAT 13 baHKa***, 3ananTte B HTepHeT-baHK, BBEAUTE NMaposb N HAXXKMUTE
KHonky “OTMeHa”»[68 - Ha camoM gene ansa KHonkm «OTMeHa» B annjeTte
3anporpamMMypoBaHa KOMaHAa NOATBEPXXAEHNA BBOL4A, HO KJIMEHT pearnpyeT Ha
CaMo CJ10BO, MoJsiaras Kak pa3s, 4TO HMYero HeraTUBHOIO He NponsonaeT.].

* «BBeauTe noaTBepXAaoLlme aHHbIe A9 BX0o4a B UHTEpHeT-0aHK...»

* «bblna nonbiTka BXoAa B Ball MHTepHeT-6aHK, Ana npefoTBpaLleHuns
MOLLEHHNYECTBa NepPe3BOHNTE MO YKa3aHHOMY HOMepY U NMPUroTOBbTE AaHHbIE MO
KapTe».

JTio6oin 3BOHOK 06eCNOKOEHHOr0 KJINEHTa Mo nNpeaJslaraeMomy HoMmepy TesniedoHa
Bfie4eT 3a cobon «yroBopbl» COOBLLMTL AaHHbIE MEPCOHANBLHON NOEHTUPUKALNMN
yOaNeHHOro KJIneHTa UM 3aCTaBUTb €ro «BblgaTb» UX ApyruMmn cnocobamum. Kak
BUAHO, B nogasnsaowemM 60/blLIMHCTBE Clly4aeB UCMOJIb3yeTCsa A0CTaTO4YHO
MPUMUTUBHBLIN NOAXO0A (M3-3@ Yero MHoOrme KJaneHTbl cpa3y obpawlatoTca B CBOW BaHK),
Mpu 3TOM MHTEPECHO OTMETUTb, YTO MOLLUEHHMKM 3a4aCTYyO0 AaXKe He 3aTPyaHSAIT
cebsa cmeHO HOMepoB TeNneoHOB, C KOTOPbIX 3BOHAT KneHTaM 6aHKOB (a Ha
YyCJ/I0BMAX aHOHUMHOCTW BflagefbLla HoMepa 3Toro n He TpebyeTcs). icnonb3ytoTcs
DeCATKN BapuUaHTOB COLMANbHOIMO MHXNHUPUHIA TakKoro poga n, 4To MHTEepPeCHO,
HaxoOsaATCS MoOnN, HEOOHOKPATHO «nonagatwme» nog oAHU U Te XKe NMPUEeMbI 1, Kak
cneacTBue, Tepswowme geHbrn 6onee oaHoro pasa. Kak roBoputcs, «oas
KOMMNbIOTEPHbIX NPOrpaMMm MOryT CywlecTBOBaTb “3anaaTKkn”, HO OT YeoBe4YeCKOon



rAynocTy ux NpuaymMmaTb HEBO3MOXKHO». BCce nepeyncneHHble Bbile noaxonbl (paBHO
KaK 1 MHorve apyrme) 6aHkaM Hy>XHO UMeTb B BUAY N «0by4aTb» CBOUX KJINEHTOB
NPOTUBOAENCTBUIO TAKUM «COLMANIbHLIM» aTakaM, K 4eMy MOXXHO 06aBNATb U
BbIMYCK CreunanbHbIX NamMaTok, MHPoOpMMpoBaHue Yyepes NHTepHeT 1 T. 4.

bonee «TOHKMe» MeToAbl MCNOJb3YIOT CBOEro pofa «HaCTPOMKU» Ha KJIMEHTOB
KOHKPETHbIX CEPBUCOB N MOTYT XapaKTepn3oBaTbCA OOBOJIbHO Crieynumnyeckomn
npenBapuTenbHON NOATOTOBKON, 06eCcKypa>kmBatloLen aTaKyemMoro KianeHTa nin
3aBJIeKaloLLEero ero B JIOBYLUKY, Hanpumep:

* KnnmeHTy nocTtynaeT TenedOoHHbIN 3BOHOK C coobuieHneM 9Kobbl OT COTpyAHMKa
baHKa 0 61I0KMPOBKE KapTbl N KPYNMHOM CYMMbl Ha KAPTO4YHOM CYeTe B CBSA3MU CO
«B3s10MoM MNH-Koga», nocne 4yero An4a pas3baoKMPOBKK nNpeanaraeTca coobwmnTb
PEKBU3NTbI KapTbl, 4TO TOT U AeNnaeT.

* KnnenTty nocTtynaeT coobuieHne «Bbl Bbirpanm HoyTbyk, no3BoHUTe B 6aHK No
YKa3aHHOMY HOMepy TefniepoHa»; Korga KameHT (ntobuntenb xansasbl!) 3BOHUT MO
yKa3aHHOMY HOMepY, eMy NpeasaratoT AaTb HOMEP KapTbl U BBECTU 3a4aHHbIN KOA
ONSA nepeBofa CPeAcTB C €ro cYyeTa, 4TO 3a4acTytlo M NPOUCXOANT.

* KNneHTy nocTynaeT TenedoHHbIN 3BOHOK C NpenJsioxkeHneM kobbl 0T COTPYAHMKA
H6aHKa 0 BO3SMOXXHOCTW JIbFOTHOrO KPeOUTOBAHNSA Ha KPYMHYO CyMMYy, NOC/€ Yero
cnenyeT 3anpoc 0 ero NAeHTUMPUKALUNOHHBIX AaHHbIX, HOMepe 6aHKOBCKOM KapThbl U
T.N.

* KnueHTy noctynaeTt TeneOoHHbIN 3BOHOK C coobLeHneM AKoObl OT COTPYAHMKA
baHKa 0 HeobxX0AMMOCTUN «BONTU B MHTEpHET-6aHK» 1N BBECTW NpeasaraemMbin B
KOPOTKOM CO0OLeHnn, npuwlegLem Ha ero MobunbHbin TenedoH, naposib B CBA3U C
TEeM, 4TO Ha0 OTMEHUTb HEKYIO MOLLUEHHNYECKYIO onepauuto.

* KNIMeHTy He yaaeTcsa nHnunnpoBaTb ceaHc B0, nocne 4yero emy nocrtynaeT
TenedOHHbIN 3BOHOK C BOMPOCOM SK06bl OT COTpYAHMKa BaHKa 0 TEXHUYECKNX
npobnemax ¢ B0 n npeano)xeHmem Beoda AaHHbIX MEPCOHANIbHOW naeHTUdNKaLnm B
rnons AnanoroBoro OKHa, KOTOpoe BbIBOAUTCHA Ha 3KpaH ero gucnes.

Mo>XKHO Bblno Bbl TakXxe npmnBecCcTn OECATKN NnoaobHbIX npmMmepoB N AaHHbIe O TbiCAYaX
eXXxerogHbix ueneHarnpaBjeéHHbIX aTaK Ha KJINEHTOB B0 BbICOKOTEXHOJIOMNYHbIX



6aHKoOB (M Ha caMu BaHKN C MPOHUKHOBEHNAMU B NX CETEBbIE CTPYKTYPbI), MPU 3TOM
3a CYET HU3KOMN KOMMNbIOTEPHOMN FPaMOTHOCTU KJINEHTOB U HeEpeako be3pasinyHomn
no3mumm 6aHKOB KJIMEHTbI TepnaT YObITKN 1 MOTOM NPeabsaABASAIOT NPETEH3UN TEM XKe
baHkaM[69 - [leTaNbHbIM aHANIN3 KAPTOYHbIX MOLWEHHNYECTB 34eCb He MPOBOAMNTCH,
MOCKOJIbKY CyLLLeCTBYeT MoJIHOLEeHHasa nMTepaTypa No AaHHoM npobnemaTuke, CM.,
Hanpumep: «be3onacHOCTb KapTo4YHOro 6usHeca. busHec-aHUMKNoONeana» (pasgenol 1
n 3). - M.: MOMNA; LMNMNCuP, 2012.]

KoHel, 03HaKOMUTENbHOro parMeHTa.
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MpuMmedaHus

CM. nogpobHee: YnxaH4uH KO.A. MexxayHapoaHoe COTpyaHNYeCTBO B chepe bopbbbl C
neranusaumen 4oxon0oB, NOJIyYEHHbIX NPECTYMNHbIM NMyTeM, 1 PUHAHCMPOBAHNEM
TeppopusMa Kak hakTop ykpenaeHus rnobanbHom n pernoHansHom 6esonacHocTn //
dunHaHcoBasa 6e3onacHOCTb. Ne 1. MoHb 2013 T.

N3 BbicTynneHus Npeancenatens banka Poccum 3.C. HabuynnmHom Ha KoHpepeHunn
«AKTYyaJlbHble BOMNPOCHI peasn3aunm rocyaapCTtBeHHON NONTUKN B chepe
NnPOTUBOOENCTBUSA Neranamsaynm (OTMbIBaHUIO) 00OXO0L0B, NOJyYEeHHbIX MPecTyrnHbIM
nyTem, n MHaHCMpPOBaHUIO TeppopmusmMa» 18 nekabpsa 2013 r.
(http://cbr.ru/pw.aspx?file = /press/press_centre/Nabiullina_18122013. htm).



YronosHbin kogekc CLUA conepxuTt 6onblie 100 cTaTen, HapyweHne KoTopbiX
OTHOCUTCSH K KaTeropuu npecTyrnjeHnmn, CBA3aHHbIX C OTMbIBaHNEM feHer. 3Tn
npecTynsieHnsa oxBaTbiBalOT 061aCTK AeATEeNbHOCTU OT TOProB/IN HAPKOTUKAMM U
(PNHAHCOBOIro MOLLUEHHMYeCTBa A0 NMOXULLEHNSA U LWWNMNOHa)Ka. B YronoBHoM Kooekce
Poccunckonm ®egepaunm nogobHbIX CTaTeN 3HAYNTESIbHO MEHbLLUE.

Mpu ncnonb3oBaHUM 06pPaTHOM CCyabl MPECTYNHUK BKIaAbiBAaeT AEHbIN B OLUOPHOE
npeanpuaTue, HaxoAsleecs rnog ero TahHbiIM KOHTPOJIEM, @ 3aTEM «CCY>XKaeT» cam
cebe CymMMy BNIOXXEHHbIX UM CPeACTB. DTOT TEXHUYECKNIA npuem cpabaTbiBaeT,
MOCKOJIbKY B HEKOTOPbIX CTPaHax TPYAHO onpenesnTb, KTO Ha CaMOoM fene
KOHTPONMPYET cYeTa.

[lBOIIHOE BbICTABNEHMN CYET-PaKTypPbl. DTO MOLUEHHNYECKas Y/I0BKa BBO3a (MK
BbIBO3a) CPEACTB B TY WM UHYIO CTPaHy, rae O4HO U3 OPLUOPHLIX NpeanpusTuin BedeT
NBOWNHYO Byxranteputo. YTobbl BBE3TU «4NCTbIE€» AEHbLIM B ApPYroe rocyaapcTBo,
HeKoe NpeanpusTre B CTpaHe Ha3HavYaeT 3aBbllUeHHY0 LeHYy Ha onpeaesieHHbIN
ToBap wunu ycnyry. [nsa BbiBo3a cpeacTs (Hanpumep, 4Tobbl n3bexxaTb ynnaThbl
HaN0roB) NPeANPUSTUIO BbICTAaBISETCS 3aBbllLEHHAs cYeT-haKTypa.



Hanpumep, 44 pyHTa (NnpumepHO 20 Kr) KOKanHa CTOAT 0KoJ10 $1 MJIH. Bec
HaIM4YHOCTU CyMMon $1 MNH paBeH 256 pyHTaM (NnpumepHO 116 Kr). Hann4yHOCTb
MOYTU B LLUECTb pa3 NnpesbillaeT BeC HAPKOTUKOB.

Mo paHHbIM Poccuimnckoro otaeneHunsa KOC, Bo Il kBapTane Tekywero roga 6bi10
nocTtasJsieHo okosio 1 960 000 nnaHweToB, 4TO, NO oueHkaM KOC, bonee 4eMm BABOE
NPeBOCXOAMUT aHaNIOrMYHbIA NPOLUIOroAHUA NokKasaTesnb (cM. noapobHee: Konecos A.
POCCMNCKNIA KOMMNBIOTEPHbIN PbIHOK KaK OTpa)keHne sKkoHoOMu4eckon cutyaunn/PC
Week/RE. Ne 20. 20 aBrycta 2013 r.).

YnpasneHue no 6opbbe ¢ hnHaHcoBbIMK NpecTynaeHnamm (Financial Crimes
Enforcement Network - FInCEN) 6b110 co3gaHo B 1990 r. OcHoBHas 3agava -
coaencTeme npaBooxpaHuTesnbHbiM opraHam CUTA B 6opbbe C neranmsauven 4oxonos
OT KPUMUHANbHON OeATEesNIbHOCTU KakK Ha HauMOHa/IbHOM, TakK 1 Ha MeXAyHapo4HOM
YPOBHe.

MexnayHaponHasa opraHm3aumsa Financial Action Task Force (FATF), co3paHHas B
1989 r. cTpaHamun «bonbwon cemepkn». Cenyac B PATO sxognt 6bonee 30
rocynapcTts. Poccunckaa ®epepaumnsa asnsetca 4neHoMm OATD ¢ uoHsa 2003 r. 30
nioHa 2013 r. Hopeerusa nepepnana Poccun npeacenaTtenbCTBO B 3TOM OpraHn3auunu.
YTBepxaeHne poccunckon 3asaskm Ha 2013-2014 rr. o3Ha4vano, 410 Poccnsa
HaxoAwusacb Ha XOPOLLEM CHETY N UMesia BbICOKUN PENTUHI CBOEN aHTUOTMbIBOYHOW
cucTtembl. Yepes roa B npaBa npeacenartens BCTtynuia ABCTpanns.



10

CepuinHbIn NNaTe)XX OTHOCUTCA K MPAMON NociefoBaTe/IbHOW Lernoyke onsaThl, Korga
3/IEKTPOHHbIN NepeBo 1 CONpoBOXaatoLlee ero coobuieHre 0 NaaTe)xxe NocTynatT
BMeCTe OT OTrnpaBasaiouero MHaHCOBOIro yY4pexx4eHNA K nosiyyamouemy
(PMHAHCOBOMY y4Ype X AeHUND HEMOCPeACTBEHHO UK Yepe3 o4HO nnu bonee
TPaAH3UTHbIX (PUHAHCOBLIX yYpeXxaeHun, Hanpmmep 6aHKN-KOppeCcrnoHAEHTbI
(PekomeHpauunm GATO. MexagyHapodHble CTaHAAPThbl MO NPOTUBOOENCTBUIO
OTMbIBaHUIO feHer, PUHaAHCUPOBAHMIO Teppopmn3Ma N PUHAHCNPOBAHUIO
pacnpocTpaHeHUs OpyXMNsa MaCCOBOro YyHNU4YToxxeHus / MNMep. c aHra. - M.: Beve, 2012.-
C. 110).

11

MnaTe)x C MapLpPyTHON NMHCTPYKLMNEN OTHOCUTCSA K 3JIEKTPOHHOMY nepesoay,
KoTopbln 0b6begnHsaeT coobLleHne 0 naaTe)xe, HanpaBJieHHOe HenocpenCTBEHHO
OTNpaBAAWMM (PUHAHCOBBIM YYpexxaeHneM B rnoJsiyyatouiee puHaHcoBoe
yypexxaeHue, C MapLpyTHON NMHCTPYKUMEN puHaHCMPOBaHUSA (CONpPOBOXXAEHUE) OT
oTnpasasoWero GUHaHCOBOIro yypexxgeHus B noay4vatouiee hMHaHCOBOE
yypexneHue 4yepes oaHo uan bonee TpaH3NTHbIX PUHAHCOBBLIX y4YpexAeHUn (TaM xe.
C. 109).

12

CMm. nogpobHee: Kopones B. 3araanku 11 ceHTabps. Novyemy ynanu 6awHu? - M.: Beye,
2007 n Ky3HeuoB 1. CobbiTna 11 ceHTsa6psa 2001 roga n npobnema mexxayHapogHoOro
Teppopu3Ma B 3epKasie obuiectBeHHOro MHeHus. - M.: URSS, 2009.

13



B 2001 r. EBponapnameHT BBeN TpeboBaHMe obs3aTeNlbHON nageHTUKauLmm
KJINEHTOB, KOTOPOE pacnpocTpaHsaeTca Ha onepauuun, npesbiwatowme €150000.

14

RAND (aHrn. POH[ - abbpesnatypa oT Research and Development - «/iccnepoBaHus
N pa3paboTKa») - aMepPUKaAHCKNI CTpaTern4ecknim nccaenoBaTesnbCKUn LEeHTP.
fBNAEeTCA HEKOMMEPYECKON OpraHu3aunen.

15

CanTt nnatexHon cuctemsl Liberty Reserve npekpatun paboty 24 masa 2013 r.
OnHoBpeMeHHO B MicnaHum Bbin apecToBaH rnaBa KoMnaHum ApTyp byooBCcKuin, Takxe
N3BECTHbIN KakK ApTyp benaH4yk u puk MNanu, a TakKe PUHAHCOBLIN MeHeOXep
naaTeXXHom cuctemMbl A33euH 3/1b-AMUH. B TOT XKe fieHb B HblO-MOPKCKOM BpyK/nHe
B34/I1M Mo CTpaxky bbiBwero cosnagensua Liberty Bnagnmupa Kaua n nporpamMmucTa
Mapka MapMmuneBa. Ewle ognH TEXHNYECKUN COTPYOHUK npoekTa, Makcum Yyxapes,
Obin apecToBaH B KocTa-Puke. [1Boe nono3peBaemMbix, Axmen dccnH AbaenbraHn v
AnnaH 3ctebaH aoanbro XmmMeHec, No-npe)xHeMy HaxoasaTcs B po3bicke. Kpome Toro,
OblNn 3aKpbIThI elle NATb CAaNTOB N apecToBaHbl 45 NnpuHaanexxaswux BnagesbLuam
naaTexxHom cuctembl cHeToB B baHkax CLUA. Ha Hux xpaHunocb $25 mMaH.

16

CM. nogpobHee: MNaHoB A. [>)ko PanblUMBbI MOXXET YKpacTb Bce // HoBas raseTa.
Ne 58. 31 maga 2013 r.

17



CM. nogpobHee: MeTposa C. Jllobumbin BaHK KpuMMHaNLHOro Mupa // BegomocTw.
Ne 129. 22 viona 2013 r.

18

Mo naHHbIM A. KoMapoBa, aTtTtecTtaT BMecTe ¢ SIM-kapTton (y WebMoney TpaH3akuns
noaTeep>xpaetca SMS) n ckaHoMm nacnopTa cTtouT 06bI4HO $150-400.

19

HYIP (High Yield Investment Program) - MoLleHHUYeCcKne NpoeKTbl, MOX0XKNe Ha
WHBECTULIMOHHbIE POHAbI C BLICOKOW OOXOAHOCTbIO. B 0CHOBHOM online-npoekThl,
KOTOopble paboTaloT C 3/IeEKTPOHHbLIMW BaIlOTaMN.

20

CM. nogpobHee: «<KpnnToBanlOTYNKN Mo Konnakom» /[ KomMmepcaHT-[eHbrn. Ne 27.
15 nona 2013 r.

21

HOoctos B.J1., WycT .M., BannHyposa A. A., IlyxoB A. B. 2/1eKTPOHHble PUHAHCBI.
Mudbl n peanbHoCTb. - M.: KHOPYC: UMMNCwnP, 2012. - C. 133.



22

Opyrue urypaHTbl Aena oTaenalncb aHaorMYHbIMU HaKa3aHUSAMN.

23

CMm. nogpobHee: boykapeBa T. BupTyanbHasa npadveyHas // BegomocTtn. Ne 093. 30 mas
2013 r.

24

K TakoBbIM NPecTYNJeHNsM OTHOCATCS: YKJIOHEHME OT ynaTkl HaJIoroB (HO He
HaJIoroBasi ONTUMM3aALINA), HE3aKOHHOe oboralleHne C UCroJib30BaHNEM
NHCaANOEepPCKON NHOoPMALIMK, OTMbIBAHME AEHEr 1 Mnp.

25

OpHako baHKOBCKad TaHa MOXeET ObITb packpbiTa ee HocuTenem B cyaebHom
nopsaake.

26

B cooTBeTCTBMM CO CTaTben 23 OH NOAYMNHAETCS CDeﬂ,epaanon noanunmn.



27

OpraHun3oBaHHasa NpecTynHasa rpynnmpoBKa - y4acTue inua B opraHusayum,
CTPYKTYpa 1 COCTaB y4aCTHUKOB KOTOPON COAEepP»XaTCsA B TalHE U LeNblo
NesTeNbHOCTN KOTOPOWN SIBNAETCSA COBEPLUEHME NPECTYNIEHNN C NPUMEHEHNEM
HaCUANSA NN OXPaHbl MPECTYMHO HAXXUTOro NMYLLIECTBA.

28

OTMbIBaHMe pneHer - cosepLieHune amuom NencTBuUin No COKPbITUIO NCTOYHNKOB
I'IpVIO6p€T€HI/IFI, cnocobos oTHy>XXOeHNd N NHbIX cOeJ1IOK C nMyLw,eCcTBOM, MNnoJly4eHHbIM B
pe3ysibTaTe coBepLUeHNA CIf)eJ'IOHVII/I, 0O YEeM OH 3HaN NN OOo/IKEH Bbln 3HaTh.

29

YBenomieHune Takxxe HeobxoanumMo HanpaBAATb U B C/ly4ae NPeKpaLLeHnsa OesoBbiX
rMneperoBOpPOB B CBSA3M C NOO03PEHNAMN B COBEPLUEHUN KJIMEHTOM BblLLEYKa3aHHbIX
OEencTBUN.

30

®enoHunsa (aHrn, felony) - NnoHATUE B NpaBe, 0O3HavaloLee npecTyrnJjeHmne.

31



CMm. nogpobHee, Hanpumep, ctaTbu: NMoHomapeB A. Lilopux, oTkponcs! //
HauwnoHanbHbIn 6aHKOBCKUI xypHan. Ne 9. CeHTabpb 2009 r.; CapkucsaHu A.
EBponenckme baHKW: NepCrneKkTmMBbl pas3BUTUA Ha OHe Kpusunca // byxrantepusa n
6aHkn. Ne 4. Anpenb 2009 r. n ap.

32

TunoBas Mmoaenb KOHBeHUMM OpraHm3aumm 3KOHOMNYECKOro COTpyAHMUYeCcTBa "
pa3snTusa (O3CP) npeactasnaeT cobon NpoekT ABYCTOPOHHEr0 HaJlI0roBOro
cornawenmnsa n3 30 ctaTen, KOTopbIN B 6ONbLIMHCTBE C/ly4YaeB UCMNOJIb3yeTCs Kak
0a30BbI AOKYMEHT OJ19 NOAFOTOBKM M HaYala NeperoBopoB Mexay
3aUHTEepeCcoBaHHbIMN FOCYAapPCTBAMU U He ABASETCA ON1a HUX CTPoro obsa3aTesibHbIM.

33

MexxayHapoaHoe u 3apybexxHoe (hHaHCOBOE peryampoBaHne: UHCTUTYTbI, CAESKN,
MH(ppacTpykTypa: MoHorpadusa / Nog pen. A.B. LLlampaeBa: B 2 4. Y. 2. - M.: KHOPYC;
UWUMCwnP, 2014. - C. 287-292.

34

NamunH J1.B. NpMeHeHne TeXHONOr N 3NEKTPOHHOro 6aHKNHra:
PUCKOPUEHTUpoBaHHbIN nogxon. - M., KHOPYC; LUUMNCwuP, 2011.

35



Financial Crimes Enforcement Network (CeTb ons npoTnsoAencTBusa (UHaHCOBbLIM
npecTynjieHusaMm - crneumanbHoe 6topo B KaszHavyenctse CUTA).

36

HaCcKo/IbKO N3BECTHO aBTOPY, MPOEKT COOTBETCTBYOLWEro heaepasibHOro 3akoHa bbin
pa3paboTaH ewe B 2000 r. n «xpaHnTCca» B FlocygapCTBEHHON AyMe, 04HAKO Aablue
0esno, noxoxxe, Tak U He NowWwJo, Torga Kak BO MHOMrMX LMBUIM30BAHHbLIX CTPaHax
3aKoHo4aTesIbHble aKTbl TAaKOro poda paboTatloT 4aBHO N yCNELLHO.

37

B TepMmuHonorum NMucobma baHka Poccum oT 23.06.2004 Ne 70-T «O TUMNUNYHBbIX
DaHKOBCKMX PUCKaX».

38

B maHHOM csly4yae ncnosib3yeTcs TEPMUHOJIONMS, OTAMYaloLWasncsa oT obLenpuHsaTon B
COOTBETCTBYIOLLLEN OTEYECTBEHHOW NINTEpaType, MOCKOJIbKY peyb gasiee NaeT 0O
BO3HMKHOBEHWNM HOBbIX YIP0O3 HaAeXXHOCTN BaHKOBCKOWN AEeATENIbHOCTU C TOYKM
3peHMs aHaNM3a BO3MOXXHOIro BMeLlaTeIbCTBa B Hee NPEeCTYMNHbIX 3JIEMEHTOB, 0 YEM
HeobXxoAnMO MMeTb OTYET/INBOE NMpeacTaB/ieHNne PYKOBOAUTENSIM U MepCcoHany
BbICOKOTEXHOJIOMMYHbIX KPEAUTHbLIX OpraHu3aLUunini, a Takxe nx KaneHtam. Kak
cnencTeue, BO3SHUKAOT HOBbIE COCTABASAIOLIME TUMNYHbIX BAHKOBCKMX PUCKOB,
CBSI3aHHble C NPOTMBOMNPABHON OEATENIbHOCTbIO, U3-3a KOTOPbIX CMELLarTCa NX
NpPouUaAN N NOBLILLAKTCA YPOBHW.

39



30ecCb, K CNIOBY, MOXHO OTMETUTb, YTO NCMNOJIb30BaHNE NOHATUSA «baHKOBCKas
aBTOMaTU3MpPOBaHHaaA cMCTeMa» B OTJIMYMe OT YaCTOo BCTpeYalLlencs B intepaType
abbpesunaTtypbl ABC (aBTOMaTM3NpoBaHHasa BaHKOBCKas cMcTtema) npencTaBiseTcs
npeanoyYTUTeNbHbIM, UMes B BUAY MMEHHO Ha3HavYeHne aBTOMaTU3NPOBAHHbIX CUCTEM
B BaHKax, C y4eToM TOro, 4To NoHATNEe «baHKOBCKaa cucTemMa» ornpeneneHo B
depepanbHOM 3aKoHe «O baHkax N 6aHKOBCKOW AeATeNIbHOCTU», HO NpencTaBnsaTb ee
aBTOMaTU3MPOBAHHOW A0 HACTOALLEro BpeMeHn 3aTPYAHUTESIbHO.

40

ITon npobnemaTtuke baHk Poccmm nocBATKUA NMCbMO OT 24.03.2014 Ne 49-T «O
pekoMeHOaumnsax no opraHm3aumm npuMeHeHns CpeacTs 3aWnTbl OT BPeLOHOCHOro
Koda npu ocywecTBneHnmn 6aHKOBCKOW OeATe/IbHOCTU».

41

Moa MHDOPMALMOHHBIMU CEYEHUSMU B AHHOM CJlydae MOHUMalTCa Te MecTa B
KOMMbIOTEPHbLIX CMCTEMaX (B TOM YMCe CETEBLIX, pacnpenesieHHbIX), Yepes3 KoTopble
NOTOKWN OAHHbIX NepenaTCcs U3 0AHON CUCTEMbI U NOACUCTEMBI B ApYyryto, nnbo
npeTepneBalT Kakne-nmbo npeobpasoBaHms.

42

Peyb B faHHOM cnydae naet o ANBOMNHOM HE3aBUCUMOM napaiieJibHOM KOHTpPOJIE.

43



K co)XasieHunto, HeMb3s CKa3aTb, 4TO ONMCAHHbIA NOAXO0A A0 HAaCTOSALWEro BpeEMEHMN
ABNAETCA 06LWEeNnPUHATBIM B POCCUNCKOM BaHKOBCKOM CEKTOpE.

44

NamnH J1.B. AHann3 hakTopoB pUCKa, CBA3aHHbIX C MHTepHeT-baHKMHIoM // PacyeTsbl 1
onepaumoHHas paboTa B kKomMmMep4deckoM BbaHke. 2006. Ne 5. C. 52-63; Ne 6. C. 43-54;
Ne 7-8. C. 37-54.

45

ITOT PUCK B OTEYECTBEHHOM INTepaType N3BECTEH TaKXe KakK PUCK NoTepun OenoBon
penyTauun, HO B IaHHOM KOHTEKCTE UCMOJIb3yeTCs MexXAyHapoaHasa TePMUHONOTUS.

46

Hanpumep, NMonoxeHns banka Poccum ot 29.08.2008 Ne 321-I1 «O nopanke
npencraBaeHNs KpeauTHbIMN OpraHn3aunsMn B YrOJIHOMOYEHHbIV OpraH CBefeHuNn,
npenycMoTpeHHbIX PenepasibHbIM 3aKOHOM “O NPOTUBOAENCTBUM Nleraamsaumm
(OTMbIBaHUIO) A,OXOA0B, MNOJIYYEHHbIX NPECTYNHbIM NyTeM, U PUHAHCUPOBAHUIO
TeppopusMa”», oT 02.03.2012 Ne 375-1 «O TpeboBaHUAX K NpaBuiaM BHYTPEHHENO
KOHTPOJIA KpeaAUTHOWN OpraHM3aunmv B Lensx NnpoTUBOAENCTBUA Neraamisaunm
(OTMbIBaHMIO) AOXOA0B, MNOJIYYEHHbIX NPeCTYNHbIM NyTeM, N PUHAHCUPOBAHUIO
TeppopusMa» 1 gp.
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MeXxxayHapoaHble cTaHO4apTbl N0 MPOTUBOLENCTBMIO OTMbIBaAHUIO AEHET,
PUHAHCUPOBAHUIO TeppPopM3Ma U PUHAHCUPOBAHUIO PACTIPOCTPAHEHNS OPYXKNSA
MaCCOBOro yHn4ToxXeHusa / lNMep. c aHrn. - M.: Beve, 2012.
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«Due diligence and transparency regarding cover payment messages related to cross-
border wire transfers», Basel Committee on Banking Supervision, Bank of International
Settlements (BIS), Basel, May 2009.
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“Consolidated KYC Risk Management”, Basel Committee on Banking Supervision,
Basel, BIS, Oct. 2004.
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HaHHbIN BN pUCKa B UMTUPYeMon paboTe He NOSCHAETCS, HO N3 KOHTEKCTa MOXHO
MOHATb, 4TO peyvb UAET O CBA3AHHbLIX onepaumsax, copepwaemMbix MMb6o ogHNM
KJINEHTOM 4epe3 pa3sHble hunnansl 6aHka, NMbo rpynnon CBA3aHHbIX KakuMu-nnbo
OTHOLLUEHNAMU NKnLL.
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Certified Fraud Examiner.
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KoBacuy k. J1. MpoTneBoaencTBne MoweHHNYeCcTBy. Kak pa3spaboTaTb 1 peanm3oBaTb
nporpamMmmy meponpuatuin. - M.: Mapocenka, 2010.
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Mo maTepuanam kHUrm A.J. Marcella, Jr., D. Menendez “Cyber Forensics”, 2nd ed.,
Auerbach Publications, Taylor & Francis Group, Boca Raton, FL, USA, 2008.

54

Mpwn Hanbonee obwemM Noaxone NOHATNE «MNOJIb30BaTE/Ib» OXBaTbIBAeT BCEX
y4yacTHukoB VKB kKak B 6aHKe, Tak U BHE ero, ToO eCTb 1 ONepaunoHNCTOB, U
onepaTopoB, U aAMUHNCTPATOPOB (CUCTEMHbLIX, CETEBbIX, 6a3 AaHHbIX,
MHOpMaLMOHHOW Be3onacHOCTM N T. N.), a TakxXe kaneHTos AB0O.
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AburHenn @.Y. NMonmMman ero, ecnm CMoXKellb, UM OH NonMaeT Tebsa. - M.: NMokoneHune,
2007.

56

B 3apybe)xHon npakTuke pnck-opmeHTUpoBaHHOro 6aHKOBCKOro Han3opa B obnactu
NB0 paccmaTpuBaroTCs BCe DaHKOBCKME PUCKU (XOTHA UX NOJIHbIM COCTaB BapbupyeTCsA



B 3aBUCMMOCTU OT UOEO0JIONNU HaZl30Pa, NMPUHATON KOHKPETHbLIM (hesepasibHbiM
BEJOMCTBOM), MOCKOJIbKY B HEKOTOPLIX CTpaHax gonyckaeTtcs bonee
«[AEMOKPATUYHbIA» MNOOX0MA K perfameHTauum 6aHKOBCKOWN AeATeNbHOCTH,
obecneymBatoLLen opraHM3aLMOHHO-pUHAHCOBLIE NoTpebHocTn BusHeca: B psae
CJZly4aeB MOXKHO AMNCTAHLUMNOHHO OTKPbIBaTb BaHKOBCKME cYeTa, 0popMIATL KPeanThbl
nT. .

57

B maHHOM ciiy4ae ucnosib3yeTcs HETUMUYHAsS TePMUHOIOrns, 0bycioBieHHas
AKL,eHTOM Ha BO3HMKHOBEHWNN HOBbIX YIrPO3 HAaAeXXHOCTU BAaHKOBCKOW OeATeNbHOCTH,
NMPOABASAIOLLNXCA B YPOBHAX U NPODUASAX TUMNUYHBIX BAHKOBCKUX PUCKOB.

58

B nocneaywouwmx onpeneneHnsax NCnosib3yeTcs NoOHATUE «KpeanTHasa opraHusaumnsas»
bosnee WKMpokKoe, 4eM «BaHK», MOCKOJIbKY OHUN KacaroTCcad U HEBAaHKOBCKMX
opraHu3auun.

59

B naHHOM csiy4yae uMeeTcs B BUAY TO, YTO TPAAULMOHHOE MOHATUE «JINKBUOHOCTb»
obpeTaeT HOBOE CMbICJIOBOE COAEP)XKAHMNE C TOYKN 3PEHMNS BbINOJIHEHUSA BaHKaMK
cBOUX (hHAHCOBbIX 06A3aTeNnbCTB.

60



Tak Ha3biBaeMoro B obLiem cnyyae KilacCa BpeaoHOCHOro koga malicious ware nnn,
COKpalleHHo, malware.

61

Virtual Private Network - VPN.

62

KoBacuy k. J1. MpoTnesonencTene MoeHHNYeCcTBY. Kak pa3paboTaTb 1 peanm3oBaTb
nporpammy MmeponpuatTuin. - M.: Mapoceinka, 2010.

63

ATaka Tuna <<pacr|pen,eneHHb||7| OTKa3 B O6CJ'Iy>KI/IBaHI/II/I>>.

64

OueHka aBTopa (J1. JIaMnHa) No AaHHbIM UTepaTypbl U COBCTBEHHLIX NCCNEed0BaHUN,
XO0TS BCTpeyarTcs u oueHkn B 90 %.

65



BaHk Poccum B coobLieHnsix Takoro poaa yrnoMmHaeTCcsa 4acTo, BUAUMO, « AN
CONIMOHOCTU>.

66

Mo KOMaHOaM 3/10yMblILLJIEHHUKA KJIMEHT CO6CTB€HHOpyL|HO nepesoanT AE€HLIM Ha ero
cyer.

67

Ha oucnnee knmeHTa noasnsieTcsa nsobparkeHne ¢ Beb-canTa-mynsiKa, NpakTUYeCKn
NOEHTNYHOE HaCTosLWEeMY AManoroBoMy OkHy ¢ Beb-canTta 6aHKa, nocne BBoAa
Mapoas MPONCXOONT XULLLEHNE OEeHEXHbIX CPeaCcTB.

68

Ha camom pene gnsa KkHonku «OTMeHa» B annseTe 3anporpaMMmpoBaHa KOMaHaa
noaTBEP)XOEHUNSA BBOAA, HO KJIMEHT pearmpyeT Ha CaMo CJI0BO, NoJlaras Kak pas, 4To
HMYero HeraTUBHOIO He NMPoOn3oNaeT.

69

[eTanbHbll aHaNN3 KapTOYHbIX MOLLIEHHUYEeCTB 34eCb He NPOBOAUTCSA, MOCKOJIbKY
CyllecTByeT NOoJIHOLEeHHas nnTepaTypa No AaHHon npobriemaTunke, CM., Harnpumep:
«be3onacHoCTb KapTo4HOro busHeca. busHec-aHuuknoneausa» (pasgenst 1 n 3). - M.:
MO®MA; LNNCuP, 2012.



Kynute: https://tellnovel.me/kollektiv-avtorov_/moshennichestvo-v-platezhnoy-sfere-
biznes-enciklopediya
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